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PREFACE

MUCH HAS BEEN learned in the decade since corporations, other entities, and
auditors started re-reading the 1992 COSO Internal Controls Framework
document to understand their mandates to document and assess internal

controls. We have been through a version of the guidance targeted to smaller public
companies (2006) and special guidance for unscramblingwhat is meant byMonitoring
(2009). In 2013 we were presented with the updated Framework that will replace
that prior COSO literature after December 15, 2014, and serve as our basis for going
forward. Many entities that began the COSO process in 2002-2003 have not made
major changes in their approach since that time. The revised Framework provides
an excellent opportunity to re-examine past practices and seek improvements and
efficiencies, since some level of change is likely to be necessary anyway.

It is likely that the COSO Internal Controls Framework will be around in some form
throughout ourworking lives. Some still fail to embrace its goals andothersworkhard to
find ways to try to change the laws and standards or short-cut the required assessment
procedures. Still others are starting to recognize some of the benefits that can be realized
from effective controls and more orderly and automated processes.

This book will look back on some of the “lessons learned” as experienced by enti-
ties and auditors. We will examine some of the academic and professional literature
that provides wider insight than can be obtained from solely one entity’s experience.
As we face the new Framework, we will consider efficient approaches to migrate enti-
ties from current approaches to the new guidance with a minimum of disruption and
effort. As with any process, the assessment benefits from periodic reconsideration and
improvements, and this book can assist in implementingmore effective solutions in that
update process.

We are now into the second and for some the third round of staff and management
changes over the controls documentation and assessment project. In the natural order
of things, systems are known to deteriorate over time. From my observation, that is a
real challenge to all entities – “how to keep the music playing.” Internal control pio-
neers in the early 2000s period had a lot to learn and not much time to learn it. Many
of those warriors have now moved on, up, or out. How do we properly train new team
members in the use of our developed tools and also fully explain the concepts we are
trying to achieve? If approached as a paint-by-numbers exercise, the end product may
look acceptable (from a distance) but still not meet the main objective. Controls “101”

xi
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remains a requested topic on the speaker circuit for the benefit of new project members
and helps fill the gaps in understanding by those already involved in projects. This book
will also try to provide some history and context fromwhich to understand not just how
to do the tasks, but to understandwhy they are being done and how tomake the project
moremeaningful andvaluable to the entity—and in that process, facilitateworkingwith
the independent auditors in an efficient and effective way.

This volume ismeant to supplement, not replace, the COSO Framework documents.
An investment in the actual Framework is worthwhile and undoubtedly at some point
with some Principle or Point of Focus, you will need to dig as deep as possible into the
Approaches and Examples to find a nugget you can use in crafting your assessment
of how the Principle is being met. This volume cannot possibly (or legally) reproduce
all the potential COSO reference material you may wish to refer to as your project
proceeds.

Some suggestions, based on first readers’ comments as to how to get the most out
of this volume include:

◾ Use the material in this volume first to get the lay-of-the-land and understand the
concepts underlying the revised Framework.

◾ Use the guidance here tomake an initialmapping of the current state of your assess-
ment to what COSO 2013 is seeking.

◾ Look at the suggested tools in this volume and in the illustrative templates in the
COSO template materials and craft an initial idea of what you think your documen-
tation might look like in a few areas.

◾ Take advantage of the unique guidance in this volume on crafting interviews and
questionnaires, sampling and testing and deficiency assessment.

◾ Try your ideas out. Include IT assessments and walkthroughs and controls tests to
give any revised approach a full trial.

◾ Revise the plan and flesh out the new directions.
◾ Provide a forum for discussion with all core team members to share observations

and suggestions.
◾ Develop training material to ensure consistent application as you roll out the

new direction.
◾ Utilize continuous improvement and other techniques to keep the project fresh

and current.

This book updates and replaces two separate volumes previously published by John
Wiley & Sons: Internal Controls–Guidance for Private, Government, and Nonprofit Entities
(2007) and Complying with Sarbanes Oxley Section 404: A Guide for Small Publicly Held
Entities (2010). Because of the common Framework these diverse applications now
share, it makes sense to combine these volumes at this time. Many of the technical
and operational issues are shared in these applications, albeit with different levels of
importance and intensity to specific entities and audit environments.
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The evolution of the COSO Framework is one of close personal association since
I was a partner with Coopers & Lybrand as the 1992 Framework was first being drafted
for COSO and introduced to (C&L) clients. I was responsible for the development and
training at BDO in applying the Framework to SOX, was a member of a professional
Firm 404 Implementation Task Force and was a member of the Auditing Standards
Board as the COSO Frameworkwas further integrated into Generally AcceptedAuditing
Standards. I was appointed as an AICPA representative in roundtable discussions with
COSO developers leading up to the release of the 2006 enhanced guidance for smaller
public entities and have worked with companies and auditors in implementation issues
throughout this period and to date. I have developed several training courses for the
AICPA and other associations in documenting internal controls. My sincere hope is that
this work will make a difference for those seeking new insights and better approaches
to the implementation of the Framework. I would like to thank my clients for all the
learning opportunities along the way.
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1C H A P T E R O N E

What We All Share

REGARDLESS OF THE type of entity, all Committee of Sponsoring Organizations of
the Treadway Commission (COSO) Framework users and auditors in the public
and nonpublic sectors share a great deal in common. We broadly outline those

shared characteristics here before plunging into the details of application and docu-
mentation. This will also help readers to target the specific goals they have in studying
this material. Later these concepts are developed in more detail. For now they serve to
overview the subject matter.

NEED FOR CONTROL CRITERIA

Early auditing literature talked about controls, primarily in terms of controls over more
routine transactions, such as cash receipts and disbursements. Based on the analysis
of business and accounting failures over decades of experience, it became clear that a
broader viewof controlswasnecessary toaddress thevariousmanagement, information
processing, or oversight weaknesses that so often contributed to these events. However,
there was no broader framework or set of criteria against which to evaluate the effec-
tiveness of the entity in controlling its risk of filingmaterially false financial information
and preventing other types of fraud. The COSO Framework has filled that void.

A set of criteria is a standard against which a judgment can be made. In the United
States, the internal control integrated framework published by COSO is just about the
only overall controls criteria to assess the effectiveness of internal controls over financial
reporting (ICFR). Choosing an appropriate control criteria is a Securities and Exchange

1



2 ◾ What We All Share

Commission (SEC) requirement for public companies when performing an assessment
of the effectiveness of an entity’s internal control. The American Institute of Certified
Public Accountants (AICPA) auditing literature references COSO components in its
guidance to auditors of nonpublic companies, so from a practical perspective, COSO is
the only game in town. While there are other frameworks out there (e.g., the criteria of
control (COCO) framework from Canada, the Turnbull Report in the United Kingdom,
and SOX of Japan), these are not that dissimilar to COSO in overall concept and have
not gained wide acceptance outside of their home countries.

OVERVIEW OF THE COSO INTERNAL CONTROL
INTEGRATED FRAMEWORK

In 1985, COSO was formed to sponsor the National Commission on Fraudulent Finan-
cial Reporting, whose charge was to study and report on the factors that can lead to
fraudulent financial reporting. It was motivated by yet another intense period of time
when financial reporting fraud and alleged audit failures were prominent in the news.
Since this initial undertaking, COSO has expanded its mission to improving the quality
of financial reporting. A significant part of this mission is aimed at developing guidance
on internal control. In 1992, COSO published Internal Control—Integrated Framework,
which established a framework for internal control and provided evaluation tools that
businesses and other entities could use to evaluate their control systems.1

The COSO internal control framework identifies five components of internal
control:

1. Control environment
2. Risk assessment
3. Control procedures
4. Information and communication
5. Monitoring

Today these remain unchanged from the 1992 Framework. That is a testament
to the fundamental correctness of the COSO Framework. However, the level of detailed
guidance over the years has increased due to the more recent widespread implementa-
tion of the Framework in our business environment and a desire to have more consis-
tency in the application of COSO principles.

1 In 2003, COSO published a draft of a document, entitled Enterprise Risk Management (ERM) Framework,
whose purpose was to provide guidance on the process used by management to identify and manage risk
across the enterprise. This new framework is not intended to supersede or otherwise amend its earlier inter-
nal control framework guidance on internal control. Internal control is encompassed within and an integral
part of enterprise risk management. Enterprise risk management is broader than internal control, expanding
the discussion to form a more robust conceptualization of enterprise risk. Internal Control–Integrated Frame-
work remains in place for entities and others looking at internal control over financial reporting by itself.
Note: Entities using the ERM Frameworkwill still need to make a pointed financial statement risk assessment,
as detailed in the risk assessment component discussion.
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HOLISTIC, INTEGRATED VIEW

TheCOSOFramework identifies fivemain components of internal control, and one of the
keys of working with it is to understand how these components relate to and influence
one another. COSO envisions these individual components as being tightly integrated
in a nonlinear fashion. Each component has a relationship with and can influence the
functioning of every other component, operating in an almost organic way.

The five interrelated components of the COSO Framework are, briefly:

1. Control environment. Senior management must set an appropriate tone at the top
that positively influences the control consciousness of entity personnel. The control
environment is the foundation for all other components of internal controls and
provides discipline and structure.

2. Risk assessment. The entity must be aware of and deal with the financial reporting
risks it faces. It must set objectives, integrated throughout its activities, so that the
organization is operating in concert. Once these objectives are set, the entity is in a
better position to identify the risks to achieving those objectives and to analyze and
develop ways to manage them.

3. Control activities. Control policies and procedures must be established and executed
to help ensure transactions being processed on a day-to-day basis, such as sales and
expense transactions, or on a periodic basis, such as accruals and consolidations,
are resulting in complete and accurate accounting recognition.

4. Information and communication. Surrounding the control activities are information
and communication systems, including the accounting system. Whether manual
ormost likely today implementedusing automated (computer) systems, they enable
the entity’s people to capture and exchange the information needed to conduct,
manage, and control its operations. The information and communication compo-
nent is comprised of both internal (e.g., management, governance) and external
communications (e.g., shareholders, prospective investors, or creditors).

5. Monitoring. The COSO Framework identifies monitoring as the responsibility of
management. The auditor is not a part of the entity’s system of internal control.
The entire company control process should be monitored on a regular basis by
management, and issues that arise should be communicated appropriately within
the organization. In this way, the system should be in a position to react dynami-
cally, as changing as conditions warrant, and not require that special procedures
or independent audit procedures detect these problems. The company is expected
to be proactive in identifying and correcting control deficiencies.

Figure 1.1 is from the 1992 COSO Integrated Framework report. It depicts these five
elements of internal control and their interrelationships in a 3-sided pyramid, with the
control environment as the base.

Note that the information and communication component is positioned along the
edge of the pyramid structure, indicating that this component has close linkages to the
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affect the entity either on an entity-wide basis or specifically on a divisional, regional or
product line basis. The 2013 revision changed the “cube” and placed the control envi-
ronment at the top of the cube. The strong hierarchical image of the pyramid and its
strong base is somewhat lost in this representation, but for complex entities with multi-
ple product lines or locations, the cube works well.

While bothmodels have advantages, whatever the model used to communicate the
Framework, it is helpful to have some physical representation of the Framework as a
training tool and as a reminder of the components when initiating a project or bring-
ing new personnel into an existing project. In the early days of Sarbanes-Oxley (SOX)
implementation, some creative ways were developed to etch the components firmly in
the auditor’s mind. A unique product was a pen that revealed a new component each
time the ballpoint pen point was retracted or extended.

A blessing of the COSO Framework is that together the five components seem
to be satisfactory in describing the broad sources of internal control issues. The
corresponding curse is that it is sometimes difficult to determine where specific facts
and controls fall within the framework. While it would be nice if a one-to-one rela-
tionship existed between processes and controls and the Framework components,
that is not the case. Entities can and did make their own decisions where controls
belonged under the 1992 Framework. The focus and 17 Principles in the 2013 Frame-
work will reduce the variability in classifying controls within the Framework going
forward.

For example, the 1992 COSO Framework report contained only passingmention of
information technology (IT). Can we cleanly assign IT to just one component? Clearly
there is a linkage to the control activities component since automated accounting pro-
cesses and controls depend on the IT being effective. In another sense, IT is important
to information and communication, which relies on data in company databases being
accurate and complete. And it is hard to imagine running a business or performing the
governance function effectively without accurate and timely financial data, so failures
of IT can also impact the control environment. The fact is that IT has a pervasive effect
on many aspects of the controls assessment and does not fit neatly into only one of the
component categories. However, IT General Controls are now a specific principle to be
satisfied (Principle 11).

Another example is fraud risk. There is now a principle (Principle 8) of risk
assessment directed to assessing management’s implementation of antifraud programs
and controls. However, fraud risk can also be associated with the control environment,
because of the risk of management override of controls. Fraud can be associated with
transaction processing (a control activity) such as cash disbursements. So, prior to the
recent guidance, it was not so clearly assigned to one component.

The point here is that while some topical issues fall neatly within a COSO compo-
nent, there are control issues that may potentially affect many other components. That
is also a reason that the new guidance stresses the interrelationship of controls and con-
trol deficiencies. One deficiency can touch several principles and components.
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REVISED COSO INTERNAL CONTROLS FRAMEWORK

The revisedCOSOFramework (2013) replaces the1992and2006Frameworkguidance
and documents. Those prior publications will be considered superseded after Decem-
ber 15, 2014. Some key elements of the new guidance include:

◾ Retention of the five basic components: control environment, risk assessment, con-
trol activities, information and communication, and monitoring.

◾ Identification of 17 Principles that are deemed essential to the five components
◾ Clear expectations that the elements of internal control work together in an inte-

grated way.

Indeed, unless these elements are satisfied, COSOwould conclude the system of internal
controls is not effective.

Internal controls are defined in the revised Framework, and similarly in literature of
the Public Company Accounting Oversight Board (PCAOB)2 and AICPA, as: “a process,
effected by the entity’s board of directors,management and other personnel, designed to
provide reasonable assurance regarding the achievement of objectives relating to oper-
ations, reporting, and compliance.”

This definition is consistentwith the focus in the revised Framework on articulating
the objectives in the three elements of operations, reporting, and compliance.

The COSO Framework retains these three elements of internal control. For purposes
of this book, our focus is on the financial reporting element. However, as we discuss
the issues surrounding this element, note that putting on blinders to issues from the
other elements is not appropriate. Failures in operating controls can create increased
allowances for returns and greater estimatedwarranty expenses, and failures in regula-
tory controls can cause liabilities for environmental issues or labor law violations with
financial consequences. What may seem like a bright line in the diagrams is in reality a
blurred line in practice.

In all cases, COSOand regulators expect the entity, andnot the auditor, to be respon-
sible for the design and implementation of the system of internal control. Likewise, all
entities are expected to document and maintain updates to their internal processes and
controls. In public companies, auditors are often impaired by independence rules from
venturing very far into the design, assessment, and documentation process. In private
companies, the auditor may be more helpful at present; however, future independence
rules may limit auditor involvement in government and private engagements. Private
companies should prepare to annuallymaintain and update the documentation of their
controls systems. Auditors need to prepare their clients to do so.

Accompanying the Framework guidance are illustrative templates for document-
ing assessments, deficiencies, and aggregating issues from the detailed deficiency level
to an overall conclusion. These templates may be structured as entities wish, but it

2 For example, PCAOB Auditing Standard (AS) No. 5, paragraph A5.
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may be worthwhile to note their suggested content in the development of proprietary
approaches.Not published are forms, documents, andworkprograms to guide the entity
or auditor when gathering information, performing assessments, and drawing conclu-
sions.While various vendorsmaymake such formsavailable to entities andauditors, the
responsibility for ensuring the quality of those materials lies with the user, since COSO
nor the auditing standards setters do not “certify” specific products.

The new guidance retains the much of the conceptual look and feel of the origi-
nal 1992 Framework. In addition to guidance, there is a separate COSO volume with
suggested approaches and examples of gathering evidence to support the principles,
points of focus, and components. The COSO guidance should be accessible to the project
leader or audit team, particularly in the initial period of implementation of the newguid-
ance. In addition to purchasing the set of guidance at www.cpa2biz.com, various tech-
nical informationvendors (e.g., AccountingResearchManager) have online versions for
subscribers. Project leaders and audit team leaders should take the time to study these
resources in some detail to ensure that the team is properly interpreting the principles
and what sources of evidence might exist. Neither companies nor auditors are required
to follow the suggested approaches or examples. They are presented simply as guidance;
unlike the 17 Principles, they do not have to be satisfied or followed.

Although checklists are popular in auditing, users should resist creating checklists
of controls in lieu of analyses, descriptions, and explanations of controls. COSOguidance
seeks to ask the question “How do you accomplish this objective, or how do you satisfy
this assertion?” andnotwhether a specific control exists or does not. In the identification
of the points of focus articulated for each principle, it may be worthwhile to read these
in connection with each principle and ensure that most are considered when assessing
the effective implementation of the principle. While not a “checklist,” the points are a
helpful reminder of the scope of intended issues embodied in the principle. However, not
all of these more than 80 points will apply to all entities.

Since 1992, business has changed in many ways. The 2013 Framework notably
picks up two major trends and has implemented them widely in the new Framework.
These trends include:

1. Widespread use of outsourcing. Today more and more business functions are being
outsourced to third parties. Just because a function is outsourced does not remove
it from the table when the function relates to ICFR. It should adhere to the same
standards the entity is held to, including ethical standards of the entity. That
includes outsourcing to far distant parts of the earth where cheaper wages may
prevail. Outsourcing is mentioned in the discussions and examples of 12 of the
17 Principles. That does not preclude its application to other principles. Since 2003
the Securities and Exchange Commission (SEC) has required outsourcing entities
to include a right-to-audit clause in agreements so that entities can ensure, if nec-
essary, that controls are effective in the outsourced facility. Enhancements to the
requirements for issuing Service Organization reports (e.g., Service Organization
Control (SOC) Reports 1 and SOC 2) have also advanced the quality of these reports
and their usefulness in placing reliance on outsourced functions.

http://www.cpa2biz.com
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2. Widespread use of computer processing.While the 1992 Framework gave limitedmen-
tion of computer systems, the revised Framework weaves computer and network
issues into the discussions of 14 of the 17 Principles.

Other changes brought about by the 2013 guidance will likely include:

◾ More attention to areas other than control activities. The 17 Principles and numer-
ous points of focus will force many entities to gather more information than previ-
ously regarding the “softer” controls and assessments. It was perhaps easier for all
to focus on transaction controls, but the new COSO guidance attempts to rebalance
the efforts.

◾ More focus on risk assessment. Risk assessment is more carefully articulated, and
more assessment is sought of the types of risk as well as the potential magnitude
and likelihood of a risk occurring. In addition, the COSO introduces two new mea-
sures of the risk: velocity and persistence. Like a storm, the intensity of a risk and
duration can have a very direct effect on the damage sustained. Hurricanes Sandy
and Katrina andMidwest tornadoes provide evidence that some unlikely events can
have devastating and long-lasting impacts. So also with some business risks. Risk
assessment can be seen as a fundamental task that provides a framework for assess-
ing the adequacy of the system of internal controls to prevent or detect material
misstatement.

WHATWE MUST DO

Entities should assess and document their internal controls. COSO and auditing stan-
dards agree that this is a responsibility of the entity. One often hears the concern voiced
that entities have neither the expertise nor the manpower to perform this task. When
such excuses are offered, the auditor often begins to question whether the lack of exper-
tise might indicate a controls deficiency. An entity without the expertise to document
controlsmight also lack the ability to design andmonitor controls or to respond to issues
that arise when controls fail. If the entity does not view internal control as a priority,
then questions arise as to whether the control environment is lacking in some respect.
The fact is thatmany entities would rather not bother with this responsibility, despite its
overall value to society in adding integrity to investor reports and to the security and suc-
cess of the entity itself. Attitude is important in shaping the quality of the controls and
the quality of the oversight and continuous improvement that sustains and strengthens
systems.

Entities and auditors should also have some evidence to support the fact that the
descriptions of the internal controls relate to what is actually happening. That evidence
may be through observation, examination of evidence, or reperformance of the control.
Auditors are instructed to document their understanding of internal controls (and not
the whole system of processes and activities). To the extent the entity has done the pro-
cess and controls documentation well, the auditor can test that work and draw from it
in lieu of reinventing the wheel.
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All entities need to take a broad look at internal control over financial reporting
(ICFR) and not ignore elements that are difficult to assess (the control environment,
IT, or processes and controls that are outsourced). In some derivative applications
of internal controls in other applications (SOX of Japan), only major processes are
“in scope” for purposes of the assessment. There is no 80–20 rule or simple exclusions
for U.S. generally accepted auditing standards (GAAS) applications. Materiality (alone
or in aggregate) is the benchmark threshold for COSO assessments.

One message that rings clear in the 2013 COSO guidance is the need to articulate
various management objectives in terms of operations, financial reporting, and regu-
latory compliance. These objectives are in turn the genesis for management to iden-
tify “risks” to their objectives. The risk assessment component in the Internal Controls
Framework and in the COSO ERM relates risks to the stated objectives, answering the
question: “Risks to what?” In reality, the objectives related to financial reporting might
be fairly obvious. For example, “fair financial reporting in accordance with generally
accepted accounting principles (GAAP)” would often be a high-level objective, and the
presence of many estimates in the accounting process often presents risks to meeting
that objective. An entity objective could also be to protect certain proprietary entity
information from public disclosure and competitor scrutiny. The risks to that objective
might bemoremeaningful to ponder andmore specific to the entity. Entities should try to
articulate their specific objectives, sincemeaningful risk assessments and the design and
maintenance of controls to mitigate the risks follow from the objectives. While auditors
may guess at the company-specific risks related to financial reporting and the assertions
relating to financial reporting (completeness, existence, valuation, etc.) help structure
the audit goals, auditors cannot possibly know all the nuances that managementmight
be considering. Thus the assessment of risks associated with financial reporting is best
performed by the entity and shared with the auditor. Too often it happens the other way
around formany of the risks. Entities that fail to set objectives and identify risks are likely
to exhibit and be assessed a material weakness in the risk assessment component of the
Framework.

Transitioning to COSO 2013

Many entities will seek the quickest and easiest way to transition to COSO 2013. For
many, there will be a significant number of additional control points to consider, since
“2013” is more specific (using 17 Principles and numerous points of focus) than the
original 1992 Framework. However, this challenge should also be viewed as an oppor-
tunity to reconsider any current documentation or approach and not to institutionalize
past practices that may not be the most efficient and effective. The concept of “let’s just
get through this year” usually results in needed changes never being made and oppor-
tunities lost. While much of this book is devoted to providing the insight to assist in an
effective and efficient assessment, there is a real issue of how to best take advantage of
what has already been done and carry any best practices forward.

Those entities who adopted the 20 Principles outlined in the 2006 COSO guidance
directed to smaller public entitieswill be farther down the road to converting to the2013
guidance than those that by-passed this guidance and built their assessment process
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around the original Framework. As mentioned in the legacy versions of this work, that
2006 guidance was potentially useful to all entities and could be a real help in structur-
ing effective assessment projects for any entity. And so it has come to pass. Where there
was a change in the 2013 guidance from the 2006 version, this book also provides a
roadmap of what has been added or reallocated to other principles. In addition, various
hints are provided throughout the work to illustrate the potentially related principles
when deficiencies are identified, in keeping with the integrated nature of controls as
discussed in the 2013 guidance.

Mapping to the 2013 Guidance

Onemethod used tomap the 2013 guidance to the current project is to create a spread-
sheet with the principles and relevant points of focus along one dimension and the pre-
viously identified controls along the other dimension. To be more effective, the matrix
should also identify the relevant assertion(s) addressed by the controls (when assertions
apply, suchas for transaction controls) to ensure the coverage of the financial statements
assertions and to identify any gaps. When identifying assertions, it may be appropriate
to assign a numerical or letter value to the assertions you are using, so that the asser-
tions covered can be sorted and gaps more easily identified. It may also be necessary to
segregate the transaction- or disclosure-based controls by account or cycle so that the
spreadsheet doesnot becomeunwieldy.Note thatwhenconsidering cash controls, a defi-
ciencymight also indicate failure in a related principle, such as competence and training
(Principle 4). It is a daunting task to pre-consider all the possible interactions between
controls and principles and points of focus, so youmay find some common linkages like
the aforementioned examplewill be sufficient formappingmost controls. These linkages
will not be automatic; they will depend on the specific root cause of the deficiency if it
can be determined. A column or two could be allocated to identify potentially related
principles. This task would be a new one, requiring familiarity with the 2013 approach
and details of the principles and points of focus.

In total, the 2013 guidance notes 88 points of focus across the 17 Principles.
However, a few of these points of focus are more closely related to operations and com-
pliance objectives. Before discarding them from your analysis, note that such objectives
often have a financial reporting implication in disclosure controls or for estimating
allowance or reserve accounts. We discuss these issues further in connection with the
risk assessment component itself.

Table 1.1 is an example template that maps identified entity controls to the 2013
guidance. Youmaywish to experimentwith different approaches to thismapping before
settling on one thatmakes themost sense for your organization, based onwhere you are
and where you want to go. Depending on the component, subcomponent, and number
of controls to bemapped, somematricesmaybemore effectively developedwith the prin-
ciples and points of focus across the top or down the side.While consistency in format is
helpful, an unwieldymapping format is not. Depending on the number of controls likely
to be associatedwith aprinciple or related point of focus, itmaybeworthwhile to split the
assessment into subsets (by component, by principles, or by other units, such as finan-
cial statement captions) that are more manageable. No one design will be perfect for all



Basic Scoping and Strategies for Maintenance ◾ 11

TABLE 1.1 Mapping Controls to the 2013 COSO Framework

(a) Control Environment

Control
ID

Primary
Assertion

Secondary
Assertion P1 Ethical3 POF1 POF2 POF3… P2…

CE1 NA NA X X
CE2 NA NA X x X

(b) Sales Cycle (P12)

Control
ID

Primary
Assertion

Secondary
Assertion Sales POF1 POF2 POF3 POF4…

S 1 1 3 X X
S 2 3 X X

entities and industries. The important thing is that all currently identified key controls
are mapped and that all principles and points of focus are arrayed so that potential gaps
can be identified.

While COSO clearly states that all the points of focus need not be met to be able
to state that an effective system of ICFR exists, many are using the points of focus (and
principles) to determine if theremight be gaps in controls or yet-undocumented controls
of importance that should be recognized. Froma documentation standpoint, it is a short
leap to expect that a point of focus (POF) considered irrelevant or not applicable will be
supported with an explanation of why this is so.

A secondarybenefit of this exercise is to assist the independent audit team in relating
your assessment to theirwork paper tools and templates,whichoften arenot customized
to your entity approach. Auditors spend considerable time mapping entity approaches
to audit requirements, time often better spent on more productive and useful activities
or even reductions in seasonal workload.

BASIC SCOPING AND STRATEGIES FOR MAINTENANCE

All managements and auditors need to consider broadly the scope of ICFR. Just because
awide net is cast in examining controls does notmean that all of the controls under that
net are key or critical; thus, testing and detailed analysis may not be required. However,
managements were surprised in 2004 when controls over the hiring and use of spe-
cialists in determining fair values or allowances were declared by the PCAOB as in scope
regarding ICFR. Current auditing standards require a specific assessment of the internal
controls over the fair value estimation process. Nonpublic entity auditors are likewise
directed by auditing standards to assess such controls over all estimates in the finan-
cial reporting process. Similarly managements and auditors were embarrassed when
an academic, Professor Eric Lie, post-SOX, discovered that the values of stock options

3 The notation P1 refers to Principle 1 and is noted this way throughout the text.
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were being manipulated to benefit management in a number of large companies. This
activity and process was not included in the early scoping of public company audits of
internal control. A continuing conundrum is the issue of using service organizations for
various accounting, IT, and data storage functions. A contemporary issue is the controls
and security issue surrounding the use of cloud computing and cloud data storage. Out-
sourcing does not remove a function from the scope of internal controls assessment and
analysis. Examples also exist of the failure to recognize the risks associated with trading
or derivatives activities that may create exposures that exceed the apparent size of the
operation; examples such as the Barings Bank collapse (currency trading) and Orange
County, CA, bankruptcy (interest rate swaps) come quickly to mind.

The natural state of systems is for them to deteriorate over time. Managements,
through monitoring and thoughtful annual reassessment, can keep a system in tune
through an effective monitoring function. The absence or ineffectiveness of an effective
monitoring function is likely to be a material weakness that would preclude an effec-
tive internal controls assertion or auditor reliance on controls to reduce other auditing
procedures.

WHERE WE DEPART

Financial statement preparers of public, nonpublic, government, and nonprofit entities
have the basic level of responsibility for assessing and documenting controls over finan-
cial reporting. While still responsible for the scoping, documentation, and verification
that the described controls are implemented, nonpublic entities and their auditors
may not need to test the controls as a basis for reliance on controls in setting the audit
strategy. However, public companies have a specific requirement that they publicly
assert the effectiveness of controls over financial reporting; doing that includes tests
of the controls to be able to make that assertion. These various nonpublic entities and
their auditors do have requirements that noted material weaknesses and/or significant
deficiencies in controls (defined later) be reported to governance or to the overseeing
regulator.

However, when auditors of any entity seeks to rely on the effectiveness of internal
controls to reduce the scope of their other audit procedures, testing is necessary to con-
firm the assessment that the controls are designed and are operating effectively. Unlike
in an attestation where high assurance is sought, the financial statement auditor may
determine the right amount of testing and assurance to support the desired level of con-
trols assurance from“low” (some) to “high.”Whenhighassurance is sought, the project
scope and testing level is similar to that required for an attestation. However, the assur-
ance sought for controls reliance usually covers the entire audit period, not just the
status of internal controls on the date of the report.

Nonpublic entities may optionally report on the effectiveness of their internal con-
trols. Auditors can attest to these assertions under the revised AICPA attestation stan-
dards (e.g., AT 501). Alternative attestations allow for attestations on only the design
of the controls or an attestation on both the design and operating effectiveness of the
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controls over financial reporting. For example, a nonprofit entity may wish to report
on internal controls to provide assurance to donors of its stewardship over the donated
funds and as a competitive tool to attract new donors. It seems likely that some gov-
ernment entities may soon be required to publicly report on their internal controls as a
demonstration of their stewardship of public funds.

For certain regulated programaudits (e.g., Office ofManagement andBudget [OMB]
A-133 program audits of federal awards and programs), there may be specific audit
requirements tomeet compliance (with laws and regulations) that require tests of specif-
ically identified controls over compliancebyauditors.A sourceof confusionamong some
auditors is the fact that there exists very different guidance for financial statement and
compliance-oriented government program audits. The focus of this book is on the ICFR.

Public companies report publicly on the effectiveness of their ICFR. As a result, SEC
regulations require these entities to test controls as a basis for their assertion. There are
specific exemptions from this requirement for companies when they first become pub-
lic. Auditors of smaller public companies do not have to specifically report to the public
on the effectiveness of the auditee’s internal controls in the SEC 10-K annual filing.
(This relief is now permanent under the Dodd-Frank Act of 2010.) However, auditors
of larger public companies, accelerated filers,4 do have to report to the public on the
effectiveness of the auditee’s internal controls in the required SEC 10-K annual filing.
Therefore, auditors would also have a requirement to test internal controls as a basis
for their assertion. The auditors of newly registered companies (under the Jumpstart
Our Business Startups [JOBS]Act) may qualify for an exemption to auditor reporting on
internal controls, provided revenues are under a predefined threshold.

As noted later, auditor oversight and testing may be important to ensure the qual-
ity of management’s assertion regarding the effectiveness of controls. This seems to be
particularly true as management first becomes familiar with controls issues.

TRIANGLE OF EFFICIENCY

Everyone desires an efficient project. From experience, an important consideration in
achieving an efficient implementationof a controls assessment project is anunderstand-
ing of the tasks and the acquisition of the skills before beginning in earnest the documen-
tation, assessment, and testing process. Time and again the failure of one of the three
key elements in what I call the triangle of efficiency (see Figure 1.3) is the root cause of
wasted time and energy, andmore often than not it results in an incomplete or incorrect
assessment. This is an issue worth mentioning at the start, because false steps will cost
money to correct.

The three knowledge components are:

1. Knowledge of entity and/or auditor requirements.
2. Knowledge of COSO.
3. Knowledge of company controls and processes.

4 Accelerated filers have a market capitalization of $75 million or more.
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FIGURE 1.3 Triangle of Efficiency

In the case of public companies, their specific requirements are stated by the SEC.
Private companies should look to COSO for guidance. While there is nothing contradic-
tory about the SEC and COSO literatures, public companies should be familiar with the
SEC-specific requirements, which may contain more detail regarding specific reporting
and filing requirements. Public company auditors will be looking toward PCAOBAudit-
ing Standard No. 5 for their requirements, which happen to be closely aligned with the
SEC requirements, and ensuring public companies are following that guidance.

It often feels good just to get started on a project and begin to accumulate some
evidence of progress. Indeed, that was a clear motivation in companies and auditors
beginning to document the detailed activity-level controls over transactions before
comprehending the scope of the requirements in 2004 when first reporting on controls
under SOX. The resultant complaints about costs and time expended are intertwined
with issues regarding failures to consider one or more of the three triangle components.

Experience says that if any of the three elements here is lacking, then there will be
an impact on the efficiency and effectiveness of the overall project. Company consultants
may be very competent in knowing COSO and knowing company and audit require-
ments, but they still have to learn the entity and its controls in order to perform their
task. Close integration of company and consulting personnel can contribute greatly to
efficiency of the company project over a strategy where the task is given primarily to
the consultant. In the long run, the most efficient process is often one that is brought
in-house andmaintained by the entity. This controls focus in entity culture and auditing
is not likely to go away. It is likely a part of our permanent business environment.

CONTROLS VERSUS PROCESSES

A good discussion to have before plunging into more subject matter here concerns
the source of the surprisingly widespread misunderstanding regarding the distinction
between controls and processes. COSO and the regulatory requirements for companies
and auditors are directed at controls. The public company assertions about internal
control effectiveness are directed at controls. So why is so much time and effort devoted
to evaluating and documenting the business processes underlying the controls in
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company and auditor documentation? A significant potential source of efficiency and
greater effectiveness in the controls documentation and assessment tasks is a clear
distinction between controls and processes.

A simple example: A cash payment (cutting the check) is part of a process. A review
of the support for the payment by someone other than the accountant is a control. A sale
on credit initiates a process of shipment and recognition of a receivable. Checking the
credit rating of the customer or checking that the customer is preapproved is a control
over the validity or existence of the sale. The requirements are to document, assess, and
test controls, not processes. Butmountains of documentation are produced and retained
in the name of controls documentation, which many times do not contain the descrip-
tion of a single real control.

If all the unnecessary documentation that has been producedmagically evaporated
from the hard drives and storage rooms of companies and auditors, some highly under-
utilized storage capacity would be revealed. Please understand, I know we are fond of
our flowcharts, narratives that go on and on, and creating a lot of detailed descriptions
of how things work. There is nothing wrong with all that. But the focus here is con-
trols. How do we ensure completeness, how do we ensure our ownership of the assets
we claim, how do we ensure the transactions are recorded in the proper period? As long
as all these considerations (and a lot more to be discussed later) are addressed, the only
drawback to the volumes we create are the updating review and edit we have to apply
when changes occur and themountains of data that has to be reviewed bymanagement
and the independent auditors. It’s only money.

A current trend is away from the beloved narratives toward more flowcharting to
document the business process and control points. However, it may be more efficient to
keep separate controls documents than to muddy up flowcharts with all the data neces-
sary to describe, assess, and hold the tests of the controls. Flowcharts or narratives can
still be referenced to specific controls documentation.

By careful adherence to the spirit of the COSO Framework, the documentation of
controls can be concise and organized. Whether you are just beginning in this process
now or are seeking ways out of the quagmire of documentation produced previously,
there is a way to meet the requirements without producing excessive volumes of
documentation.

Internal Control Has Limitations

The existence of undesirable outcomes like misstatements and omitted disclosures may
indicate that the process itself was flawed. However, that direct connection may not
always hold true. It is possible that an internal control failure can be attributed to some-
thing other than a flawed process.

Internal control provides reasonable but not absolute assurance that an entity will
achieve its financial reporting objectives. Even an effective internal control system can
experience a failure due to:

◾ Human error. The people who implement internal controls may make simple errors
or mistakes that can lead to control failures.
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◾ Management override. Even in an otherwise well-controlled entity, managers may be
able to override internal controls for selfish purposes.

◾ Collusion. Two or more individuals may collude to circumvent what otherwise
would be effective controls.

Objective-Driven Approach

The COSO Framework views internal control as built-in to an entity’s overall business
processes, as opposed to a separate added-on component that attaches itself to the com-
pany’s real business. Building in internal control requires that management do four
things:

1. Establish business objectives. For our purposes, the most relevant objectives relate to
financial reporting.

2. Identify the risks to achieving those objectives.
3. Determine how to manage the identified risks. The establishment of internal controls is

just one of several options.
4. Where appropriate, establish controls as a way to manage certain risks. Individual con-

trols are designed and implemented to meet the stated risks.

Internal controls have limited value by themselves—they do not produce a prod-
uct or service or generate revenue for the business. Controls have value to the degree in
which they help the entity to achieve its objectives through providing complete, accu-
rate, relevant, and reliable information for decision making and for the fair communi-
cation of financial results to third parties. The effectiveness of internal control is judged
according to how well it aligns with and addresses the objectives of the company.

Flexible, Adaptable, No One-Size-Fits-All Approach

The COSO Framework is a conceptual and not a rigid, prescriptive approach to internal
controls. Thus, a paint-by-numbers approach is not going to be effective in complying
with theaimsofCOSO.COSOrecognizes that different entitieswillmakedifferent choices
about how to implement controls in their businesses. The key is not whether the com-
pany uses control A or control B but whether the controls in place meet the risks by
proper design and effective operation. COSO is not a checklist of suggested controls.
Furthermore, management will make certain cost–benefit judgments and trade-offs.
For example, an elaborate control structure over cash disbursements may be warranted
in a large and complex business, but simpler controls may be effective and efficient in
smaller enterprises. The result: Internal control is not a one-size-fits-all proposition, and
a checklist of “usual” controls is not an effective tool to satisfy the COSO Framework
guidance.

What can sometimes be frustrating about COSO controls guidance and the auditing
standards is that simplifying the assessment and testing process through the use of prac-
tice aids is not easy. To have a successful project, it requires thought and understanding
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to apply the objectives of the Framework to a specific company circumstance. It takes
knowledge of the entity and its processes, the regulatory environment, and the COSO
Framework to make sense of the assessment and testing process. Early in the imple-
mentation of SOX, an experienced audit partner noted that she obtained a much better
knowledge of her clients and their risks after going through the controls assessment pro-
cess with them. Companies seeking practice aids to take the work out of the assessment
process eventually realize this is not an achievable goal. However, an assessment and
testing project done right ismucheasier tomaintain over time thanone cobbled together
to get through this year. Think long term.Practice aids can still havevalue, but theymust
be adapted to the application. There is no turn-key approach out there, despite anyWeb
site or brochure claims.

Furthermore, circumstances change at the entity, and so its internal control must
be designed in a way to adapt and remain effective in a dynamic business environment.
In fact, one of the primary objectives of the monitoring component of internal control
is to assess the quality of the system’s performance over time, recognizing that circum-
stances will change. In the 2013 guidance, analyzing and responding to change is a
Principle (9) to be satisfied.

Reasonable Assurance

COSO recognizes the limitations of internal control. No matter how well designed or
operated, internal control can provide only reasonable assurance that objectives will be
met. Reasonable assurance is a high threshold, but it stops short of absolute assurance.
The presence of an isolated internal control failure (less than amaterial weakness) does
not, in and of itself, mean that a system is ineffective. The COSO even states that “even
an effective internal control system can experience failure.”

However, to be able to report publicly that internal controls are effective or to rely
on the effectiveness of internal controls in lieu of other audit procedures requires that
material weaknesses are either not present or are limited to specific areas that can be
identified and mitigated by other procedures. When reporting on controls, the public
expects a correspondingly high level of audit assurance.

People Factor

COSO recognizes that internal control is implemented by people. Documentation of con-
trols is important, but documentation is not all there is to internal control. The effective-
ness of internal control depends on the people responsible for carrying out individual
control elements—from the chief executive officer and board of directors, all the way
to rank-and-file employees charged with performing day-to-day transaction processing
and control-related tasks.

Thus, the design of internal control must take into account the human element
andmust consider the role of human nature. For example, people are greatly influenced
by the actions taken by an entity’s senior management, more so than they are by
what these individuals say. Therefore, the relative strength of an entity’s control
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environment depends in large part on the actions of the entity’s leaders and how they
are perceived by the rest of the organization. This factor is assessed as part of the control
environment.

The ability of individuals to carry out their responsibilities also depends on their
competencies andhowwell theyunderstandwhat is required. This need for understand-
ing requires that the entity’s internal controls have an effective hiring, training, and
communication element. This is also an element of the control environment.

THE DEBATE CONTINUES

Companies and regulators continue to debate the cost–benefit of the requirements to
assess and report on internal controls. Detractors have been somewhat successful in
resisting auditor attestation in smaller public companies in the Dodd-FrankAct of 2010
and the JOBS Act of 2012. However, history has shown that inattention to internal
controls is at the root ofmany business failures and frauds,whichweaken investor confi-
dence in the capital and stockmarkets. In addition, in the period before the imposition of
the SOX Act of 2002, an alarming increase in the number of restatements of previously
issued financial statements was observed. A lack of ICFRwas a likely root cause of many
of these restatements. A spike of fraud and restatement in smaller public companiesmay
indeed bring reconsideration of the need for auditor verification of managements’ asser-
tions regarding controls.

It has been observed that certain categories of losses due to fraud and the incidence
of restatements have come down in the post-SOX period. Whether this is due to greater
management awareness of and attention to internal controls or strengthened auditor
requirements regarding fraud and internal controls effectiveness is not known. What
is clear is that there have been some notable improvements and reversals of downward
trends, and thus the “medicine” seems to be working. The revised COSO Framework is
intended to keep the ball rolling and help us to take the updates that have been issued
since the original 1992 report and codify them into basic principles we can carry into
the future.

Some executives have spoken out in favor of the value that the current regulatory
requirements bring to the business environment. A recent survey of the Financial Exec-
utives Institute relates a more positive shift in management opinion when compared to
the early days of the imposed regulations.

ORGANIZATION OF THIS BOOK

The remainder of this book will go into more depth on the 5 components and 17 Princi-
ples of the COSO framework and provide examples of the issues that arise in the assess-
ment and testing of the controls. Specific reporting requirements of public companies
are also covered throughout the book. Sincemany entities already are performing some
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controls assessments, the section on project management is placed farther back in this
book than in previous editions; however, those new to this process (e.g., new companies,
new personnel, and new responsibilities) or those seeking to improve current processes
may want to review this material sooner or even next.

As the material is covered, there will be opportunities to speak directly to specific
audiences, such as auditors or management or assessment team members, on specific
issues, and these sections will be identified by special headings.
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COSO 17 Principles

Component Summary Principle

Control Environment 1. Demonstrates commitment to integrity and ethical values
2. Exercises oversight responsibility
3. Establishes structure, authority, and responsibility
4. Demonstrates commitment to competence
5. Enforces accountability

Risk Assessment 6. Specifies clear objectives
7. Identifies and analyzes risk
8. Assesses fraud risk
9. Identifies and analyzes significant changes

Control Activities 10. Selects and develops control activities to mitigate risks
11. Selects and develops information technology general controls
12. Deploys controls through policies and procedures

Information and
Communication

13. Uses relevant information
14. Communicates internally
15. Communicates externally

Monitoring 16. Conducts ongoing and/or separate evaluations
17. Evaluates and communicates deficiencies

20
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Setting the Scope of Your
Documentation Project

Identifying the Core

STARTWITH BUSINESS OBJECTIVES

The essential starting point for determining the extent of documentation you should
include in your project is a clear statement of your objectives. Regardless of whether
you are formally reporting on your controls or not, you should initially cast a broad net
across your entity and reduce the focus on the exclude accounts or transactions streams
only as evidence concludes that risks are low. The new COSO guidance emphasizes this
as a precursor to risk assessment since the identified risks relate to the objectives.

Tomeet theminimumdocumentation standards expected for any project, you prob-
ably can cut out the veryminor (trivial) revenue streams and locations that individually
are clearly insignificant in terms of assets, revenues, and income. Unfortunately, there
is no consensus on where a bright-line minimum might be. Early on, auditors work-
ing with large public clients were bludgeoned into including just about everything with
a dollar sign in the reporting on internal controls project because of the early inter-
pretations of the guidance in Public Company Accounting Oversight Board (PCAOB)
Auditing Standard (AS) No. 2. Now that that standard has been replaced (AS No. 5)
with a more risk-based standard than the original. Nonpublic companies follow simi-
lar guidance regarding scoping, but there is no clear discernible demarcation between
items that should be in scope or out of scope. The danger is that errors in this judgment
that later result in material misstatements can create legal liabilities.

For example, the lackof known issues regarding revenue recognition isnot sufficient
evidence to deemphasize revenue recognition issues from the assessment in a business

21
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with clearly complex sales arrangements. The fact that a company’s business is basically
a cash business and there are no lingering revenue recognition or period-end cut-off
issues is perhaps a more logical basis on which to deemphasize this common control
issue in a company’s analysis.

Even in its interpretative guidance on evaluating internal control, the Securities
and Exchange Commission (SEC)makes it clear to public companies thatmanagement’s
evaluation need not encompass all the controls that have been implemented at the com-
pany. The objective of management’s evaluation is to provide it with a reasonable basis
for determining whether any material weaknesses in internal control exist at year-end,
the date of the required report on internal controls.

In a risk-based approach, it is helpful for scoping and project management to iden-
tify and distinguish your “core.” These are themain activities of your business and likely
constitute the bulk of revenues, expenses, and transactions.While not the limits of your
scope, the core helps define objectives and identify the key risks to achieving those objec-
tives. It is likely that your internal control efforts will often be concentrated on your core
business, and if your core is not well designed and operating effectively, then it is hard to
see how the system as a whole can be effective.

Youmay be able to develop a practical guideline of your core by analyzing the finan-
cial statements and the segment/division/location contributions to thenumbers flowing
into the financial statements. You should be able to include in the scope of your docu-
mentation a significant portion of the revenues, expenses, account balances, and net
income by selecting a reasonable number of accounts and locations and transaction
types within the scope of your project. For example, suppose your municipal entity had
several different revenue sources, such as income taxes, fees, fines and judgments, usage
charges, and revenue sharing. (See Table 2.1.)

The amounts or the risks associated with a component of the financial statements
will cause you to include those streams within your project scope. Based just on
revenues, you might be able to cover 85% of the revenues by evaluating the controls
related to the two main streams of revenue. But the next question is whether you have
covered your identified risks with this scope. Because fees and fines are more volatile
from year to year, are more difficult to predict and verify, and involve more human
interaction and judgment and fraud risk than the other areas, they probably still require
controls attention.

For example, if the receipt and recording of the revenue-sharing portion were easy
to track because these revenues are allocated in a scheduled or knownway froma larger
pool of county revenues and transferred to you in an easy-to-audit transaction, the area

TABLE 2.1 Using Revenue to Set Scope

Revenue Source Income Tax Fees Fines Usage Revenue Sharing

2007 $5,000,000 500,000 400,000 600,000 3,500,000
Percentage of Total1 50% 5% 4% 6% 35%

1Total= $10,000,000
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may be considered a low risk and require only limited evidence to conclude the controls
are effective. However, if the process over fees and their collection and recording is not as
well controlled, and there is some risk of completeness (e.g., skimming, a type of fraud)
and some risk of inaccurate processingwhen collecting these fees, thenmore effort may
be placed on controls over these transactions than their sheer size might suggest.

You might take similar key measures of other financial statement accounts and, in
profit-oriented entities, consider the contribution toprofit. Thus, youmayfindaprofile of
revenues, expenses, and locations or segments emerging from your analysis that really
define the core of your entity. That core can be a starting point to determine the main
focus of your controls assessment project.

Youmay need some talking points to address the peripheral and trivial areas you do
not identify as your core based on volume or risk. Auditors cannot reliably use size as a
risk indicator when understatement is a risk. For example, a completeness risk could be
that all the activity of a remote locationmight not be reported. Skimming is a fraudulent
withholding of some of the revenue stream such that some revenues never get recorded.

Oneapproach followedby someentities is tomakea list of themain controls andpro-
cedures that are inplace regarding those amounts thatmight be candidates for exclusion
from the analysis. For example, numerous smaller entities may be part of the consol-
idated entity but individually and in the aggregate still make up only a small portion
of the overall entity. If these entities adhere to a common accounting manual of proce-
dures, use the approved company software, and perform monthly bank reconciliations
andmanagement or internal audit visits these locations periodically to audit the details,
monitoring the key statistics and cash flows from these locations may be sufficient for
management to detect a significant departure from expectations.

As a general guide, you might start with all the financial statement accounts and
elements in your initial scope of documentation and assessment of controls. Often
the financial statement caption items are larger than materiality or are separately
presented for some reason. Your documentation and design assessments can be broader
(and should be, for your own protection) than any testing plans need to be. In my view,
too many entities and their auditors are too quick in using risk assessment judgments
to exclude amounts completely from the scope of the examination. There will come
a day of reckoning for those who incorrectly assess risk, as there was with those who
thought there was little or no risk in auditing Enron,WorldCom, and Parmalat. Smaller
entities suffer similar fates based on bad guesses regarding risk; you just do not hear
about them. They just become empty storefronts at the local strip mall.

One quip attributed to Yogi Berra, the oft-quoted Hall of Fame catcher for the New
York Yankees, applies here: “It’s amazingwhat you see when you look.” I am suremany
misstatements and frauds are overlooked because of faulty risk assessments that do not
indicate an observable risk. All the more reason not to shortcut the process of gather-
ing evidence to support low-risk assessments and periodically reexamining decisions
about risks. For example, in 2004 and 2005, few companies or auditors included the
stock option granting process in their controls assessments. In the past it was not on the
radar screen for substantive audit testing, either since it seemed to be a rather low-risk
area or was subject to written corporate policies and clear accounting rules and was
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not generally noted as a risk area. There was no explicit exclusion of this process in
the Sarbanes-Oxley (SOX) Act or any other guidance. Well, what followed was a dis-
covery by an outsider academic (Dr. Eric Lie) of a widespread “fudging” of the stock
option dating process to favor the executives receiving the options. Companies and their
auditors were embarrassed by the discovery. For sure, this is not a forgotten process
these days.

As you perform this analysis, you may wish to review your conclusions with your
independent (external) auditor to see if your reasoning is on targetwith his or her expec-
tations. Having to expand a project late in the year can be both annoying and expensive.
In one case I can recall, a reluctant client with an attitude startedwith a proposed scope
of coverage that was far less than any reasonable estimate of the required scope under
the standards and kept coming back time and time again with proposed incremental
increases, becomingangrier andangrier that the scopehad to increase andneverunder-
standing that the better answer was to start at the other end and exclude trivial and
low-risk aspects of the entity. In the end, the same result would have been achieved
by starting with a broad scope, with the side benefit of decreased blood pressure for
all involved.

AFTER THE INITIAL YEAR

It does not hurt to think longer term. The first year of documentation requires a
significant commitment of time and effort. You may prioritize the core that needs to
be included in year 1. However, in subsequent years, you should consider whether to
expand the documentation process into a few other less significant areas. Additionally
you should consider if your experience has offered a better way to document the core
areas formore efficient update and assessment in the future. Once you have the internal
experience in doing the documentation and assessment, you will find these procedures
do not take long to perform, and you may conclude that unexpected benefits and
efficiencies can be gained from digging into the business at this level. Many entities are
today following the same documentation paths in some core areas that were established
early on when first documenting processes and controls.

A frequent opportunity that ismissed to reduce costs and attain some benefits of the
controls focus is to adopt an attitude of “continuous improvement” in the process and
testing. Taking good ideas back from conferences or even examining best practices from
within the organization can result in significant benefits. Auditors sometimes fall into
the trap called SALY (same as last year), which creates a false sense of efficiency when
changes occur in the business.

Also frequently encountered and a contributor to higher-than-necessary costs is
the lack of training and learning on the part of today’s assessment teams. It might be
shocking, but many new college accounting major graduates have not had significant
exposure to COSO or any of the issues discussed in this book. In the early days of
increased attention to internal controls, one could understand this. Today, more than
a decade later, not all of the professors and the texts they use have caught up with
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this important and durable topic. Some professors claim there is no room for the
subject in their curriculum. Also shocking are the number of company employees who
are expected to learn on the job by following their predecessors’ practices. Without
some global understanding of this whole COSO process, how could one expect to
figure it out from just following specific procedures? Since the approach is conceptual
and not prescriptive, some level of conceptual understanding is essential to effective
implementation. We are all familiar with the parlor game where a thought is shared
around the room and morphs in meaning as the message is passed. Such is the nature
of some on-the-job training unless supplemented by consistent, effective structured
training.

MAPPING THE ENTITY TO THE FINANCIAL STATEMENTS:
INS AND OUTS

In the last section,we illustrated a technique for using revenues to identify the core of the
entity for documentationandassessment.A further suggestionwould be for the controls
documentation project manager to make a template of accounts and balances based on
the recent financial statements. Both the balance sheet and the income statement are
relevant, so include them along the left column of a multicolumn spreadsheet. In most
financial reports, the detailed accounts listed in the consolidated auditor’s report are
material in amount, or else they likely would have been summarized in some way. Enu-
merate them in the spreadsheet. Decide on somemeaningfulwayof expressing the differ-
ent parts of the business across the top rows: say, by segments/divisions/locations/types
of revenues, and so on, that describe your entity. (I will call these “segments” for dis-
cussion purposes.) Leave a column between each segment. Now, using data relating to
each of the identified segments, break out the aggregate consolidated numbers into the
individual segments. In some commercial companies, there exist sales subsidiaries for
which a sales activity is the only activity associated with the location; order fulfillment
and other activities are accounted for elsewhere. In such entities, do not be surprised if
some such segments only have one relevant or significant process or transaction cycle
(sales to cash).

Have the spreadsheet compute for you the percentage of the consolidated total of
each segment. What you should see emerging from this analysis is the ability for you
to identify the central core of your entity. You may wish to give special consideration to
the implications of transactions (or transfers of costs and revenues) between segments
(if there are any)when they are present, even though theymay be eliminated during the
consolidation process.

In Table 2.2, the financial statement data is used to identify those accounts and
cycles that are to be included in the scope of the documentation and assessment project.

This example shows summary financial data only as an illustration. The New York
location is a headquarters and a first-stagemanufacturing center; sales transactions are
conducted out of the Connecticut facility, which finalizes the product to specifications
for shipment. By including the assets and liabilities and expenses at corporate and the
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TABLE 2.2 Using the Financial Statements to Set the Scope—Summary Categories

Accounts Consolidated Connecticut Percentage New York Percentage

Revenues 1, 000, 000 800, 000 80 200, 000 20
Expenses 950, 000 250, 000 26 700, 000 74
Income 50, 000 300, 000 150 (250, 000) —
Assets 4, 000, 000 1, 000, 000 25 3, 000, 000 75
Liabilities 3, 500, 000 0 0 3, 500, 000 100
Owners’ Capital 500, 000 1, 000, 000 200 (500, 000) —

revenues at the primary sales location, most of the core business can be covered. The
income row is not a very meaningful one from which to make inclusion or exclusion
decisions in this example; however, itmay be in some situations. Note that in the Barings
Bank implosion, the previously significant Singapore-based contributions to consoli-
dated earnings from trading currencies originated froma tiny operation, one thatwould
not be detectable if assets were used to determine scope. The samewas true with Orange
County, CA, where the profits (before the collapse) from interest rate derivative trades
were far more significant than any associated fixed assets or even expenses. Even in the
areas that are not identified as the core, a risk assessment, some documentation, and
some analysis regarding key controls may need to be developed, since the amounts in
the noncore areas are not often trivial.

Do not be surprised if the largest revenue and the largest cost contributors are not
in the same segment or location. The key is to look at the entity as a whole and identify
where the revenues and costs are accumulating. In some universities, revenues (e.g.,
day tuition, graduate tuition, night school tuition, fees, etc.) are meticulously segre-
gated, but the costs of undergraduate, graduate, and distance learning faculty may be
all accounted for in the aggregate and not separated. In a municipality, the budget may
also be an excellent tool for risk assessment and scoping.

Youmay have to slice and dice your entity several different ways (e.g., product line,
location, revenue type such as cash sales and Internet sales) in order to find a logical
entity profile or use these different perspectives in ensuring all important areas and
scoped into the assessment. However, this actually results in an excellent documenta-
tion of your thought process as towhat portion of your entity is considered your core and
why it is or is not included in the scope of your documentation project. Public companies
should clearly document the rationale associated with decisions, particularly ones that
limit or scope out certain areas from the assessment.

Plan to update this analysis annually going forward to have it respond to changes
in the business. Along the way youmay even need to reconsider the bases used to assess
the entity. If location was a logical base to use for the assessment initially, product line
may be a more logical and cost-effective base to use in future years. Don’t get stuck in a
rut. COSO has included in the risk assessment component a new principle thatmanage-
ment should be updating the risk assessments for changes in the business environment
(Principle 9).
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CONSIDER RISKS, NOT JUST QUANTITATIVE MEASURES

I mentioned risk several times in conjunction with what to include in and what to
exclude from your documentation project. As you can see by now, I am skittish about
excluding accounts and processes because they are judged to be low risk, since if you
exclude an item from the scope of your procedures, you may not identify until it is
way too late that the item, account, or process is in fact not low risk. There are lots of
examples of low-risk areas becoming major problems. Fraud has a tendency to migrate
to the weakest links in the chain of controls. As Walter Matthau noted in the movie The
Fortune Cookie, “Every time you build a better mousetrap, the mice get smarter.”

No businessperson or auditor in their right mind starts out deliberately taking
chances that a risky areawill allow amaterial misstatement to occur that will cause the
financial statements to be misstated. As skilled and as experienced as many managers
and auditors are, the auditors of public entities, and the businesses they audit, have
many painful reminders of the consequences of making bad judgments regarding risks.
The reminders are in terms of income loss and reputation effects, and they stretch back
over decades.

Nevertheless, risk judgments are made, and in order for audits and entity projects
to be economical, they will continue to be. But very few financial statement elements
are inherently and by their nature always low risk in all circumstances. Generalizing
from experiences with other businesses or from other audit engagements gives a dis-
torted view of risk, because the only risk that counts is the one specific to the entity and
engagement right here andnow.Theprobable lowassessment of risk in the cashaccount
did nothing to protect the shareholders and auditors of Parmalat, an Italian dairy com-
pany, from financial ruin when it was discovered that the auditors were served a bogus
confirmation of a Bank of America account of over $3 billion. This led to the discovery
that a significant portion ($13 billion) of the reported entity was bogus, and had been
growing for years.

Go ahead, name some low-risk areas. Auditors generally pick fixed assets as a low
inherent risk area for many businesses. Well, that was not the way it worked out at
WorldCom, where major reclassifications of expenses were charged to fixed assets and
doing so inflated reported income. In the previous decade the capitalization of garbage
(literally) led to litigation and fines for the management and auditors of Waste Man-
agement. The poster child for audit skepticism and fixed assets risk was ZZZBest, a Wall
Street darling start-up with interests in building restoration projects and all kinds of
growth potential. In reality, the company was building files of fraudulent documents
and misleading its auditors into thinking that it had interests in various buildings and
fixed assets, when it did not.

Barings Bank and Orange County, CA, were stung some years ago when financial
instruments and currency trading that in the past had been profitable went sour and
what had been profitable ventures for the entities wound up creating huge losses and
financial exposures that generated financial disaster, well beyond just the loss of income
from these operations. Care needs to be taken to understand what risks various types
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of transactions and activities can expose the entity to; do not just look at the measure
of revenue, asset, or income measurement in a “normal” year. Different thinking is
required when derivative financial instruments are assessed.

It is hard to think of an inherently safe area in the financial statements and pro-
cesses that does not deserve some level of consideration or scrutiny every once in awhile.
Consequently, it is helpful to rotate the emphasis and the areas in which management
monitors and auditors audit. The nature, timing, and extent of monitoring and test-
ing procedures should be varied such that the unpredictability of the oversight and the
audit process helps ensure that those tempted to take risks and misstate or misappro-
priate realize that they are really taking a risk. All too often, management oversight and
monitoringand theaudit procedures applied becomepredictable and thus create aneasy
target for the fraudster.

INHERENT AND CONTROL RISK

Following up on the risk discussion further, a concept that is difficult to communicate
is that companies and auditors find it difficult to separate in their minds the underlying
components of inherent risk and control risk (two distinctive risks identified in the audit
literature)whenmaking risk assessments. This sometimes leads to risk assessments that
are low because of the assumed presence of effective controls, butwithout examining the
design and operation of those controls, the basis of the low-risk assessment may not be
valid. For example, in common conversation, the cash account may be considered low
risk, but why? Is it not a sensitive asset and a frequent target of fraudsters? The answer
may lie partly in the fact that the account is usually reconciled to the bank statement
(a control), and extensive controls are in place over expenditures and over depositing
cash receipts. If the reconciliation and other controls were not being performed or were
improperly performed,would the low-risk assessment still be valid? Probably not. There-
fore, one of the complexities in risk assessment is to identify the basis for the low-risk
assessment and ensure that an otherwise high-risk area is not being given a pass in the
scoping because of reliance on controls effectiveness, the very purpose of identifying the
risks in the first place. At the scoping stage, the most relevant focus for the risk assess-
ment is the inherent risk of the account and transactions stream.

OVERSTATEMENT AND UNDERSTATEMENT

The risks of overstatement and understatement regarding internal controls over finan-
cial reporting are commonly misunderstood. Many auditors working in public com-
pany environments easily recognize the risk of an overstatement of income. However,
in a private entity, minimization of taxes might motivate owners to want to understate
accounting income to the extent it impacts tax liabilities. The assertion of occurrence
often associated with income overstatement sometimes needs to take a backseat to the
assertion of completeness.
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Let’s say you base your scoping of procedures on the recorded amounts of sales at
various locations. If the sales at the Binghamton, NY, location are being systematically
skimmed, then that location will seem to be less important for both controls assessment
and monitoring—just the opposite of what should happen at that location. This sort of
internal theft can be difficult to detect, which points out a common limitation of moni-
toring (or auditing) based on reported numbers (analytical procedures) that might not
be accurate: It is harder to detect error in amounts that never enter the journals and
accounts than it is to detect errors in amounts that are actually recorded. Suppose your
entity is a church; do you have a record of how much loose cash is generally collected
at a weekly service? Do you have statistics that relate the loose plate collections to the
attendance? Is the amount recorded in the books what was put in the plate, or just the
amount thatwas deposited in the bankaccount?Howdoyouknow? Is there opportunity
for a disconnect to arise here?

A product line or location may appear to be poorly performing because someone
has figured out a scheme to skim revenues from the organization. Restaurant license
revenues of a municipality may be less than they should be because poor controls over
the identification of licensed restaurants are keeping all restaurants from being properly
identified in the database. For example, a standing database of licensed facilities should
beupdatedwhennew licenses are issued orwhenbusinesses close, but in someorganiza-
tions the two files are not related or reconciled. Unfortunately, businesses, governments,
and auditors do not have a sterling track record of identifying all these businesses and
financial reporting risks up front.

The lack of a consistent, reliable method for making such assessments may be part
of the problem. In my view, when entities scope out locations, accounts, and business
processes up front, before a careful analysis and some evidence that the area is truly
low risk, they are just asking for trouble. To do the job right, I suggest first obtaining
some evidence that all is well and that all the exposures have been considered, before
concluding the process is indeed a low risk.

Additional Scoping Considerations

As you right-size the scope of your project, you will need to make sure you considered
factors that contribute to the overall breadth and depth of the project. Those matters
may be affected by one or more of these issues:

◾ Operations in multiple locations
◾ Internal controls that reside with third parties, such as service organizations (SOs)
◾ Recent internal audit and consulting projects
◾ Work performed by others
◾ Other technical scoping issues

Multiple Locations

Your evaluation of internal control should initially consider all the company’s locations
or business units. This does not mean that management is required to replicate its eval-
uation process at each location. Rather, you should make risk-based judgments about
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which locations should be scoped into the analysis and the nature, timing, and extent of
procedures to be applied. To help youmake those judgments, youmay want to consider
three types of risks:

1. Risks subject to centralized controls. Some companiesmaymanagemultiple locations
or business units by using standard control procedures, the same software, and
centralized controls. For example, consider the ABC Co., which owns and operates
shopping malls. The company has developed its own information technology sys-
tem, which stores and manages tenant leases and performs the basic accounting
functions. The centralized processing and controlsmay adequately addressmany of
the risks associated with ABC’s financial reporting. In that case, it may be sufficient
for management to consider the shared controls and processes as one system, bar-
ring reasons thatmight contribute to differences (e.g., differences in staffing quality
or a local culture of questionable ethics).

2. Specific risks at individual locations or business units. In some cases, a risk may
be related only to an individual location or business and therefore may not be
adequately addressed by the common controls. For example, suppose that ABC
acquired a very significant new mall during the year, and as of year-end it had not
yet transitioned the newmall over to its central processing system. Or suppose that
one of the malls was in a location that had a unique operating environment (e.g.,
the management and systems and policies were markedly different from other
parts of the country).

In those situations, management will want to consider the controls related to
those location- or business unit–specific risks.

3. Low-risk locations or business units. Some of the controls that operate at an individ-
ual location or business unit may be related to risks that are relatively low, based
on experience and prior testing. In addition, the relative size of some locations
in terms of assets, liabilities, and contribution of profit may be very small and
the locations pose no specific risks such as are sometimes identified when they
are engaged in specific risk activities, such as currency trading or investing in
derivative financial instruments. In those situations, management may determine
that evidence about the operation of those controls gained through self-assessment
and ongoing monitoring activities, when combined with the evidence derived from
centralized controls, may be sufficient. However, recall the warning raised earlier
regarding understated balances providing a false comfort about the insignificance
of the account, balance, or location.

When making risk-based judgments about multiple locations or business units,
keep in mind that the three types of risks and controls just described are not mutually
exclusive. You should evaluate risk for each financial reporting element, not for the
location or business unit as a whole.

The SEC, in Release 33-8810, provides specific warning about wholesale assess-
ments in the context of evidence examination, but the implications are clear for all risk
assessments by all entities:
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Management should generally consider the risk characteristics of the controls
for each financial reporting element, rather thanmaking a single judgment for
all controls at that location when deciding whether the nature and extent of
evidence is sufficient. (p. 33)

Some implications:

◾ You probably should identify those business units where common controls can be
considered as one population of entity level and activity level controls fromwhich a
common conclusion can be reached.

◾ For others you may need to assess risk by account and by process and use mate-
riality as a guide in selecting what to examine and where. In those locations that
(even in the aggregate) are insignificant, you may able initially to rely on effective
company monitoring procedures, but you may want to explore some of these
locations in future examinations to continue to have a basis for their low risk
assessment.

◾ AS No. 2 for public companies had challenged auditors to examine entity-level and
activity-level controls that would cover a “large portion” of the company. Of all the
auditing and SEC guidelines, this was probably the most costly to comply with, and
the risk-based nature of AS No. 5 guidance avoids the specificity of that original
requirement. Nevertheless, in the absence of a solid risk and materiality basis for
excluding locations, it is conservative and often wise to sweep more locations into
the initial scoping and weed out or rotate emphasis for the low-risk ones in future
periods.

Service Organizations and Outsourcing

An often-troublesome SOX issue for larger entities has been the extent to which the use
of outside SOs such as payroll services and information technology network administra-
tion andmaintenance services (and now cloud computing and cloud data storage) have
grown in usage in recent years. Outsourcing was seen as a way to acquire lower-cost
services by specialist providers. Sometimes entire accounting systems are outsourced to
companies in third-world countries.

Outsourcing or using a SO does not necessarily remove the outsourced function
from the controls assessment process if the function is relevant and important to finan-
cial accounting and reporting. How does one obtain assurance that the SO’s controls
exist and are effective in order tomake a supportable assertion? COSO now adds that the
entity should have evidence that that outsource company is aware of and subscribes to
the ethical policies of the entity.

In addition, in recent yearsmore andmore statutory restrictions have been imposed
on companies outsourcing manufacturing and processing activities in certain coun-
tries. This also can be troublesome to the entity.

Service organizationsmay provide awide variety of services, ranging fromperform-
ing a specific task under the direction of the entity to replacing entire business units or
functions. The types of services such an organization may provide include:
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◾ Information processing. Information processing is probably themost common type of
SO service. An information-processing SOmay provide standardized services, such
as entering the company’s manually recorded data and processing it with software
that produces computer-generated journals, a general ledger, and financial state-
ments. At the other end of the spectrum, the information-processing SOmay design
and execute customized applications. Examples include credit card charge process-
ing and payroll processing.

◾ Trust departments. SOs, such as the trust department of a bank or an insurance com-
pany, may provide a wide range of services to user organizations, such as employee
benefit plans. This type of SO could be given authority to make decisions about how
a plan’s assets are invested. It alsomay serve as custodian of the plan’s assets, main-
tain records of each participant’s account, allocate investment income to the par-
ticipants based on a formula in the trust agreement, and make distributions to the
participants.

◾ Transfer agents, custodians, and record keepers for investment companies. Transfer
agents process purchases, sales, and other shareholder activity for investment
companies. The custodian is responsible for the receipt, delivery, and safekeeping
of the company’s portfolio securities; the cash related to transactions in those
securities; and the maintenance of records of the securities held for the invest-
ment company. Record keepers maintain the financial accounting records of the
investment company based on information provided by the transfer agent and the
custodian of the investment company’s investments.

◾ Other SOs include:
◾ Insurers that maintain the accounting for ceded reinsurance.
◾ Mortgage servicers or depository institutions that service loans for others.
◾ Value-added networks.
◾ Third-party entities that act as a conduit for collecting amounts to be remitted

in whole or in part to the company.

When an entity uses a SO to process transactions, the controls over that processing
reside outside the entity, at the SO. When developing a strategy under these conditions,
you will need to determine whether the scope of the engagement can be restricted to
those controls that remain directly administered by the entity or if they need to extended
to include the controls at the SO. In making that determination, you could consider:

◾ The significance of the processing activity.
◾ The functions performed by the SO.
◾ The degree of interaction between the entity and the SO.

When assessing the significance of the processing activity, some prefer to assess
the risks as though the SO were a separate business unit or location and follow the
guidance discussed previously. For example, you should consider the materiality of the
transactions processed relative to the financial statements taken as a whole. In addi-
tion, you could considerwhether the nonfinancial or operational information processed
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by the SO is significant to the entity and should be subject to disclosure controls and
procedures.

AU 324 for public companies and AU-C Section 402 Service Organizations for
others sets the rules as to how the auditor gathers sufficient evidence regarding these
outsourced operations to be able to render an opinion on the financial statements.
Entities may consider these standards when assessing these outside organizations.
Some guidelines:

◾ If the services provided by the SO are limited to recording user organization trans-
actions and processing the related data, and the user organization retains respon-
sibility for authorizing the transactions andmaintaining the related accountability,
therewill be a high degree of interaction.When there is a high degree of interaction
between the user and SOs, you are more likely to be able to obtain the information
necessary to evaluate internal control by focusing solely on the controlsmaintained
by the user. In these situations, you would evaluate company controls over com-
pany provided inputs to and outputs of data to the SO.

◾ Unfortunately, if theprocedures performedby theSOare complex, testing inputs and
outputs of company data on a routine basis may result in company reperformance
of the service the company is outsourcing to save money. Payroll is a good example.
How would you know if the various tax and benefit deduction computations were
processed properly without reperforming them?

◾ Alternatively, when the SO is authorized to initiate and execute transactions with-
out prior authorization of each transaction by the user, there will be a lower degree
of interaction. Under these arrangements, the user must record activity from infor-
mation provided by the SO because the user has no means of independently gener-
ating a record of its transactions. In these situations, youwill bemore likely to extend
the scope of your project to include an assessment of the SO’s controls.

It is not uncommon for the SO to take action to help its customers gain a better
understanding of the design and operating effectiveness of its controls. Another reason
for SOs to take action is to avoid duplicative requests from various client managements
and numerous auditors for access to its business processes in order to assess the controls
and test their effectiveness.

For example, the SO might engage an auditor to review and report on the systems
and controls it uses to process client transactions. The SO, to avoid direct requests from
numerous clients regarding the same controls issues, often will make available an audit
report describing the systems examined by the service auditor and his or her findings. In
some cases, if timely, relevant, and sufficient in scope and opinion for reliance, this may
be sufficient for management and auditor purposes.

The type of report sought that includes testing the effectiveness of controls is called a
Type II report. These reports are generallywritten as of a specific date. Thatmaywork for
public company reports or AT 501 reports on internal controls since those reports are
issued “as of” a date. If the report conclusions indicate that relevant controls are effective
in a time framenear the reporting date, then the report and perhaps anupdating inquiry
regarding recent changes or problems may provide sufficient evidence.
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For audit purposes as a source of reliance on controls, the conclusions need to be
applicable to the period on which the reliance is to be placed. This may be accomplished
by more frequent Type II reports or through inquiry and examination of some evidence
that the SO has maintained these controls through the period of reliance. The farther
the SO report date from the reporting date, the more updating procedures are expected
to be applied to be able to use the report. Many SOs have new reports issued every six
months to obviate the issue.

Type I reports only address controls design and are not sufficient for reliance for
high-assurance audit purposes (including SOX). They can be sufficient for nonpublic
engagements where limited or no reliance is placed on controls and only an assessment
of design is sought. Many former Type I reports have now been modified to be Type
II reports, which are more useful to many clients. Managements and auditors need to
make sure the report addresses the specific service of interest. A payroll SO might also
perform other services relating to pensions and benefits administration. A report on one
service has no value in concluding on the effectiveness of another service.

An early practical issue has been that, outside the United States, the concept of an
SO report has not been established as a part of international auditing practice. Thus,
when outsourced activities in remote locations are engaged, there may be difficulties
in avoiding flotillas of auditors and managements seeking to directly test controls over
important functions unless a service organization controls (SOC) report is provided.
Since 2003, the SEC has expected companies to execute “right to audit” clauses
in outsourcing contracts to avoid scope limitations that would preclude companies
from asserting that controls are effective. There are no such regulations for private
companies, but it is a good idea from a business as well as an audit efficiency perspective
to include such clauses in outsourcing contracts.

Whenconsidering the implications that anoutside SOhas onyour engagement, you
may find the guidance contained in AU-C Section 402 and the related Audit Guide pub-
lished by the American Institute of Certified Public Accountants (AICPA) to be helpful.

Internal Audit Activities

Professional standards are supportive in permitting independent (external) auditors lee-
way in placing reliance on the work of internal auditors, provided that they test that
work for competence and assess that there is sufficient objectivity in the work that was
performed. Before turning to planning the project, management and independent audi-
tor scoping considerations should consider the work that has already been performed
and will be performed by internal audit to avoid costly reperformance and duplicated
effort. Close liaison between the controls documentation and assessment and IA teams
will yield cost savings.

A fundamental objective of the internal audit function is to help the entitymaintain
effective operational and financial controls by evaluating their adequacy and effective-
ness. Standards established by the Institute of Internal Auditors (IIA) state that this
evaluation should include:

◾ Reliability and integrity of financial and operational information.
◾ Effectiveness and efficiency of operations.
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◾ Safeguarding of assets.
◾ Compliance with laws, regulations, and contracts.

In planning the scope of your project, youwill need to consider any findings of inter-
nal audit or any external regulator that reflect on the effectiveness of internal control
over financial reporting. Keep inmind that the objectives of the engagements performed
by others may not have been planned, documented, and performed primarily for the
purpose of assessing internal control thewayyouwant to do this. Therefore,whendeter-
mining how the engagements and conclusions of others affect the scope of your engage-
ment, you should consider:

◾ The scope of the other projects and whether it is sufficient to meet some or all of the objec-
tives of your project. For example, an internal audit engagementmay have evaluated
one aspect of internal controls for only a limited number of business units as part
of a rotational audit strategy. No recent evidence may have been gathered about
accounts, assertions, and locations you consider significant. In that case, youwould
want to include an evaluation of the other significant business units in your scope.

◾ The timing of the work and whether it is within a time frame that would permit you to draw
a conclusion as to the effectiveness of the entity’s internal control. If a significant amount
of time has elapsed since, say, the internal auditors performed their engagement,
additional testingmay be needed to determinewhether the conclusions reached are
still appropriate for your purpose.

◾ The documentation of the procedures and whether it is sufficient for the independent
auditor. If you plan to have your auditors incorporate the work of others, you
should evaluate the documentation of their work to ensure that you can rely on
their conclusions. Did their work address all of the relevant assertions? Did they
sufficiently test the higher-risk accounts and higher-risk assertions? Did they assess
the design of the controls, or just the correctness of processing? Did they truly
evaluate controls effectiveness or simply test the substantive correctness of the
entries of the transactions in their sample?

Whenconsidering an internal auditor’swork in anaudit of internal control, the
independent auditors will refer to the auditing standards. The auditor will usually
consider such factors as whether the internal auditor’s:

◾ Audit programs are adequate.
◾ Working papers adequately document work performed, including evidence of

supervision and review.
◾ Conclusions are appropriate in the circumstances.
◾ Reports are consistent with the results of the work performed.

Investment and Merger Scoping Considerations

Complex accounting issues create questions about what should be in scope. For pub-
lic companies, the SEC staff’s answers to frequently asked questions provide additional
guidance on issues relating to the scope of the company’s assessment process. Such
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guidance may be helpful to other entities in properly gauging the scope of internal con-
trols over financial reporting.

◾ Variable interest entities (VIEs) and proportional consolidations. Ordinarily, the SEC
would expect management’s report on internal control to include all consolidated
entities, including VIEs and those accounted for via proportional consolida-
tion. However, these entities may be excluded from the scope of management’s
assessment if all of the next three conditions are met:
1. The VIE was in existence before December 15, 2004.
2. The VIE would not have been consolidated absent the application of Financial

Accounting Standards Board (FASB) Interpretation No. 46.
3. The company does not have the right or authority to assess the internal con-

trols of the consolidated entity and also lacks the ability, in practice, to make
that assessment.

If all of these conditions aremet, the company does not have to include the VIE in its
control assessment process. However, a public company should make these disclosures
(not specifically required for nonpublic entities but may be considered if the company is
reporting publicly on internal controls):

◾ A reference in the Form 10-K to the scope of management’s report on internal
control.

◾ A statement that the company has not evaluated the internal controls of the entity
excluded from its scope and any conclusions regarding internal control do not
extend to that entity.

◾ Key subtotals that result from consolidation of entities whose internal controls have
not been assessed.

◾ A statement that the financial statements include the accounts of certain entities
consolidated pursuant to FASB Interpretation Number (FIN) 46 or Emerging Issues
Task Force (EITF) Consensus Position 00-1, but that management has been unable
to assess the effectiveness of internal control at those entities because the registrant
does not have the ability to dictate ormodify the controls of the entities and does not
have the ability, in practice, to assess those controls.

◾ For equity method investments, controls over the recording of transactions in the
investee’s accounts are not part of the investor company’s internal control. That is, if
the companyhas equity or cost-basismethod investments, the controls that relate to
the investee’s transactions are considered outside the scope of the company’s inter-
nal control. However, the investor company should have controls over the recording
of income or loss and cash dividend or distribution amounts in its own financial
statements. This is good guidance for all entities.

◾ For business combinations made during the year, ordinarily, public companies
would be expected to include controls over the combinations process and of the
business combination entities themselves. However, it is recognized that it might
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not always be possible to conduct such an assessment between the consummation
date of the acquisition and year-end. Thus, public companies may exclude such a
business combination from its internal control assessment, provided that:

◾ The company identifies the acquired business and its relative significance to the
financial statements and discloses that the acquired business has been excluded
from the company’s assessment of internal control.

◾ The company discloses any material change to its internal control due to the
acquisition.

◾ The exclusion of the acquired business from the scope of the company’s
internal control assessment may not extend beyond one year from the date of
acquisition.

◾ Anticipated discontinued operations are expected to be in the controls assessment
until they are discontinued.

DOES “IN SCOPE” IMPLY EXTENSIVE TESTING?

No. All in-scope assessments need not receive the same level of attention, since the high-
est levels of attention and testing should be given to higher-risk areas and controls over
those areas. The application of effort is scalable and responds to the risk assessment.
The all-or-nothing approach is potentially a source of significant inefficiency and pos-
sible ineffectiveness if some risk areas are inadvertently excluded from the analysis. In
setting the scope, you should follow a reasoned process, such as follows:

◾ Any assessment may exclude certain areas, issues, and controls. However, you
should provide a reasoned explanation for those decisions.

◾ In lower-risk areas, you may decide to document controls over the potential risks
and examine some evidence that these controls are in operation but not fully test
the controls due to the limited risk. In future periods you may decide to test these
controls periodically.

◾ For moderate-risk accounts, you might document and test controls with a small
sample.

◾ In risk areas and core accounts, you should document controls and test to support
the level of assurance desired from the controls. For public companies, that level
is a high level of assurance (low risk); for nonpublic entities, it can range from
a walk-through or some evidence the control is in operation (low level of assur-
ance) to high assurance, depending on the level of reliance to be placed on the
controls.

Levels of tests are discussed later in this book. The point here is that “in scope” is not
an attribute that implies documentation and testing to high levels of assurance. There
is a sliding scale of required effort that can be applied to the COSO principle, account,
balance, and disclosure. This helps auditors to right-size the effort and hopefully will
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encourage annually taking a look at a broader range of controls. The most dangerous
situation is where, based on a risk judgment, a component, account, or control receives
no attention whatsoever.

PCAOBguidance to public company auditors inASNo. 5, paragraph11, gets to this
point:

A direct relationship exists between the degree of risk that amaterial weakness
could exist in a particular area of the company’s internal control over financial
reporting and the amount of audit attention that should be devoted to that area.
In addition, the risk that a company’s internal control over financial reporting
will fail to prevent or detectmisstatement causedby fraudusually is higher than
the risk of failure to prevent or detect error. The auditor should focus more of
his or her attention on the areas of highest risk. On the other hand, it is not
necessary to test controls that, even if deficient, would not present a reasonable
possibility of material misstatement to the financial statements.

In the interest of overall efficiency and in the context of testing, it should be remem-
bered that independent auditors can rely on most of the management control tests that
are performed with demonstrated objectivity and competence.Whenmanagement per-
forms high-quality assessment and testing procedures, this can contribute to reductions
in required auditor procedures. From big-picture and aggregate efficiency perspectives,
doing more than the minimum level of assessment and testing may not raise company
costs of compliance but may actually lower them.

However, there is a reason tobe concerned thatmanagement assessmentsmightnot
alwaysmeet the definitionof highquality. Public companyauditors sometimes choose to
performmore extensive and expensive substantive procedures (direct tests of amounts in
the financial statements) in lieu of testing and relying onmanagement internal controls
assessments because they do not deem those assessments or tests to be of a high quality.
This is supportedby research that shows in the early years of SOXnearly all engagements
identified control deficiencies, andmost of themwere identified by the independent audi-
tor and not by the company that had completed its assessment before the independent
auditor. An academic study 1 of smaller accelerated filer public companies revealed that
the auditors were aware of nearly 3,990 control deficiencies identified in 44 companies
(76 audit units) over a two-year period, 2004 to 2005. A surprise was that these were
public companies and auditors had been relying in some cases and to varying degrees
on the effectiveness of internal controls, yet nearly 4,000 internal control deficiencies
were identified for these engagements. While management assessed and tested controls
before the auditors did their assessment and testing, auditors still identified over 70%
of the control deficiencies eventually identified. In another surprising statistic, manage-
ment underassessed the severity of its more serious deficiencies over 70% of the time.
This calls into question the effectiveness of these management assessments and judg-
ments. While some of this effect might be due to the issue of “marking your own paper”

1 J. Bedard and L. Graham, “Detection and Severity Classifications of Sarbanes-Oxley Section 404 Internal
Control Deficiencies,” Accounting Review 86, no 3 (2011).
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and some might be attributed to the newness of the regulatory requirements, some is
and continues to be attributable to management performing minimal assessments and
testing that is not breeding confidence in their auditors. Unfortunately, many compa-
nies do not seem to approach the assessment task with the mind to build confidence in
their assessments or to save/reduce/control audit costs.

In entities where lesser auditor oversight is provided over the process, such as with
smaller public companies 2 or nonpublic entities, the question remains as to the level of
quality that entities are targeting for their COSO and any regulatory compliance. The
SEC has recently raised the issue of whether a sufficient number of material weaknesses
are being identified in current financial reports. PCAOB inspectionswill undoubtedly be
looking at this issue as auditor engagement files are reviewed in future periods.

A CONSOLATION

If, after your analysis, you are left with a depressingly long list of in-scope processes and
accounts, remember that the documentation of the relevant controls is a one-time activ-
ity if it is performed with competence and that testing levels and monitoring levels for
controls are set commensurate with the relative risks of misstatement and can be varied
over time and from year to year to achieve an overall effective process to assesses con-
trols effectiveness. Over time, more processes and accounts and even assertions within
the processes and accounts of importance can be assessed as lower risk that warrants
less testing as evidence is gathered regarding the effectiveness of these controls, and thus
can provide support for these lower-risks assessments. Over time, policies and practices
can be centralized in large, multi-location entities to reduce the number of individual
assessments required.

Guidance to auditors by the PCAOB in AS No. 5, paragraph 59, mirrors this
perspective.

After taking into account the risk factors … the additional information avail-
able in subsequent years’ audits might permit the auditor to assess the risk as
lower than in the initial year. This, in turn, might permit the auditor to reduce
testing in subsequent years.

This latter point is important, as it establishes the need to have a solid basis for a
low-risk assessment. When that is obtained, future risk reductions and reductions of
testing effort are warranted. This approach is helpful to all entities and not just public
companies.

2 For example, the auditors of nonaccelerated filers are not required to assess, test, and report publicly on inter-
nal controls. However, they are expected to review the validity of the assertionsmanagementmakes regarding
internal controls. While the precise extent of this review is not specified, it has been analogized to be similar
to the audit attention and procedures applied to the management discussion and analysis (MD&A) section of
the annual report. Both the SEC and PCAOB are relying on this level of oversight to management’s assertion
and basis for the assertion.
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For Public Companies Only: Disclosure Committee

Subsequent to the passage of the SOX legislation,many companies have formed a disclo-
sure committee for overseeing the process by which the extensive disclosures mandated
by the SEC are created and reviewed. This function as awhole can be viewed as a control
over regulatory compliance and financial disclosures.

When scoping your engagement, you should consider the policies and processes
of the committee and the extent to which its work product can be used to support the
entity’s evaluation of its internal control. Policies and processes of the disclosure com-
mittee that may affect the planning of your project include:

◾ Areas of the entity’s business that should be monitored for disclosure issues.
◾ Individuals identified within each monitored area who are best able to identify

potential disclosure issues.
◾ Methods of communicating with the operating and accounting functions and

reporting back the identified disclosure issues to the disclosure committee.
◾ Disclosure documents (in addition to Exchange Act filings) that are the responsibil-

ity of the disclosure committee. These documents may include:
◾ Reports and letters to shareholders.
◾ Earnings releases.
◾ Presentations to analysts.

◾ Any comparisons of the entity’s disclosures to those of its competitors that the com-
mittee may have done to benchmark the company’s disclosures.

◾ Sources and quality of disclosure checklists used in ensuring the completeness of
the required disclosures.

◾ If applicable, the impact on the entity’s disclosure controls and procedures of any
significant changes to the entity, for example:

◾ New information systems.
◾ Significant acquisitions or dispositions.
◾ Changes in lines of business.
◾ Geographic expansion.
◾ Changes in personnel with significant control responsibilities.

BE CAREFUL OUT THERE!

Okay, you have gone through this analysis and assessment process, and you have iden-
tified your core business and other operations for documentation and assessment. That
is not the end of it. Fires rarely occur next door to firehouses. You have put controls and
monitoring in place, but stuff happens. You will need to pay attention to all kinds of
possible signals and unexpected test results. If complaints and calls indicate that ship-
ments are not being fulfilled or billed accurately, then controls over that process need
to be examined more closely. Identified substantive misstatements in drafted financial
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statement amounts generally imply some sort of control failures. You may need, based
on an alarm signal, to assess the risk of misstatement as higher in an area that did not
initially attract a lot of attention because it was not that significant. If the area is teem-
ing with risk, the dollar exposure might be proportionally greater than the size of the
process or account might indicate. Leverage your past experience, both good and bad.
And don’t forget to periodically revisit even the low-risk areas and look at them with
fresh eyes.
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Summary of Scoping Inquiries
Identifying the Core

This appendix summarizes someof the inquiries and checks youmightmakewhen scop-
ing your project to assess the effectiveness of a company’s internal control. The second
column provides guidance on how the answers to the questions might be used for plan-
ning and scoping purposes. The third column offers suggestions on some sources for
obtaining the information.

Planning Questions
to Consider

Relevance for
Engagement Performance Information Sources

Company Operations and Industry Characteristics
What are the primary

characteristics of the
entity’s industry? Consider
the effect of:

Financial reporting practices
Economic conditions
Laws and regulations
Technological changes

Determine significant
business and internal
control objectives.

Establish materiality
thresholds.

Understand business
and financial
reporting risks.

SEC Form 10-K and other filings, or
financial statements and disclosures
of nonpublic entities

Inquiries of management or auditors
Industry trends in trade publications
News reports and press releases
Analyst reports
Company and close competitor Web
sites

Industry benchmark statistics
What are the fundamental

operating characteristics
of the entity?

Develop a preliminary
understanding of the
entity’s significant
transactions and
business processes.

Same as above

42
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Planning Questions
to Consider

Relevance for
Engagement Performance Information Sources

Which financial statement
accounts, balances, or
disclosures are affected by
one or more of these
attributes?

Subjective in nature
Complex accounting issues
Accounting rules subject to

interpretation
Dependent on external

information
Related party transactions

Make judgments about
inherent risks, which
will help identify
those areas where
strong controls are
important.

Financial statement captions and
footnotes

Analysis of related entities
Unusual transactions and transactions

with a material effect on the metrics
of the financial statement

Inquiries regarding transactions with
related entities

Confirmations of significant
agreements and commitments

Engagement Scope
Which business activities or

locations:
Are financially most

significant?
Are operationally most

significant?
Have the potential to expose

the entity to significant risk
or obligation?

Lack adequate available
information?

Determine scope of
engagement.

SEC Form 10-K and other filings or
annual report and footnotes

Multiple criteria analyses of segments,
product lines, and locations

Management and auditor
brainstorming to identify scenarios of
risk and exposure

Does the entity use a service
organization to process
significant information?

Determine scope of
engagement.

Inquiries of management
Examination of significant contracts
Service organizations in common

functions, such as payroll
What is the nature and extent

of the entity’s:
Internal audit function?
Regulatory audits and audit

results?
Disclosure committee

(public)?

Determine if internal
control assessments
of engagement can
be leveraged.

Inquiries of management
Knowledge of the industry
SOX team structure and organizational

charts

Internal Control Considerations
What processes does the

entity currently have in
place to perform an
assessment of its internal
control?

Determine scope of
engagement.

Plan the nature of the
procedures to be
performed.

Could be a deficiency
itself, if inadequate.

Inquiries of management and those
responsible for internal controls

Review of documentation or any work
papers of others.

Annual report and other filings

What have been the most
significant recent changes
to the company and its
internal controls?

Identify potential
problem areas and
set the focus for the
engagement.

Determine significant
controls.

Inquiries of management and auditors
Form 8-K disclosures (public)
Review of 302 certifications
Trade publications
Analytical procedures on draft financial

statements
Expanded or new disclosures for

this year

(continued)
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Planning Questions
to Consider

Relevance for
Engagement Performance Information Sources

What is the nature and extent
of the entity’s existing
documentation of its
internal control?

Determine scope of
the engagement.

Assess needs.

Inquiries of management and
assessment team members

Examination of documentation

What are management’s
current views regarding:

The most important policies,
procedures, and practices it
uses to control the
business?

Areas of potential weakness in
internal control?

Help determine
significant controls.

Help focus the
engagement on risk
areas (also see the
Risk Assessment
component
discussion).

Inquiries of management
Any written documentation of risk

analysis
Any reports of others or incidents

indicating a risk

Has management responded
to deficiencies reported
internally and from the
independent auditor or
other regulators regarding
control deficiencies
observed?

Help identify significant
controls.

Help determine the
scope of the
engagement.

Inquiries of management
Reports to internal governance groups
Replies to regulators
Any written reports available
Examination of evidence that

deficiencies have been remediated

Existence of a Significant Deficiency and Possible Material Weakness
In the past year, has there

been a restatement of a
previously issued financial
statement to reflect the
correction of a
misstatement?

Identify a significant
deficiency and
material weakness.

Inquiry of management
Review of reports and filings

In the past year, have the
independent auditors
identified a material
misstatement in the
financial statements that
was not initially identified
by the company’s internal
control?

Identify a new
significant deficiency
and material
weakness.

Setting scope based
of risk.

Inquiry of management
Review of letter/communication from

independent auditors or regulators

Are there any significant
deficiencies that have been
communicated to
management that remain
uncorrected after a
reasonable time?

Identify a significant
deficiency and
material weakness.

A potential control
environment issue.

Setting scope.

Inquiry of management
Auditor or regulator communications
Evidence of correction
Comparison of internally reported

incidents to resolutions

Is the board aware of a fraud
of any magnitude on the
part of senior
management?

Identify a significant
deficiency and
material weakness.

Setting scope.
Fraud risk awareness.

Inquiry of board of directors, audit
committee and/or select
management

News reports
Examination of turnover in key positions
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The Risk Assessment
Component

AMONG THE FIVE components in the COSO Framework, the one most often
discussed first is the control environment (CE) component. This is because from
a controls performance perspective, if this component is ineffective, most of the

other components could be negatively affected. For example, if the entity operates in an
environment devoid of ethical values and honesty and management has a tendency to
override controls, it is unlikely that specific controls over transactions can be considered
as effective. An ineffective control environment effectively trumps the lower-level
controls. However, we explore the CE component in the next chapter.

A reason to discuss the risk assessment (RA) component first is because the task
of scoping the assessment project and the RA component have so much in common.
Indeed, from a planning and project perspective, the other components, including the
CE, drive off of the identification and assessment of risks. From a project process, and
not a hierarchical controls perspective, the RA tasks need to precede much of the other
controls assessment and testing since the object is to do three things:

1. Identify risks to achieving organizational (and financial reporting) objectives.
2. Assess the design of controls that mitigate these risks.
3. Assess whether the controls are effective.

While these three objectives are all important to the entity, the second and
third points rely on the effective identification and assessment of the importance of
the risks.

45
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RISK ASSESSMENT PRINCIPLES IN COSO

COSO identifies four basic principles that should be satisfied in relation to the RA
component. The concept of principles was first introducedwith the 2006 smaller public
company guidance but is now proposed for all entities. Specifically, these principles
should be assessed as “functioning” in the entity. In addition to the principles, points
of focus (PoF) are articulated to help users identify the characteristics and attributes
embodied in the principles. There are 88 of these points of focus, but not all may relate
to internal controls over financial reporting. If material weaknesses are identified in
one of the principles, then the overall system of internal control cannot be assessed as
effective. The principles help the entity to focus on the detailed elements of internal
control related to the more general component (e.g., RA). At the end of this chapter,
guidance is be provided for transitioning from the 2006 RA principles to the 2013
Principles if you have been following the 2006 COSO guidance. Those who have been
following the 1992 Framework will need to consider if your assessment has addressed
these principles or if you need to expand your project to encompass them.

In sum, the four RA principles are:

1. The specification of clear, suitable financial reporting objectives.
2. The identification and analysis of risks to achieving the objectives.
3. The assessment of fraud risk.
4. The identification and assessment of significant change.

While not asserted to encompass all the issues that might affect this component,
the principles help identify its key elements. This approach facilitates documentation
and assessment that is more standardized to help both preparers and reviewers in their
roles and create a more level playing field for all participants using the Framework.

COST CONTROL

One issue that has contributed to excessive costs of compliance is the diversity of docu-
mentation approaches between and sometimes within entities, leading to unnecessary
complexity. Public company regulators and standard setters (Securities and Exchange
Commission [SEC] and Public Company Accounting Oversight Board [PCAOB]) note
that auditors cannot dictate the details of the approaches to be taken by companies in
performing their assessment, but themore reconcilable the companyandauditor assess-
ment tools are to each other (reducing the time tomap one assessment tool to the other),
the more efficient review can be made, and at a lower audit cost. Thus, some up-front
conversation and discussion with the auditors of public and nonpublic entities may still
be useful in reducing review costs if entities are beginning anew or now revising their
COSO project documentation. Some issues it may be helpful to discuss approaches are
listed next.
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◾ Documentation formats—matrices, narratives, or flowcharts.
◾ Views on the segments, locations, and product lines and how they are determined,

documented, and assessed from a controls perspective.
◾ Those controls that will be considered entity-level controls with commonality

across the entity.
◾ Assertions to be used—the 13 in the American Institute of Certified Public Accoun-

tants (AICPA) auditing literature, those proposed by the PCAOB, or a lesser set.
◾ Approaches to testing and extent of desired testing.
◾ Methods to assess the severity of deficiencies that are identified.

Mindful of the independence requirements, particularly for public companies, enti-
ties still determine how they set up their COSO documentation. However, the auditor
needs to follow whatever interpretation of the Framework is adopted by the entity in
making any required assessments of the project effectiveness in supporting manage-
ment’s assertions. If, in 2014 and beyond, the Framework applied is the 1992 or 2006
Framework, then the auditor needs touse that in the assessment. The SEChasnoted that
public companiesmust disclose theFrameworkversion theyare followingand that ques-
tions may be raised if entities do not evolve to the 2013 Framework in annual reports
issued after December 15, 2014.

Regulated businesses and government engagements should be alert to any specific
guidance provided in this matter, to ensure that their projects meet that guidance. For
example, “single audits” (under Office of Management and Budget [OMB] A-133) may
need separate controls assessments for some programs, when they differ from program
to program. Carefully strategized documentation is necessary to avoid unnecessary doc-
umentation and testing when common controls are shared by different programs, but
still meet the “by-program” assessment requirement. Industry and trade groups may
also be a source of guidance and best practices, but to date they have not been a major
force in driving company practices.

BASICS

Since RA is the filter for determining the specifics of the scope of the processes included
in the assessment and extent of procedures performed, it pays to devote some attention
here to the basics. While the rules of COSO are not highly prescriptive in the methods
to be used, a text such as this one is expected to provide some additional perspective
from which you can develop an approach you can be comfortable with and defend,
if need be.

While the audit requirements are directed at auditors, companies wishing to align
their thinkingwith theaudit requirements to create amore efficient audit process should
be mindful of how the auditors will be viewing the engagement and should try to mini-
mize differences in approach. There are a large number of variant practices in the “real
world,” but the defensibility of some of these approaches is debatable if they were to be
examined closely. The perspective fromwhich this book is written is one of conservatism
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and defensibility. It is a way to view risk, not the way. For example, the PCAOB Auditing
Standard (AS) No. 5, paragraph 10, speaks to the importance of the RA component:

Risk assessment underlies the entire audit process described by this standard,
including the determination of significant accounts and disclosures and rele-
vant assertions, the selection of controls to test, and the determination of the
evidence necessary for a given control.

First we should clarify what we mean by risk. The risk in question is that the con-
trols in place (or the lack of controls) could allowamaterialmisstatement in the financial
statements (or a failure in one of the other elements of the Framework, such as opera-
tions or compliance1). It also covers the failure to disclose a required or material fact.

Risk emanates from business (e.g., financial reporting) objectives that need to be
articulated. Once articulated, the risks are identified that might interfere with achiev-
ing the objective. An easy financial reporting objective to understand is the presentation
of the financial statements in accordance with generally accepted accounting princi-
ples (GAAP) (or other framework). The risks then become the potential impediments
to achieving that, say the use of estimates or development of fair values used in the
accounts.

LIKELIHOOD, MAGNITUDE, VELOCITY, AND PERSISTENCE

Risk is composed of two principal elements:

1. The likelihood that such a misstatement might occur.
2. The potential magnitude of the misstatement if the control did fail.

The concepts of likelihood and magnitude as discussed in the COSO guidance have
parallels in the auditing standards as measures of entity risk. Likelihood is a probability
concept: How likely is the occurrence of a misstatement? Magnitude is associated with
materiality: How big could the misstatement be? The importance of the word could in
this discussion is discussed further below. Sometimes these concepts are represented in
a chart like Figure 3.1.

When there is an assessed low likelihood and lowmagnitude associated with a risk,
then the controls surrounding the risk are of lesser importance. When either the mag-
nitude or likelihood is greater, the controls deservemore attention.When likelihood and
magnitude are both greater, the issue should be a priority.

How do we assess likelihood? It should an informed judgment based on the situa-
tion, but with consideration of past experience and present circumstances. At the time

1 While ourprimary focus is financial reporting controls, there is a blurred linebetweencomplianceandopera-
tional control failures, as suchoften lead to financial statement required disclosures or financial consequences.
It is best to be broadly generous at the early stage in defining risk.
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Likelihood

Magnitude

FIGURE 3.1 Measuring Risk using Likelihood and Magnitude

of this writing, a hot issue is the criminal breach of corporate computer systems for the
theft of personal information. Widely publicized security breaches such as the one at
Target Stores in December 2013 had a chilling effect on the general public’s willingness
to trust their information with vendors. After that, many entities raised their assess-
ments of the likelihood that such an attack might occur. The magnitude of the issue is
related to the potential size of the loss. In terms of the security breach, the liability to cus-
tomers and likely fines under federal and state laws and the loss of future customers and
sales could be very substantial. Themagnitude of a control requiring dual signatures on
larger checks might be measured by the value of checks with this attribute that should
have been controlled with dual signatures. If assessing the potential magnitude of loss
associatedwith a petty cash or low-value inventory item theft, themagnitude is likely to
be assessed as low.

A point that needs emphasis is that a risk does not have to result in an actual mis-
statement to be considered a risk. The issue is whether the risk could lead to a material
misstatement. However, the existence of some misstatement is an indicator that a risk
and deficiency in controls exists. Themore significant themisstatement, themore likely
the risk is amaterial risk that resulted from amaterial weakness. I aver that the relation-
ship between misstatement and risks and control weaknesses might be thought of this
way: the amount of the misstatement means that the deficiency is at least as severe as
that relationship to materiality implies, but the deficiency could be much more severe
than the amount of the misstatement indicates.2

This is why an auditor cannot conclude that a lack of observed current or past mis-
statement is sufficient evidence that the process, account, or class of transactions is low
risk. Some evidence relating to the controls design and operation or some inherent fac-
tors would have to be gathered and considered in the low-risk assessment. Research has
shown that the existence of amisstatementmakes it easier to rate a control deficiency as
more severe (a significant deficiency or a material weakness).3 This tendency does not

2 For more information see Bedard, J., and L. Graham. 2011. Detection and severity classification of
Sarbanes-Oxley Section 404 internal control deficiencies. The Accounting Review 86 (3): 825–855.
3 Bedard and Graham, 2011 previously cited.
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match with the requirements but is a potential source of bias that entities and auditors
need to be aware of and try to avoid.

In addition to magnitude and likelihood, the 2013 COSO guidance has introduced
two additional criteria for assessing risk: velocity and persistence. Velocity relates to the
swiftness that an event might occur. Persistence relates to how long the situation might
continue and how that might impact the magnitude of the risk. An analogy might be
made to a weather event. The greater its velocity and the longer its persistence, the
more damage the risk can cause. Hurricane Sandy is a good example. While at best
classified as a Category 1 hurricane (and in many areas just a tropical storm, by defi-
nition), its persistence along the New Jersey shore created significant damage beyond
what might be expected. The “perfect storm” of the landfall, high tide, and a full moon
created havoc that is still being addressed. The unexpected is hard to predict, but fol-
lowing Hurricane Katrina, it was noted that for a long time, the levies protecting the
shore were not sufficient to hold back a storm of its magnitude. Disaster was a matter of
time. If you live in hurricane alley or in tornado territory, you need to understand the
risks and protections. While being hit by a tornado is unlikely, the intensity of one can
obliterate houses, neighborhoods, and towns. Its swiftness in appearance can cost lives.
In the business situation, natural disasters, terrorism, and unmonitored legislation can
change the course of business in an instant. In the 1970s, the Federal Communications
Commission (FCC) made an unexpected rule requiring all citizens band (CB) radios to
carry 40 channels. In an instant, 23-channel CB radios were obsolete. I was an auditor
of an electrical components manufacturer then, and we had an interesting time assess-
ing the impact of the rule on the existing parts inventories. In an instant, that line of
business changed. Between the Environmental ProtectionAgency (EPA), Food andDrug
Administration (FDA), andmyriad of other agencies issuing rules and restrictions today,
and the lack of calm inweather systems, theRA should consider velocity and persistence
as additional dimensions of risk assessment.

SEPARATE ASSESSMENTS OF INHERENT
AND CONTROL RISKS

In the prior chapter we discussed the difference between inherent risk and control risk
whenassessing “risk.” To clarify, inRAour initial focus is on the inherent risk (before the
consideration of the effect of any internal controls) associatedwith an account, balance,
or disclosure. This distinction becomes very important when identifying risk since it is
precisely the inherent risk that controls are supposed to be designed to mitigate. Later
on, we consider the design and functioning of the nature of the internal controls that
are in place to prevent misstatement.

A common misunderstanding occurs when inherent and control risk are assessed
together as lowwhen the inherent riskmight be high, and it is really the assumed excel-
lent controls that make the risk low. For example, payroll, as an expense, is usually very
significant to an entity. If there were really no controls over payroll, most would agree
that the inherent risk would be high that errors and fraud could occur. As such, the
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account would usually be in the most serious quadrant in the graph. Failing to sepa-
rate these assessments by inherent and control components could erroneously place this
account in the low likelihood category, and the importance of its controls to achieving
the low risk not fully considered. This is an area that needs to be explained and even
trained, as it is not clear to even experienced managers and auditors.

ROLE OF ASSERTIONS

The COSO Framework is much more oriented today to entities working with the
financial statement assertions than evident in previous guidance. All auditing litera-
ture today requires the use of assertions when identifying and responding the risks.
However, despite the reemphasis on assertions in the audit standards more than a
decade ago, entities and auditors still struggle to associate risks and procedures with
assertions. The long-range implications are clear. The use of assertions is here to stay.
It is an integral piece in the fabric of risk and controls assessment. While no specific set
of assertions is required, professional standards for auditors and entities recite similar
assertions for accounts, balances, and disclosures. Entities would be wise to adopt an
assertions mentality when developing their COSO documentation.

In the new COSO guidance, the use of assertions is frequently illustrated for doc-
umenting and assessing controls effectiveness. A related but different approach was
prevalent in prior literature—the use of control objectives for each account or balance.
Control objectives are still acceptable and indeed serve as reminders to consider the types
of errors often found in these accounts. For example, a detailed control objective related
to inventory might be: Physical counts are taken periodically to verify the amounts on
hand. This control objective relates to the existence of the inventory. A feature of COSO
thathasbeenconsistent over theyears is thedesire to offset thenatural tendency for enti-
ties and auditors to create checklists of controls (yes-no lists) and instead turn around
the question to become: How does your entity ensure (insert the assertion or control objec-
tive here) is satisfied? Either control objectives or assertions can be used to complete your
documentation.

An issue here is that a complete inventory of control objectives for specific accounts
has not been published by an authoritative source. Each entity and auditor has been on
its own to develop specific objectives. However, a sample listing of financial statement
assertions has been published by regulators and in the auditing standards. Therefore,
it is more likely that the use of assertions will create a more common language within
organizations and between entities and their auditors.

If you are considering a reexamination or an overhaul of your COSO approach and
documentation, I would suggest consideration of the assertions as a basis for (or as
an addition to) that documentation. Appendix 5A titled “Linking Common Control
Activities andAssertions” is provided to Chapter 5, which relates some common control
objectives, by account, to related assertions they address.

If you have not worked with assertions before, a caution. Control objectives often
could be tied to specific account-based risks on a one-to-one basis. This is why most
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accounts had so many associated control objectives. However, it may take two or more
different control procedures to fully satisfy the assertion of, say, completeness of expenses.
So,mapping controls and the assertionsmight requiremore thought in the initial setup.
This is balanced by the fact that instead of focusing on potentially hundreds of control
objectives that may differ from account to account, the same limited set of assertions
can be utilized inmost accounts, simplifying the application. Even though sometimes an
assertionmight not apply to a specific account (e.g., if all currency is in the same denom-
ination, then translation measurement and valuation risks would not be relevant), the
simplification and standardizationmay beworthwhile andmay sharpen thinking about
controls and how they address the identified inherent risks.

ASSERTIONS

Assertions are used to ensure that the web of controls over the financial statement
assertion risks is complete.While assertions have been cited in the professional auditing
literature for a long time, they have had varying effects on the audit approaches of
different independent auditing firms. They are now being integrated more fully into
the COSO Framework discussion. Starting back in 2004 for audits of public companies
and in 2007 for all other audited entities, auditors were expected to use assertions
extensively in the documentation of the audit process to provide linkage between
assessed risks, controls, and further audit procedures. Before that, the assertions were
viewed as a “suggestion” and were not used universally in the audit process. Assertions
are particularly relevant to the COSO control activities (CA) component.

The long period in which the assertions have been part of the COSO literature and
the auditing standards literature gives us some comfort that they are a solid basis on
which to classify risks and procedures. Because they can be used by both entities and
auditors, they will also facilitate communication. Documenting your work by assertion
may save you the extra auditor service time and fees.

The assertions that follow were adapted from the AICPA/PCAOB literature. There
are other assertion schemes out there, and you may use them for documenting your
controls. However, if these schemes are not coordinated with your auditor’s methodol-
ogy, the auditorwill have tomapyour assertions to those used inhis or her audit process.
Youmaywish to ask your auditor in advancewhich assertions he or she is using, unless
you have a strong preference.

As mentioned, for some accounts, an assertion may be unimportant, and that can
be explained as part of the documentation.

Income Statement and Current-Period Transactions

1. Occurrence. Recorded transactions reflect events that relate to the entity and actu-
ally occurred.

2. Completeness. All transactions that should have been recordedhave been recorded.
3. Accuracy. Amounts and other key data relating to recorded transactions were

appropriately recorded.
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4. Cutoff. Transactions were recorded in the correct accounting period.
5. Classification. Transactions were accounted for in the proper accounts.

Balance Sheet Accounts at Period-End

6. Existence. Assets, liabilities, and equity interests that are recorded actually exist.
7. Rights and obligations. The entity owns the assets, and the liabilities are obligations

of the entity.
8. Completeness. All assets, liabilities, and equity interests that should have been

recorded have been recorded.
9. Valuation and allocation. Assets, liabilities, and equity interests are accurately

reflected in the financial statement. Any accounts requiring valuation assess-
ments (e.g., allowances for uncollectible accounts, product warranty costs, etc.)
or cost allocation adjustments (e.g., variances assigned to inventory, shared costs
of separately reported product lines) are appropriately recorded.

Presentation and Disclosure in the Financial Statements

10. Occurrence and rights and obligations. Transactions that were disclosed actually
pertain to the entity.

11. Completeness. All required disclosures are made in the financial statements.
12. Classification and understandability. These assertions, derived from the Financial

Accounting Standards Board (FASB) Concept Statements, note that the presented
financial information (including the footnotes) are appropriately described and
that the disclosures are clearly expressed.

13. Accuracy and valuation. Information in the financial statements is disclosed at
appropriate amounts.

Some entities and auditors simplify these 13 assertions into fewer. For example, the
cutoff assertion is used to make sure that sales and costs are recorded in the proper
period. The concept of the “thirty-fifthofDecember” is leaving thebooksopen toadvance
transactions into an earlier period. In other cases, the transaction cutoff date occurs
before it should, pushing transactions from the current period to the next. Some of the
risks to be considered when considering the importance of cutoff include:

◾ Business objectives to maximize reported income.
◾ Business objectives to minimize taxes.
◾ Sales commission plans that create incentives tomove sales from period to period to

maximize sales person’s income.
◾ Management bonus plans based on achieving certain targets in certain periods.
◾ Expenditures to be made in a specific period to avoid loss of budget authorization.

In any case, the cutoff assertion relates to either a completeness or an occurrence
problem. Some entities and auditors do not use it but instead apply the two related asser-
tions to the related transactions stream around the period-end.
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While stated a little differently, the PCAOB guidance seems to arrive at the same
place, but some words may resonate differently with different individuals. According to
AS No. 5, paragraph 28:

The auditor should identify significant accounts and disclosures and their
relevant assertions. Relevant assertions are those financial statement asser-
tions that have a reasonable possibility of containing a misstatement that
would cause the financial statements to be materially misstated. The financial
statement assertions include—

◾ Existence or occurrence
◾ Completeness
◾ Valuation or allocation
◾ Rights and obligations
◾ Presentation and disclosure

Other entities and auditors may use only four assertions for the balance sheet,
income statement, cash flow statement, and disclosure applications. For example:

1. Completeness
2. Existence
3. Accuracy
4. Valuation

The concepts behind the 13 assertions can be shoehorned into these 4, so these sim-
plified assertions may be an alternative for documenting controls. When using such an
abbreviated version, you may need to be aware that more controls will be encompassed
by anassertion, but the simplificationmay stillmake itworth considering this approach.
With fewer assertions, there aremore types of risks thatmayneed to be consideredwhen
mapping the risks and assertions. Again, I suggest that entity and auditor documenta-
tion be designed to facilitate an efficient audit and promote good communication.

Include Information Technology Issues in Your Risk Assessment

One risk area that causes the eyes of manymanagers to glaze over is the role and impor-
tance of information technology (IT) to the entity and how IT is integrated into business
strategies and risk assessments. Most Internet-based businesses have some apprecia-
tion for technology and its risks, but few entities understand how really dependent they
have become on communications, networks, and software and on the security of elec-
tronically stored data, customer lists, and intellectual property. RA needs to consider
IT-related risks.

In theCOSOFramework, the effectiveness of IT general controls (ITGCs) is a separate
principle (Principle 11) listedunder theCAcomponent.However, because ITdeficiencies
can have pervasive effects on all components, IT risks should be considered early and
reconsidered if new facts arise.
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Auditors are reminded in professional standards about their responsibilities to
understand internal controls, including IT. Thus IT-based controls are in scope for even
the minimum procedures of controls documentation required in a nonpublic entity
audit, and auditors need to assess the design and implementation of IT application and
general controls. All entities need to consider access and security issues and the risks
that relate to IT, in part because of legal and regulatory exposure. Under various federal
and state privacy act laws, certain personal information of employees is to be protected,
and an entity is subject to severe fines for exposing or making public such data. Many
institutions and smaller medical offices are now required under the Affordable Care
Act to digitize patient records and certain information currently protected under
the privacy laws. With new requirements for businesses such as medical offices less
attuned to information security issues comes opportunity for data-mining thieves and
cybercriminals to access and exploit such information. With the explosive expansion of
identity theft, facilitated by technology and social media sites, the most mundane entity
needs to consider its procedures for protecting not just proprietary entity data but the
sensitive personal data of its employees.

General computer controls are generally considered to include:

◾ Access and security
◾ System changes
◾ New systems development
◾ Operations—including backup and disaster recovery

In some writings, a fifth component of ITGCs is identified: IT organization and
environment.

Application controls are those controls applied at the accounting software level,
often including password protections, data accuracy, and sometimes data reasonable-
ness checks.

While IT specialist assistance is often necessary to get into the nuts and bolts of
complex systems andmake detailed assessments of security, the accountant and auditor
generalist can often gather a lot of the basic information and be alert to some obvious
security and access issues and potential conflicting segregation of duties issues that can
provide an early warning regarding reliance on the system controls.

In early implementations of Sarbanes-Oxley (SOX) documentation and testing,
information systems were sometimes reviewed and tested very late in the year. In
some cases, this resulted in hurried fixes to access, security, and password issues,
and sometimes issues could not be remediated and retested before the year-end date
deadline, resulting in adverse internal controls opinions. What it also meant was that
auditors could not rely on the automated systems to perform properly during the year,
and thus reliance on costly substantive audit procedures was necessary, adding insult
to injury.

It is valuable tomonitor systems issues continuously and to identify, test, and correct
any systems issues as soon as practical to reduce entity exposure to financial conse-
quences and to maximize auditor reliance on automated controls.
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PRINCIPLES 6 AND 7: SPECIFY SUITABLE OBJECTIVES;
IDENTIFY AND ANALYZE RISK

Principles 6and7gohand inhand since our focus is financial reporting. Theyare closely
related and are likely to be viewed holistically by some. But they are identified in COSO
as two separate principles. Objectives can be suitably articulated; however, the risks of
not achieving the objectives may not be well defined. Yet it is hard to say if all the rele-
vant risks have been identified if the objectives have not been clearly stated. Thus, in one
sense, the effectiveness of the risk identification is conditional on stating the objectives
effectively. In the case of quality financial reporting objectives, certain entities may have
very specific objectives, but financial statement objectives can be thought of broadly as:

◾ Fair presentation of the financial statements.
◾ The application of the concept of materiality.
◾ Adherence to GAAP and regulatory requirements.
◾ Completeness and understandability of amounts and disclosures.
◾ Timeliness of reporting.

In addition, the FASB Concepts statements can be helpful in articulating additional
desirable characteristics of elements of the financial statements. For example, in addition
to the previous concepts, add:

◾ Faithful representation.
◾ Verifiability.

In the old world of historical cost accounting, the objectives were a challenge; in
the new world of fair value accounting, the challenges are increased. More subjectivity
and less objectivity in fair value estimates may present more relevant data to financial
statement users but present challenges in verifiability.

Objective setting becomes more interesting when specific entity objectives start to
be important and are more precisely articulated. For example:

◾ To comply with required financial and nonfinancial disclosures with the desire to
not disclose proprietary or competitive information

◾ To reflect our stewardship and prudence in expending public funds/foundation
resources

◾ To attract new contributors to a foundation by highlighting the quality of responsi-
ble spending and internal controls

◾ To emphasize certain programs and investments that highlight green values, social
consciousness, and social responsibility

The articulation of entity-specific objectives should aid in the RA process. The use
of simple, generic objectives is less helpful when identifying associated risks that are spe-
cific to the entity. Objectives should help articulate the entity’s mission and can help
identify the risks that challenge these objectives and help guide the presentation of the
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data to the intended audience. Unstated, they can result in confusion or inefficiencies or
missed risks.

Operating objectives might also have financial statement implications and thus
should not be ignored. For example, management’s tolerance for risk in operations can
have implications for allowances and warranty estimates. It can clearly be seen how
the financial meltdown of 2008–2009 was precipitated by excessive risk tolerance by
certain institutions (whether fully understood or not). Similarly, compliance objectives
often create real or contingent liabilities or disclosures, so theymust be considered, even
though we are focusing on the slice of the COSO Framework that addresses financial
reporting. Failure to adhere tomanynew foreign trade restrictions, such as tradingwith
rogue states or dealing in manufacturing with conflict-minerals countries, can lead to
hefty fines and other punishments. Even failing to protect personal data of employees
from disclosure due to an accident or cybercrime can lead to significant financial
consequences.

For setting objectives (Principle 6), the new guidance provides 15 points of focus.
Points of focus are just that—considerations to clarify what the principle is seeking to
achieve. COSOmakes clear that not all points of focus need to be satisfied. In some cases
they will simply not apply to the entity. Some have suggested that the points of focus
be used as a sort of checklist to prompt ideas of how to document that the principle
is achieved. However, it may be best practice when a point of focus is not addressed
or when it does not apply to also provide an explanation as to the reasoning behind
that judgment. This is because future project people may not understand the rationale
that seemed so clear when it was carefully thought through. It is likely that after two
to three years, the project team will include new members and may not include those
who made these initial decisions. Another reason to do this is to clarify for reviewers,
auditors, and maybe third parties the support for your judgments. It is not at all com-
mon for future team members to be unable to explain past judgments that were poorly
documented. Time and distance from the issues cloud memories. Documentation can
actually be your friend.

The 15 points of focus associated with Principle 6 are presented next. Note that
six of these are classified as operational and compliance objectives. This does not mean
they are irrelevant to financial reporting. For example, high risk tolerance in the prepa-
ration of estimates may suggest additional disclosures are appropriate in the financial
statements. Failure tomeet regulatory or legal requirementsmight create financial con-
tingencies and trigger additional disclosures.

Operations Objectives

1. Reflect management’s choices. Operations objectives reflect management’s choices
about structure, industry considerations, and performance of the entity.

2. Consider tolerances for risk. Management considers the acceptable levels of risk
relative to the achievement of its operations goals and objectives.

3. Include operations and financial performance goals. The organization reflects the
desired level of operations and financial performance for the entity within opera-
tions objectives.
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4. Form a basis for committing of resources. Management uses operations objectives as
a basis for budgeting and prioritization needed to attain desired operations and
financial performance.

External Financial Reporting Objectives

5. Comply with applicable accounting standards. Financial reporting objectives are
consistent with accounting principles suitable and available for that entity. The
accounting principles selected are appropriate in the circumstances.

6. Consider materiality. Management considers materiality in financial statement
presentation. Materiality as a concept is rooted in user needs.

7. Reflect entity activities. External reporting reflects the underlying transactions and
events to show qualitative characteristics and assertions.

External Nonfinancial Reporting Objectives

8. Comply with externally established standards and frameworks. Management estab-
lishes objectives consistent with laws and regulations, or standards and frame-
works of recognized external organizations.

9. Consider the required level of precision.Management reflects the required level of pre-
cision and accuracy suitable for user needs and as based on criteria established by
third parties in nonfinancial reporting.

10. Reflect entity activities. External reporting reflects the underlying transactions and
events within a range of acceptable limits.

Internal Reporting Objectives

11. Reflect management’s choices. Internal reporting provides management with
accurate and complete information regarding and consistent withmanagement’s
choices and information needed in managing the entity.

12. Consider the required level of precision.Management reflects the required level of pre-
cision and accuracy suitable for user needs in nonfinancial reporting objectives
and materiality within financial reporting objectives.

13. Reflect entity activities. Internal reporting reflects the underlying transactions and
events within a range of acceptable limits.

Compliance Objectives

14. Reflect external laws and regulations. Laws and regulations establishminimumstan-
dards of conduct that the entity integrates into compliance objectives.

15. Consider tolerance for risk. Management considers the acceptable levels of risk rela-
tive to the achievement of various compliance objectives.

Since some of these points of focus are related, they might be satisfied by similar
controls and observations. All themore reason to carefully study the points of focus and
related principles (e.g., information and communication) before venturing to gain evi-
dence to support them. There may be fewer pieces to the real puzzle than there might
first appear to be.
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IDENTIFYING RISKS

Principle 7 is all about identifying the risks to not achieving the objectives articulated
under Principle 6. These risks will then be the basis for assessing how well the actual
controls under the CA component (Principle 10) mitigate risks. Sometimes it is diffi-
cult for entities to directly articulate their objectives. In some cases, an objective can be
reverse-engineered by observing the risks and controls that have grown to be in place
and asking:Why is this being done?What is the purpose of this procedure?What objec-
tive is this risk related to?

The five points of focus for Principle 7 highlight important characteristics relat-
ing to it:

1. Include entity, subsidiary, division, operating unit, and functional levels. The organi-
zation identifies and assesses risks at all the levels relevant to the achievement of
objectives.

2. Analyze internal and external factors. Risk identification considers both internal and
external factors and their impact on the achievement of objectives.

3. Involve appropriate levels of management. The organization puts into place effective
RAmechanisms that involve appropriate levels of management.

4. Estimate significance of risks identified. Identified risks are analyzed through a lens
that includes estimating the potential significance of the risk. Likelihood, magni-
tude, velocity, and persistence concepts can be used to assess the potential severity
of a risk.

5. Determine how to respond to risks. RA includes considering how the risk should be
managed and whether to accept, avoid, reduce, or share the risk.

COSO asks that entities identity specific potential risks to the achievement of the
objectives. One approach for doing so within the entity is a currently required auditing
procedure—a brainstorming session where appropriate levels of personnel are involved
in identifying potential risks.

However, to cast a broad net over the issue and in the interest of completeness, audi-
tors might want to also look from the other direction at some sources of risk and trace
them back to the objectives. For example, from the get-go, certain account situations
suggest a higher risk:

◾ The presence of a number of financial statement estimates, such as warranty
reserves and allowances for uncollectible accounts.

◾ The presence and importance of fair value estimates.
◾ Transactions that involve related parties.

In addition, the SEC andPCAOB identify some risk considerations of relevance to a broad
number of entities. According to AS No. 5, paragraph 29:

To identify significant accounts and disclosures and their relevant assertions,
the auditor should evaluate the qualitative and quantitative risk factors related
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to the financial statement line items and disclosures. Risk factors relevant
to the identification of significant accounts and disclosures and their
relevant assertions include—

◾ Size and composition of the account.
◾ Susceptibility to misstatement due to errors or fraud.
◾ Volume of activity, complexity, and homogeneity of the individual transac-

tions processed through the account or reflected in the disclosure.
◾ Nature of the account or disclosure.
◾ Accounting and reporting complexities associated with the account or

disclosure.
◾ Exposure to losses in the account.
◾ Possibility of significant contingent liabilities arising from the activities

reflected in the account or disclosure.
◾ Existence of related party transactions in the account.
◾ Changes from the prior period in account or disclosure characteristics.

EXTERNAL SOURCES OF RISK INFORMATION

A variety of external sources of risk information might be consulted and updated peri-
odically to ensure that your RA is current and thorough.While some of these resources
may bemore easily identified for public companies, parallelsmay exist to help nonpublic
entities become informed. For example, as more experience is gained in seeking formal
financial statement opinions on federal agencies, it can be helpful to seek out issues that
have been faced by similar entities (e.g., initial balance sheet issues) to anticipate and
plan for such issues in advance. Some sources of such types of information include:

◾ Financial statement trends and disclosures, and management discussion and anal-
ysis (MD&A) discussions of similar entities.

◾ News releases from industry or trade publication sources or from similar entities.
◾ General news sources regarding the entity.
◾ SEC 8-K filings of public companies or from comparable entities.
◾ Web sites of your entity and comparable entities.
◾ Releases by regulators.
◾ AICPA audit risk alerts.
◾ AICPA accounting and audit guides.
◾ Analyst reports.
◾ Conference presentations.

Unfortunately, no simple boundaries canbedrawn thatwill ensure only the relevant
possible sources are consulted. Industry awareness and expertise by the entity’s internal
controls teamand the audit teamare invaluable assets in targeting information sources.

The more effective and thorough the entity’s documented RA process is, the more
potential reliance the auditor can take from that assessment. This reduces audit cost and
reduces redundancy in performing procedures.While the auditor will still have tomake
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some independent inquiries of various information sources, the quality of an entity’s
documented assessment can reduce time-consuming audit procedures.

INTERNAL AND EXTERNAL REPORTING RISKS

While also very much related to the Information and Communication component of
the Framework (Principles 13–15), RA should consider any known risks associated
with internal and external communications up front. For example, do weaknesses in
the integrity of the databases of financial or nonfinancial information impair the ability
of management to identify or communicate issues on a timely basis or the ability of the
entity to provide reliable alerts to regulators or investors?

The integrated nature of the Framework implies that there will be overlaps in the
assessments from various components. Entities and auditors have choices as towhether
to address these issues in one or more of the components. An efficient approach to such
choices is to recognize up front the interrelationship of somepoints of the controls analy-
sis by deciding that the details of the analysis will reside in one of the components and in
the related areas the issues will be cross-referenced. For example, internal and external
reporting risks might emanate from the Information and Communication component
and any perceived risks to the financial-statement close process or Monitoring compo-
nent functions cross-referenced there, and vice versa. This will be particularly impor-
tant when considering computer information systems and their implications, which
can have pervasive implications across all five components. Redundant and sometimes
conflicting documentation can result from multiple assessments of the same control
attribute fromdifferent perspectives and for different purposes, so an integrated perspec-
tive on the components of internal control needs to be maintained and be made part
of the documentation and review process. The tendency is to want to chop up the big
project (COSO) into smaller self-contained projects, but the integrated nature of inter-
nal controls argues against this being an appropriate or effective approach unless care-
fully done.

COMPLIANCE RISKS

Of particular concern at the moment to international commerce is the significant
number of laws recently enacted to support international, political, and environmental
initiatives and that carry significant penalties and sanctions for violating the law.While
legislation is ever-changing, the next lists specify just a few of the issues in play as of
2013–2014.

Legislation
◾ H.R. 850: Nuclear Iran Prevention Act of 2013
◾ S. 960: Syria Transition Support Act of 2013
◾ S. 298: North Korea Nonproliferation and Accountability Act of 2013
◾ S. 892: Iran Sanctions Loophole Elimination Act of 2013
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Executive Orders
◾ 13645: Implementation of Certain Sanctions Set Forth in the Iran Freedom and

Counter-Proliferation Act of 2012

Regulations
◾ Amendment of Iranian Financial SanctionsRegulations to Implement Sections 503

and 504 of Threat Reduction Act and Provisions of Executive Order 13622

Agency Guidance
◾ Advisory on the Use of Exchange Houses and Trading Companies to Evade U.S. Eco-

nomic Sanctions Against Iran
◾ Guidance re: Iran Threat Reduction and Syria Human Rights Act of 2012
◾ Release of 2012 Terrorist Assets Report

In early 2014, various sanctions were being put in place as a response to perceived
Russian aggression in Crimea and the Ukraine. Entities need to consult with legal advi-
sors to identify any potential operations affected by the various laws or regulations and,
if relevant, to establish controls over the risks of noncompliance. Auditors are expected
to consider these controls as part of their audit responsibility but generally donot need to
design specific procedures to test for noncompliance unless there are other indications
of noncompliance.

Various sources report an increased incidence of investigations and prosecutions
under the Foreign Corrupt Practices Act in 2012 and thereafter. Entities are reminded
that the overarching provisions of that act relate to corruption in its many forms.

DISCLOSED MATERIAL WEAKNESSES IN RISK ASSESSMENT

Based on public company disclosures under Section 404 of SOX, there have been rel-
atively few material weaknesses disclosed as sourced in the RA component of public
companies. Perhaps the reason is that RA as a component is somewhat conceptual in
nature, and the sufficiency of the RA process is difficult to measure. Every entity to
some extent does some risk assessment, whether fully documented or not. In a prac-
tical sense, it may be difficult to classify an RA deficiency as from one source or another.
For example, a failure in the RA process might result in a financial statement misstate-
ment (e.g., the allowance for uncollectible receivables is too low). This deficiency might
bemore easily classified as aControlActivities componentweakness (e.g., the process for
computing the allowance is not adequately controlled). However, a failure of the entity
to consider fraud risk (Principle 8) is more objective, given that there are benchmarks,
so entities need to be alert to demonstrating that adequate attention is given to the fraud
risk assessment.

PRINCIPLE 8: ASSESS FRAUD RISK

Much of the current focus on internal controls in public companies, private companies,
and government has beenmotivated by instances of fraud, as analyzed overmany years,
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leading to the conclusions that the root facilitator of fraud was weak internal control. It
seems only natural that fraud RA be identified as a specific principle. To be clear, COSO
(and auditing literature) identifies the responsibility for this assessment and for estab-
lishing controls to lie with management.

The following points of focus for Principle 8highlight important characteristics that
should be considered when assessing achievement of this principle. Entities should:

◾ Consider various types of fraud. The assessment of fraud considers fraudulent report-
ing, possible loss of assets, and corruption resulting from thevariousways that fraud
and misconduct can occur.

◾ Assess incentives and pressures. The assessment of fraud risk considers incentives and
pressures.

◾ Assess opportunities. The assessment of fraud risk considers opportunities for unau-
thorized acquisition, use, or disposal of assets, altering of the entity’s reporting
records, or committing other inappropriate acts.

◾ Assess attitudes and rationalizations. The assessment of fraud risk considers howman-
agement and other personnel might engage in or justify inappropriate actions.

The “fraud triangle”4 was formally introduced into theauditing standards literature
inStatement onAuditingStandards (SAS)No.99 in2002.5 The last threepoints of focus
here are the three points in the triangle.

Some Statistics

While definitive conclusions cannot be reached yet, the SOX focus on controls over
the last decade does seem to have had a positive effect on statistics of fraud loss (and
reducing the number of financial statement restatements) for public companies. The
Association of Certified Fraud Examiners (ACFE) publishes a semiannual survey of
reported frauds. This study has consistently estimated that approximately 5% of all
revenues are lost to frauds. The 2014 survey shows strong improvements in reducing
the median6 size of financial statement frauds from a previously high of $8 million to
$1 million. Most recently strong improvements have been shown in the reduction in
private company frauds from a $231 thousandmedian in 2010 to $160 thousand now.
While the metrics for government entities ($90 thousand) are roughly similar to the
median 2006 loss amounts, for public companies the median loss has declined some-
what from the 2006 survey, but had been reported as significantly lower in the 2012
survey ($200,000 versus $220,000 in 2006, but in the 2012 survey the public com-
pany median was $127,000). Nonprofit median losses are at $108,000 currently and
smaller private companies with less than 100 employees are at a disturbing $154,000.

4 Donald R. Cressey, Other People’s Money (Montclair, NJ: Patterson Smith, 1973) p. 30.
5 AICPA, Statement of Auditing Standards No. 99, Consideration of Fraud in a Financial Statement Audit, 2002.
6 The median indicates that half the reported frauds were larger than this number and half were smaller.
The median can be a useful measure of trends in controls effectiveness, since the use of the average
amount can be highly influenced by a single or a few large or small amounts. No single statistical measure
is universally useful for all purposes.
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Hopefully, reductions can continue as we find more effective and efficient antifraud
measures and strengthen controls awareness in organizations of all sizes and natures.

While asset theft still ranks as the most common type of reported fraud (85%) and
the first one to come to mind by the general public, it does not lead in financial con-
sequences. Asset theft median losses were $130,000. Financial statement fraud is less
common (less than 9% of the reported frauds), but it leads in median dollar impact at
$1 million. Corruption (e.g., bribes, pay-to-play, etc.) accounts for 37% of the reported
losses and the median reported corruption losses were $200,000.7

Corruption is an emerging issue today for all entities. Those entities doing business
in various countries need to pay close attention to the differing ethical environments
around the world. The Corruptions Transparency Index, published by Transparency
International (www.transparency.org), ranks various countries in a relative perceived
corruption scale. To examine the potential exposure of operations, auditors can relate
the index to entity business locations and transactions sources. At the top of the 2014
index are Denmark and, New Zealand. Tied for last place at the bottom of the 2014
index were Afghanistan, North Korea, and Somalia. The United States rates at coun-
try position index number 19, and below Canada (position 9). These ratings have been
remarkably consistent over the last fewyears.Anyoneoperating in countrieswith ahigh
index should considerhaving special controls in place to address these issues as therehas
been an increase in SEC initiated litigations under the Foreign Corrupt Practices Act in
recent years.

Corruption can be difficult to identify and address across cultures since special
termsmay be used in communications that obscure the real purpose of the payment. For
example, in China, “red” cards or gift cards may indicate a payment or bribe. In India,
the terms tea and water may be an invitation to make a bribe or “facilitating” payment,
and in Brazil, the terms inviting a bribe may include chocolate or flowers. Clearly the
environment poses a challenge to entities in complying with the 1977 Foreign Corrupt
Practices Act as well as SOX.

Some antifraud measures have been shown to be successful in reducing the
amounts of losses from fraud. Entities that adopted the following antifraud controls
experienced the following reductions in median fraud losses compared to entities not
adopting these measures:8

◾ Data monitoring – 60% less loss
◾ Employee support programs – 55% less loss
◾ Management review – 52%
◾ Internal audits and surprise audits – 44%
◾ Fraud reporting hotline: 41% less loss

Additional measures shown to be effective include offering whistleblower rewards and
enforcing mandatory vacations and job rotations, when feasible.

7 The percentages add to more than 100% since some entities experienced multiple types of frauds.
8 Per the 2014,Association of Certified Fraud Examiners. Report to the Nations on Occupational Fraud and Abuse,
ACFE. (www.acfe.com).

http://www.transparency.org
http://www.acfe.com
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Also notable in the 2014 survey is the significant reduction in the proportion and
median value of frauds attributed to executive and upper management. Hopefully the
focus on the CE component is one reason for this change.

Disturbingly, in 58% of the identified frauds, there is no recovery from the perpetra-
tor. The implications of that for smaller entities and nonprofits can be devastating. The
very entities most at risk are those most resistant to implementing controls and fraud
prevention.

AUDITOR RESPONSIBILITY TO DETECT FRAUD

While entities may still believe that external, independent auditors are seeking to iden-
tify fraudand thusmanagement canbe less vigilant in its fraud risk assessment, statistics
do not warrant this reliance. As of 2014, only 3% of the reported frauds are detected by
the auditor’s procedures. Most frauds (42%) are still detected by tips from employees or
suppliers or customers. Management and internal auditors each find about 14 to 16%.
Of course, these statistics may not be totally fair, since if the fraud is detected in advance
of auditor procedures, it is no longer a fraud that canbe detected by the auditor.However,
anecdotal evidence suggests that the auditor may miss fraudulent financial amounts
that were present during the last audit performed.What can be said is that entities need
to take primary andproactive responsibility for assessing the fraud risks and establishing
the controls to prevent fraud.

Auditing standards (public and nonpublic entities) indicate that it is the responsi-
bility of the auditor to plan to detect material misstatement whether caused by error
or fraud. This is a change from historical audit thought that sought to say the auditor
might not be able to detect a collusive fraud. As a defense, when a fraud was missed
in the audit, that excuse never held any sway with jurors. Auditors today are directed
to use brainstorming among the engagement team members to identify fraud vulner-
abilities as well as nonfraud financial risks. Entities can also use this brainstorming
strategy to consider their vulnerabilities and identify how those can be mitigated or
detected.

In this area, as in others, a quality fraud assessment by the entity and the demon-
stration of in-place antifraud controls can go a long way to reducing unnecessary or
redundant auditor procedures and reducing audit costs.

SAS No. 99, Consideration of Fraud in a Financial Statement Audit (2002), established
a new enhanced model of audit risk in the auditing literature that is now widely
recognized. The fraud triangle adds the element of rationalization (the ability of the
perpetrator to find a justification for his or her actions) to the previously recognized
motivation and opportunity characteristics. Sometimes it is the rationalization and
attitudes of management and personnel (e.g., it’s my business anyway, it compensates
me for my low wage, etc.) that can provide an entryway into identifying a potential
fraud risk. Discussions with employees and management can sometimes trigger these
warning signs. Disturbing is the statistic that 80% of the identified perpetrators do not
have any prior record or indication of charges against them.
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ANTIFRAUD CONTROLS FOR MANAGEMENT TO CONSIDER

Some of the aforementioned antifraud controls are discussed in more detail in a jointly
produced AICPA document directed specifically at management: Management Antifraud
Programs and Controls (2002).9 A search should enable entities to find this document,
which is not scheduled to be republished in the revised AICPA “clarified standards”
literature.10 Originally issued as a companion to SAS No. 99, Considerations of Fraud in
a Financial Statement Audit, this document has been widely used by all types of entities
in designing and implementing effective antifraud controls.

Another AICPA fraud publication that is available for free download at this time is
Management Override of Internal Controls: The Achilles’ Heel of Fraud Detection (2005).11

While neither document is a turn-key program on how to implement effective antifraud
controls, both present practical suggestions on implementation. These reports are also
very readable.

TIES TO OTHER PRINCIPLES AND COMPONENTS

Like many principles, fraud assessment is related to other principles and components in
the COSO Framework. The CE is related since the CE constitutes the tone at the top in
which the fraud risks may be cultivated or shunted. Individual principles can be related
when specific fraud issues are identified. Monitoring is also related since the presence
or absence of monitoring is important to fraud prevention and detection. How man-
agement responds to reported internal incidents is also important for setting the tone
of compliance and entity values (CE). Where many see the linkage most clearly is in the
transactional controls: CAwhere payroll, purchasing, and cashmanagement issues and
deficiencies arise.

In the revised COSO guidance, new weight is placed on relating deficiencies in con-
trols that affect one component and principle and in identifying the impacts on related
components and principles and considering relationships between the deficiencieswhen
assessing their combined severity (see Chapter 10).

PRINCIPLE 9: IDENTIFY AND ASSESS SIGNIFICANT CHANGE

While always inherent in RA, the direction to formally include identifying and assessing
significant change as a separate principle is indicative of how importantly this practice is

9 This document is reproduced in Appendix 3A with permission.
10 http://www.sox-expert.com/uploads/files/Management%20Antifraud%20Programs%20and%20Controls
%20(SAS%2099%20Exhibit).pdf. This Appendix has now been reproduced in the 2014 edition of the AICPA
Audit Guide: Assessing and responding to audit risk in a financial statement audit.
11 http://www.aicpa.org/ForThePublic/AuditCommitteeEffectiveness/DownloadableDocuments/achilles_
heel.pdf

http://www.sox-expert.com/uploads/files/Management%20Antifraud%20Programs%20and%20Controls%20(SAS%2099%20Exhibit).pdf
http://www.aicpa.org/ForThePublic/AuditCommitteeEffectiveness/DownloadableDocuments/achilles_heel.pdf
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now viewed and evidence that some failed to consider it when it was not an articulated
principle. Now that we are passing down our initial assessments to new leadership and
staff, sometimes it is very easy to fall into a trap independent auditors term SALY—same
as last year. The dynamics of business today do not support the SALY principle in COSO
assessments. (The concept didnot serve auditors verywell either, as noted in peer review,
inspection, and litigation outcomes.)

Change can come from anywhere at any time. Internal business strategies change.
The external business and compliance environment is ever-changing, and new man-
agement brings new skills and sometimes new risks to the table. While it is difficult to
justify a clean-sheet-of-paper approach each year, some freshness of thinking needs to
be inserted into the process. One way audit firms try to keep the risk perspective fresh is
to insert a specialist (e.g., a certified fraud examiner (CFE) or amanagement consultant)
into the risk and fraud brainstorming sessions. Another way is to involve a senior audit
or systems personnot previously familiarwith the client in the discussions to try to chal-
lenge the assessments and discussions. Entities may also borrow from these techniques
to keep their analysis from becoming stale.

In general, the aforementioned sources for risk information are the same ones
that can provide the hints to changes that are important. It should be obvious from
many sources when management takes a new strategic direction for the business (e.g.,
moving to commercial lending from residential lending). Less obvious might be the
business changes that will accompany the implementation of laws like the Affordable
Care Act and the Dodd-Frank Act of 2010, for which the rules are still being written as
of 2014.

One failing in documentation I have seen too often is vague descriptions of risks and
issues. When coupled with changes in personnel, the documentation itself becomes a
source of risk to the entity. An example I have used is the assessment of interest rate risk
on the financial viability and financial performance of an entity. Changes in prevailing
interest rates canhavedramatically different impacts onentities if their interest-sensitive
assets are, say, long termand fixed in value and liabilitiesmostly are short termand vari-
able with market interest rates. Depending on the mix of exposed assets and liabilities,
there can be risks associatedwith rising (or falling) interest rates.When the documenta-
tion simply says the interest rate risk is low, is that because the entity is not “at risk” if the
interest rates change up or down, or is it because interest rates were announced by the
Treasury Secretarynot to be likely to change? In late June2013, stock andbondmarkets
were upset when interest rates unexpectedly rose moderately after repeated announce-
ments to the contrary by the Treasury Department earlier in the year. In the absence
of clarity in the documentation for the basis of the assessment, how could the reviewer
of the documentation or the person doing the task in the following year measure the
change? I am sure the original author of the documentation knew the basis considered
when the assessment was made, but to everyone else it could just be a guess as to what
low risk meant and the basis for that assessment.

Change cannot be assessed effectively if the current risk assessments are vague and
not supported by the evidence considered in reaching them.
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GATHERING INFORMATION TO SUPPORT THE RISK
ASSESSMENT AND CONSIDER CHANGE

RA is not an armchair exercise. In the absence of some framework for considering risk,
it is easy to conclude that “Nothing comes to mind.” Various business RA frameworks
have been proposed over the years andmany are being developed today. Thesematrices,
approaches, and their accompanying scoring systems, color charts, and decision rules
are often overengineered and difficult to use consistently within an enterprise. Others
propose to identify all the possible “controls” that could exist, and by completing the
checklist, the “no” responses become asserted fertile soil for identifying gaps in controls.

COSO, in contrast, asks the question: How does the entity achieve the stated prin-
ciple, objective, or assertion? The issue is not whether a specific control is present or
absent. Therefore, the highly structured or checklist approaches may not serve the pur-
pose; quite the opposite, they may detract from thoughtful assessments. While we may
seek to routinize and dumb down many tasks to drive efficiency, the RA is a poor place
to apply that thinking.

However, there is a balance here, and an outline of some of the factors to be sys-
tematically evaluated for risks and change can be helpful in the process of RA. Clearly
internal and external factors need to be routinely discussed and considered. Internal
factors will likely include:

◾ Personnel changes.
◾ Management organization and operating philosophy and changes.
◾ Infrastructure.
◾ The sensitivity of the business to fraud risks and the types of risks.
◾ Issues related to the main business processes.
◾ Previous financial reporting issues and their status/resolution.

From an external perspective, assessments are likely to include some discussion of:

◾ Competitive issues.
◾ Regulatory environment.
◾ General and local economic demand and supply factors.
◾ Technological risks, opportunities and trends.
◾ Social trends and demographics.
◾ Political and world developments.

While perhaps not evident on first blush, these factors can have a profound effect on
entities in the private, government, and public sectors. Entities may wish to experiment
with what is most effective and efficient form them, adapting a generic form such as
illustrated in Table 3.1 for entity use.

Issues can be analyzed as to how they may impact the entity objectives and create
challenges for proposed business directions. To do this task effectively, some evidence
may need to be gathered as a basis for the assessment. This evidence is worthwhile not-
ing in the documentation to clarify the perspective from which the assessment is made.
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TABLE 3.1 Consideration of Risks and Changes

Economic Factors Weak local economic growth
Perceived Risk Sales goals not met
Objectives Impact To grow by 8–10% in sales per year in local markets
Likelihood/Probability 50% (moderate)
Velocity/Persistence Foreseeable and not long lasting
Severity/Materiality 85% (high)
Components and Principles Affected CA inventory (potential excess production and possible

write-downs)
Assertions Affected Valuation
Specific Controls in Place CA 3.121; CA 3.124
Evidence Examined and Reference Chamber of Commerce business statistics (file

document 1A1), competitor financial information
(10-K of Micron Tech)

Changes in the Past Year Local growth even slower than prior year
Cross-Reference to Monitoring
Program∗

Covered in management step 17

Comments on Basis for Assessment C of C report is the primary basis for the assessment

∗Note: Cross-reference to how addressed in audit plan. For auditor use, this reference is usually helpful

For example, to assess the competitive situation, the auditormight review trade journals
and news articles, read public company financial statements (including the MD&A and
Risks section in the 10-K), monitor benchmark data regarding industry statistics (e.g.,
in real estate: a benchmark is cost per square foot and trends; in wholesale and retail:
inventory turnover statistics and number of days credit sales are outstanding).

A well-documented and -referenced entity project can yield dividends in:

◾ Identifying important issues for management and governance.
◾ Providing support for auditor reliance on the entity assessment process, reducing

redundant or unnecessary procedures.
◾ Assisting reviewers and future teams understand the basis for the judgments.

There is no magic to the format here, as a matrix could be designed with columns
rather than rows, but the content is the issue.Matrices and formsmayhelp keep the doc-
umentation succinct, to the point, and consistent. Matrices and forms reduce the nav-
igation overhead associated with narratives, which often are difficult to use to quickly
extract salient points.

I am not a fan of terms like “high–medium–low” whenmaking risk assessments. It
has been my experience that unless these terms are very well defined in terms of illus-
trative scenarios or detailed examples or even discrete probability assessments or ranges
of probability (e.g., less than 20% likelihood) for the users of the tool, even those with
similar views on risks find it hard to reach consistent judgments and communicate. The
words become yet another judgment on top of the assessment that wasmade of the risk.
Nevertheless, many RA tools use these terms. My preference is to estimate risks in terms
of percentages or ranges of percentages that are less ambiguous in communication, even
if they are judgments and not precise calculations.
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Inquiries and Corroboration

Auditors historically relied on management inquiries and explanations as part of their
auditing procedures. Today auditors are asked to find corroborating evidence (e.g.,
observation, gathering physical evidence, or reperforming procedures) to support as
many management representations as possible. Entities may also utilize inquiry of
management and staff as part of their RAprocedures. However, they are also challenged
to support their assessments and document that support. For example: Management
may represent that the early repayment of mortgages is expected to be the same as in
prior years. Is that supported by industry statistics? Is there any contradictory evidence?
Can management point to the basis for its views? If the board, audit committee, or
governance asserts financial competence, is it observable in the meetings or minutes of
meetings, or in other communications? While this can get out of hand, it is important
to scratch deeper than the surface to support assessments to distinguish them from cur-
sory procedures. More guidance is given to inquiry techniques in Chapter 8 (Evidence
and Testing).

Transitioning to the 2013 Principles

When revising an existing project to reflect the 2013 COSO Framework guidance, the
best process is tomap the existing controls in your project to the 2013 principles. If your
project reflects the 2006 guidance, you already have some principles to work with and
the mapping may be simpler. (See Table 3.2.)

The new2013 principle of identifying and assessing changemakes very explicit the
need to regularly reassess risk and scope as business conditions change. Business envi-
ronments today change faster than ever before, and risk and scoping need to keep pace.
Asmentioned previously, the longer a system is in place, the greater the likelihood it will
deteriorate, so a fresh infusion of brainstorming and reexamination of the importance
and risk associated with the balances and disclosure is necessary.

The place in your project where this new principle might have been assessed previ-
ously might already be in the RA component section. Also, some entities assessed this
new RA principle as part of the CE component under the theory that it reflected on the
overall attitudes of topmanagement toward controls and compliance. This principle also
may not have been explicitly covered in prior analyses, and so it now becomes an addi-
tion to the existing project.

TABLE 3.2 Risk Assessment Principles: 2013 versus 2006

2006 Principles 2013 Principles

Specifies relevant objectives Specifies relevant objectives
Identifies and assesses risk Identifies and assesses risk
Assesses fraud risk Assesses fraud risk

Identifies and assesses significant change
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The more complex task is the mapping of entity projects that were developed under
the 1992Framework that did not contain principles. Here itmay be simpler to first grasp
all the principles of the component and then seek the existing documentation that falls
under these headings, recognizing there may be gaps in the prior analysis relative to the
principles. In addition, previous controls and assessments may relate to more than one
principle. The earlier this is recognized and considered in the project plan, the less likely
will be surprises when aggregating deficiencies later or when conflicting conclusions
arise. Obviously, more detailed guidance such as the addition of principles in the recent
revision is designed to help identify and fill in any gaps.
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SAS No. 99 Exhibit:
Management Antifraud
Programs and Controls

THE GUIDANCE TO Help Prevent, Deter, and Detect Fraud was published with State-
ment of Auditing Standards (SAS) No. 99, The Auditor’s Consideration of Fraud
in an Audit of Financial Statements, and is reproduced with the permission of the

American Institute of Certified Public Accountants (AICPA). It is not part of the auditing
standards, but it is a statement of best practices and is endorsed by a number of profes-
sional andbusiness organizations. The author of this bookwas amember of theAuditing
Standards Board that approved SAS No. 99.

Fraud risk is included in the COSO controls framework as a principle in the risk
assessment component but has potential affects touching each of the five components
of internal control over financial reporting. An element that often relates to entity-level
controls is a company’s antifraud program. Many organizations have implemented for-
mal programs in recent years, andprofessional organizationshaveassisted companies in
establishing controls, training programs, and reportingmechanisms to deter and detect
fraud. Most likely, the recent implementation of such a program means that documen-
tation is readily available, and the company may have recent monitoring data that can
assist you in understanding management’s basis for their assessment of effectiveness.

Nevertheless, the auditor must base his or her assessment of the program on the
procedures applied by the entity.

In reading the program documentation, the auditor considers:

◾ Is the program sufficiently comprehensive in scope for the type of business con-
ducted by the company?

◾ Does it apply to the entire company or to a portion of the company?
◾ How is the program implemented?
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◾ Is it reaching all of the right people?
◾ Are employees aware of program and the toll-free tip line?
◾ Are tips actively investigated and resolved?
◾ Have there been any disciplinary or legal actions taken based on findings?

In interviews with employees andmanagement in different locations, awareness of
the program and its goals can be confirmed and information about the program’s effec-
tiveness may be obtained.

Reading and understanding the accompanying exhibit can be a resource and a
benchmark for your understanding the elements of an antifraud program.

The exhibit discusses the following:

◾ Creating a culture of honesty and high ethics—preventive procedures.
◾ Evaluating antifraud processes and controls—detective procedures.
◾ Developing an appropriate oversight process—the role of management and

others.
◾ A sample code of conduct.
◾ A sample ethics statement.

GUIDANCE TO HELP PREVENT, DETER, AND DETECT FRAUD

[Note: This exhibit is reprinted for the reader’s convenience but is not an integral part of
SAS No. 99.]

This document is being issued jointly by the following organizations:

American Institute of Certified Public Accountants
Association of Certified Fraud Examiners
Financial Executives International
Information Systems Audit and Control Association
The Institute of Internal Auditors
Institute of Management Accountants
Society for Human Resource Management

In addition, we would also like to acknowledge the American Accounting Associa-
tion, theDefense Industry Initiative, and theNationalAssociationof CorporateDirectors
for their review of the document and helpful comments and materials.

We gratefully acknowledge the valuable contribution provided by the Anti-Fraud
Detection Subgroup:

Daniel D. Montgomery, Chair David L. Landsittel
Toby J.F. Bishop Carol A. Langelier
Dennis H. Chookaszian Joseph T. Wells
Susan A. Finn Janice Wilkins
Dana Hermanson
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Finally, we thank the staff of the American Institute of Certified Public Accountants
for their support on this project:

Charles E. Landes Kim M. Gibson
Director Technical Manager
Audit and Attest Standards Audit and Attest Standards
Richard Lanza Hugh Kelsey
Senior Program Manager Program Manager
Chief Operating Office Knowledge Management

This document was commissioned by the Fraud Task Force of the AICPA’s Auditing
Standards Board. This document has not been adopted, approved, disapproved, or oth-
erwise acted upon by a board, committee, governing body, or membership of the above
issuing organizations.

PREFACE

Some organizations have significantly lower levels of misappropriation of assets and are
less susceptible to fraudulent financial reporting than other organizations because these
organizations take proactive steps to prevent or deter fraud. It is only those organizations
that seriously consider fraud risks and take proactive steps to create the right kind of
climate to reduce its occurrence that have success in preventing fraud. This document
identifies the key participants in this antifraud effort, including the board of directors,
management, internal and independent auditors, and certified fraud examiners.

Management may develop and implement some of these programs and controls
in response to specific identified risks of material misstatement of financial statements
due to fraud. In other cases, these programs and controls may be a part of the entity’s
enterprise-wide risk management activities.

Management is responsible for designing and implementing systems and proce-
dures for the prevention and detection of fraud and, along with the board of directors,
for ensuring a culture and environment that promotes honesty and ethical behavior.
However, because of the characteristics of fraud, a material misstatement of financial
statements due to fraud may occur notwithstanding the presence of programs and
controls such as those described in this document.

INTRODUCTION

Fraud can range from minor employee theft and unproductive behavior to misappro-
priation of assets and fraudulent financial reporting. Material financial statement fraud
can have a significant adverse effect on an entity’s market value, reputation, and abil-
ity to achieve its strategic objectives. A number of highly publicized cases have height-
ened the awareness of the effects of fraudulent financial reporting and have led many
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organizations to be more proactive in taking steps to prevent or deter its occurrence.
Misappropriation of assets, though often not material to the financial statements, can
nonetheless result in substantial losses to anentity if a dishonest employeehas the incen-
tive and opportunity to commit fraud.

The risk of fraud can be reduced through a combination of prevention, deter-
rence, and detection measures. However, fraud can be difficult to detect because it
often involves concealment through falsification of documents or collusion among
management, employees, or third parties. Therefore, it is important to place a strong
emphasis on fraud prevention, which may reduce opportunities for fraud to take place,
and fraud deterrence, which could persuade individuals that they should not commit
fraud because of the likelihood of detection and punishment. Moreover, prevention and
deterrence measures are much less costly than the time and expense required for fraud
detection and investigation.

An entity’s management has both the responsibility and the means to implement
measures to reduce the incidence of fraud. The measures an organization takes to pre-
vent and deter fraud also can help create a positive workplace environment that can
enhance the entity’s ability to recruit and retain high-quality employees.

Research suggests that the most effective way to implement measures to reduce
wrongdoing is to base themon a set of core values that are embraced by the entity. These
values provide an overarching message about the key principles guiding all employees’
actions. This provides a platform upon which a more detailed code of conduct can be
constructed, giving more specific guidance about permitted and prohibited behavior,
based on applicable laws and the organization’s values. Management needs to clearly
articulate that all employees will be held accountable to act within the organization’s
code of conduct.

This document identifies measures entities can implement to prevent, deter, and
detect fraud. It discusses these measures in the context of three fundamental elements.
Broadly stated, these fundamental elements are (1) create and maintain a culture of
honesty and high ethics; (2) evaluate the risks of fraud and implement the processes, pro-
cedures, and controls needed tomitigate the risks and reduce the opportunities for fraud;
and (3) develop anappropriate oversightprocess.Although the entiremanagement team
shares the responsibility for implementing and monitoring these activities, with over-
sight from the board of directors, the entity’s chief executive officer (CEO) should initiate
and support such measures. Without the CEO’s active support, these measures are less
likely to be effective.

The information presented in this document generally is applicable to entities of
all sizes. However, the degree to which certain programs and controls are applied in
smaller, less complex entities and the formality of their application are likely to differ
from larger organizations. For example, management of a smaller entity (or the owner
of an owner-managed entity), along with those charged with governance of the finan-
cial reporting process, are responsible for creating a culture of honesty and high ethics.
Management also is responsible for implementing a system of internal controls com-
mensurate with the nature and size of the organization, but smaller entities may find
that certain types of control activities are not relevant because of the involvement of and
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controls applied bymanagement. However, all entitiesmustmake it clear that unethical
or dishonest behavior will not be tolerated.

CREATING A CULTURE OF HONESTY AND HIGH ETHICS

It is the organization’s responsibility to create a culture of honesty and high ethics and
to clearly communicate acceptable behavior and expectations of each employee. Such a
culture is rooted in a strong set of core values (or value system) that provides the foun-
dation for employees as to how the organization conducts its business. It also allows an
entity to develop an ethical framework that covers (1) fraudulent financial reporting,
(2) misappropriation of assets, and (3) corruption as well as other issues.1

Creating a culture of honesty and high ethics should include the following.

Setting the Tone at the Top

Directors and officers of corporations set the “tone at the top” for ethical behaviorwithin
any organization. Research in moral development strongly suggests that honesty can
best be reinforcedwhena proper example is set—sometimes referred to as the tone at the
top. Themanagement of an entity cannot act one way and expect others in the entity to
behave differently.

In many cases, particularly in larger organizations, it is necessary for management
to both behave ethically and openly communicate its expectations for ethical behavior
because most employees are not in a position to observe management’s actions.
Management must show employees through its words and actions that dishonest
or unethical behavior will not be tolerated, even if the result of the action benefits
the entity. Moreover, it should be evident that all employees will be treated equally,
regardless of their position.

For example, statements bymanagement regarding the absolute need tomeet oper-
ating and financial targets can create undue pressures that may lead employees to com-
mit fraud to achieve them. Setting unachievable goals for employees can give them two
unattractive choices: fail or cheat. In contrast, a statement frommanagement that says,
“We are aggressive in pursuing our targets, while requiring truthful financial reporting
at all times,” clearly indicates to employees that integrity is a requirement. This mes-
sage also conveys that the entity has “zero tolerance” for unethical behavior, including
fraudulent financial reporting.

The cornerstone of an effective antifraud environment is a culture with a strong
value system founded on integrity. This value system often is reflected in a code of
conduct.2 The code of conduct should reflect the core values of the entity and guide
employees in making appropriate decisions during their workday. The code of conduct
might include such topics as ethics, confidentiality, conflicts of interest, intellectual

1 Corruption includes bribery and other illegal acts.
2 An entity’s value systemalso could be reflected in an ethics policy, a statement of business principles, or some
other concise summary of guiding principles.
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property, sexual harassment, and fraud.3 For a code of conduct to be effective, it should
be communicated to all personnel in an understandable fashion. It also should be
developed in a participatory and positive manner that will result in both management
and employees taking ownership of its content. Finally, the code of conduct should be
included in an employee handbook or policymanual, or in some other formal document
or location (for example, the entity’s intranet) so it can be referred to when needed.

Senior financial officers hold an important and elevated role in corporate gover-
nance.Whilemembers of themanagement team, theyareuniquely capable and empow-
ered to ensure that all stakeholders’ interests are appropriately balanced, protected, and
preserved. For examples of codes of conduct, seeAttachment1, “AICPA ‘CPA’sHandbook
of Fraud and Commercial Crime Prevention,’ An Organizational Code of Conduct,” and
Attachment 2, “Financial Executives International Code of Ethics Statement,” provided
by Financial Executives International. In addition, visit the Institute of Management
Accountant’s Ethics Center at www.imanet.org/ethics for their members’ standards of
ethical conduct.

Creating a Positive Workplace Environment

Research results indicate that wrongdoing occurs less frequently when employees have
positive feelings about an entity than when they feel abused, threatened, or ignored.
Without a positive workplace environment, there are more opportunities for poor
employee morale, which can affect an employee’s attitude about committing fraud
against an entity. Factors that detract from a positive work environment and may
increase the risk of fraud include:

◾ Top management that does not seem to care about or reward appropriate behavior
◾ Negative feedback and lack of recognition for job performance
◾ Perceived inequities in the organization
◾ Autocratic rather than participative management
◾ Low organizational loyalty or feelings of ownership
◾ Unreasonable budget expectations or other financial targets
◾ Fear of delivering “bad news” to supervisors and/or management
◾ Less-than-competitive compensation
◾ Poor training and promotion opportunities
◾ Lack of clear organizational responsibilities
◾ Poor communication practices or methods within the organization

The entity’s human resources department often is instrumental in helping to build
a corporate culture and a positive work environment. Human resource professionals
are responsible for implementing specific programs and initiatives, consistent with

3 Although the discussion in this document focuses on fraud, the subject of fraud often is considered in the
context of a broader set of principles that govern an organization. Some organizations, however, may elect to
develop a fraud policy separate froman ethics policy. Specific examples of topics in a fraud policymight include
a requirement to comply with all laws and regulations and explicit guidance regarding making payments to
obtain contracts, holding pricing discussions with competitors, environmental discharges, relationships with
vendors, and maintenance of accurate books and records.

http://www.imanet.org/ethics
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management’s strategies, which can help to mitigate many of the detractors mentioned
above. Mitigating factors that help create a positive work environment and reduce the
risk of fraud may include:

◾ Recognition and reward systems that are in tandemwith goals and results
◾ Equal employment opportunities
◾ Team-oriented, collaborative decision-making policies
◾ Professionally administered compensation programs
◾ Professionally administered training programs and an organizational priority of

career development

Employees should be empowered to help create a positive workplace environment
and support the entity’s values and code of conduct. They should be given the opportu-
nity to provide input to the development and updating of the entity’s code of conduct,
to ensure that it is relevant, clear, and fair. Involving employees in this fashion also may
effectively contribute to the oversight of the entity’s code of conduct and an environ-
ment of ethical behavior (see the section titled “Developing an Appropriate Oversight
Process”).

Employees should be given the means to obtain advice internally before making
decisions that appear to have significant legal or ethical implications. They should
also be encouraged and given the means to communicate concerns, anonymously if
preferred, about potential violations of the entity’s code of conduct, without fear of
retribution. Many organizations have implemented a process for employees to report
on a confidential basis any actual or suspected wrongdoing, or potential violations of
the code of conduct or ethics policy. For example, some organizations use a telephone
“hotline” that is directed to ormonitored by an ethics officer, fraud officer, general coun-
sel, internal audit director, or another trusted individual responsible for investigating
and reporting incidents of fraud or illegal acts.

Hiring and Promoting Appropriate Employees

Each employee has a unique set of values and personal code of ethics. When faced with
sufficient pressure and a perceived opportunity, some employees will behave dishon-
estly rather than face the negative consequences of honest behavior. The threshold at
which dishonest behavior starts, however, will vary among individuals. If an entity is
to be successful in preventing fraud, it must have effective policies that minimize the
chance of hiring or promoting individuals with low levels of honesty, especially for posi-
tions of trust.

Proactive hiring and promotion procedures may include:

◾ Conducting background investigations on individuals being considered for employ-
ment or for promotion to a position of trust4

◾ Thoroughly checking a candidate’s education, employment history, and personal
references

4 Some organizations also have considered follow-up investigations, particularly for employees in positions of
trust, on a periodic basis (for example, every five years) or as circumstances dictate.
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◾ Periodic training of all employees about the entity’s values and code of conduct
(training is addressed in the following section)

◾ Incorporating into regular performance reviews an evaluation of how each individ-
ual has contributed to creating an appropriate workplace environment in line with
the entity’s values and code of conduct

◾ Continuous objective evaluation of compliance with the entity’s values and code of
conduct, with violations being addressed immediately

Training

New employees should be trained at the time of hiring about the entity’s values and
its code of conduct. This training should explicitly cover expectations of all employees
regarding (1) their duty to communicate certainmatters; (2) a list of the types ofmatters,
including actual or suspected fraud, to be communicated along with specific examples;
and (3) information on how to communicate those matters. There also should be an
affirmation from senior management regarding employee expectations and communi-
cation responsibilities. Such training should include an element of “fraud awareness,”
the tone of which should be positive but nonetheless stress that fraud can be costly (and
detrimental in other ways) to the entity and its employees.

In addition to training at the time of hiring, employees should receive refresher
training periodically thereafter. Some organizations may consider ongoing training
for certain positions, such as purchasing agents or employees with financial reporting
responsibilities. Training should be specific to an employee’s level within the organiza-
tion, geographic location, and assigned responsibilities. For example, training for senior
manager level personnel would normally be different from that of nonsupervisory
employees, and training for purchasing agents would be different from that of sales
representatives.

Confirmation

Management needs to clearly articulate that all employees will be held accountable to
act within the entity’s code of conduct. All employees within senior management and
thefinance function, aswell as other employees in areas thatmight be exposed tounethi-
cal behavior (for example, procurement, sales andmarketing) should be required to sign
a code of conduct statement annually, at a minimum.

Requiring periodic confirmation by employees of their responsibilities will not
only reinforce the policy but may also deter individuals from committing fraud and
other violations and might identify problems before they become significant. Such
confirmation may include statements that the individual understands the entity’s
expectations, has complied with the code of conduct, and is not aware of any violations
of the code of conduct other than those the individual lists in his or her response.
Although people with low integrity may not hesitate to sign a false confirmation, most
people will want to avoid making a false statement in writing. Honest individuals are
more likely to return their confirmations and to disclose what they know (including
any conflicts of interest or other personal exceptions to the code of conduct). Thorough
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follow-up by internal auditors or others regarding nonreplies may uncover significant
issues.

Discipline

The way an entity reacts to incidents of alleged or suspected fraud will send a strong
deterrent message throughout the entity, helping to reduce the number of future occur-
rences. The following actions should be taken in response to an alleged incident of fraud:

◾ A thorough investigation of the incident should be conducted.5

◾ Appropriate and consistent actions should be taken against violators.
◾ Relevant controls should be assessed and improved.
◾ Communication and training should occur to reinforce the entity’s values, code of

conduct, and expectations.

Expectations about the consequences of committing fraud must be clearly com-
municated throughout the entity. For example, a strong statement from management
that dishonest actions will not be tolerated, and that violators may be terminated
and referred to the appropriate authorities, clearly establishes consequences and can
be a valuable deterrent to wrongdoing. If wrongdoing occurs and an employee is
disciplined, it can be helpful to communicate that fact, on a no-name basis, in an
employee newsletter or other regular communication to employees. Seeing that other
people have been disciplined for wrongdoing can be an effective deterrent, increasing
the perceived likelihood of violators being caught and punished. It also can demonstrate
that the entity is committed to an environment of high ethical standards and integrity.

Evaluating Antifraud Processes and Controls

Neither fraudulent financial reporting nor misappropriation of assets can occur with-
out a perceived opportunity to commit and conceal the act. Organizations should be
proactive in reducing fraud opportunities by (1) identifying and measuring fraud risks,
(2) taking steps tomitigate identified risks, and (3) implementing andmonitoring appro-
priate preventive and detective internal controls and other deterrent measures.

Identifying and Measuring Fraud Risks

Management has primary responsibility for establishing and monitoring all aspects
of the entity’s fraud risk-assessment and prevention activities.6 Fraud risks often are
considered as part of an enterprise-wide risk management program, though they

5 Many entities of sufficient size are employing antifraud professionals, such as certified fraud examiners, who
are responsible for resolving allegations of fraud within the organization and who also assist in the detection
and deterrence of fraud. These individuals typically report their findings internally to the corporate security,
legal, or internal audit departments. In other instances, such individuals may be empowered directly by the
board of directors or its audit committee.
6 Managementmay elect to have internal audit play an active role in the development, monitoring, and ongo-
ing assessment of the entity’s fraud risk-management program. This may include an active role in the devel-
opment and communication of the entity’s code of conduct or ethics policy, as well as in investigating actual
or alleged instances of noncompliance.
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may be addressed separately.7 The fraud risk-assessment process should consider
the vulnerability of the entity to fraudulent activity (fraudulent financial reporting,
misappropriation of assets, and corruption) and whether any of those exposures could
result in a material misstatement of the financial statements or material loss to the
organization. In identifying fraud risks, organizations should consider organizational,
industry, and country-specific characteristics that influence the risk of fraud.

The nature and extent of management’s risk assessment activities should be com-
mensurate with the size of the entity and complexity of its operations. For example, the
risk assessment process is likely to be less formal and less structured in smaller entities.
However, management should recognize that fraud can occur in organizations of any
size or type, and that almost any employee may be capable of committing fraud given
the right set of circumstances. Accordingly, management should develop a heightened
“fraud awareness” and an appropriate fraud risk-management program,with oversight
from the board of directors or audit committee.

Mitigating Fraud Risks

It may be possible to reduce or eliminate certain fraud risks by making changes to
the entity’s activities and processes. An entity may choose to sell certain segments
of its operations, cease doing business in certain locations, or reorganize its business
processes to eliminate unacceptable risks. For example, the risk of misappropriation of
funds may be reduced by implementing a central lockbox at a bank to receive payments
instead of receiving money at the entity’s various locations. The risk of corruption may
be reduced by closely monitoring the entity’s procurement process. The risk of financial
statement fraud may be reduced by implementing shared services centers to provide
accounting services to multiple segments, affiliates, or geographic locations of an
entity’s operations. A shared services centermay be less vulnerable to influence by local
operations managers and may be able to implement more extensive fraud detection
measures cost-effectively.

Implementing and Monitoring Appropriate Internal Controls

Some risks are inherent in the environment of the entity, butmost can be addressedwith
an appropriate system of internal control. Once fraud risk assessment has taken place,
the entity can identify the processes, controls, and other procedures that are needed
to mitigate the identified risks. Effective internal control will include a well-developed
control environment, an effective and secure information system, and appropriate con-
trol and monitoring activities.8 Because of the importance of information technology

7 Some organizations may perform a periodic self-assessment using questionnaires or other techniques to
identify and measure risks. Self-assessment may be less reliable in identifying the risk of fraud due to a lack
of experience with fraud (although many organizations experience some form of fraud and abuse, material
financial statement fraud ormisappropriation of assets is a rare event formost) and becausemanagementmay
be unwilling to acknowledge openly that they might commit fraud given sufficient pressure and opportunity.
8 The report of the Committee of Sponsoring Organizations of the Treadway Commission, Internal Control—
Integrated Framework, provides reasonable criteria formanagement to use in evaluating the effectiveness of the
entity’s system of internal control.
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in supporting operations and the processing of transactions, management also needs
to implement and maintain appropriate controls, whether automated or manual, over
computer-generated information.

In particular, management should evaluate whether appropriate internal controls
have been implemented in any areas management has identified as posing a higher
risk of fraudulent activity, as well as controls over the entity’s financial reporting pro-
cess. Because fraudulent financial reporting may begin in an interim period, manage-
ment also should evaluate the appropriateness of internal controls over interimfinancial
reporting.

Fraudulent financial reporting by upper-level management typically involves over-
ride of internal controls within the financial reporting process. Because management
has the ability to override controls, or to influence others to perpetrate or conceal fraud,
the need for a strong value system and a culture of ethical financial reporting becomes
increasingly important. This helps create an environment inwhich other employeeswill
decline to participate in committing a fraud and will use established communication
procedures to report any requests to commit wrongdoing. The potential for manage-
ment override also increases the need for appropriate oversight measures by the board
of directors or audit committee, as discussed in the following section.

Fraudulent financial reporting by lower levels of management and employees may
be deterred or detected by appropriate monitoring controls, such as having higher-level
managers review and evaluate the financial results reported by individual operating
units or subsidiaries. Unusual fluctuations in results of particular reporting units, or
the lack of expected fluctuations, may indicate potential manipulation by departmental
or operating unit managers or staff.

Developing an Appropriate Oversight Process

To effectively prevent or deter fraud, an entity should have an appropriate oversight
function in place. Oversight can takemany forms and can be performed bymanywithin
and outside the entity, under the overall oversight of the audit committee (or board of
directors where no audit committee exists).

Audit Committee or Board of Directors

The audit committee (or the board of directors where no audit committee exists) should
evaluate management’s identification of fraud risks, implementation of antifraud mea-
sures, and creation of the appropriate “tone at the top.” Active oversight by the audit
committee can help to reinforce management’s commitment to creating a culture with
“zero tolerance” for fraud. An entity’s audit committee also should ensure that senior
management (in particular, the CEO) implements appropriate fraud deterrence and pre-
vention measures to better protect investors, employees, and other stakeholders. The
audit committee’s evaluation and oversight not only helps make sure that senior man-
agement fulfills its responsibility, but also can serve as a deterrent to senior manage-
ment engaging in fraudulent activity (that is, by ensuring an environment is created
whereby any attempt by senior management to involve employees in committing or
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concealing fraud would lead promptly to reports from such employees to appropriate
persons, including the audit committee).

The audit committee also plays an important role in helping the board of directors
fulfill its oversight responsibilities with respect to the entity’s financial reporting process
and the system of internal control.9 In exercising this oversight responsibility, the audit
committee should consider the potential for management override of controls or other
inappropriate influenceover thefinancial reportingprocess. For example, the audit com-
mittee may obtain from the internal auditors and independent auditors their views on
management’s involvement in the financial reporting process and, in particular, the
ability ofmanagement to override information processed by the entity’s financial report-
ing system (for example, the ability for management or others to initiate or record non-
standard journal entries). The audit committee alsomay consider reviewing the entity’s
reported information for reasonableness compared with prior or forecasted results, as
well as with peers or industry averages. In addition, information received in commu-
nications from the independent auditors10 can assist the audit committee in assessing
the strength of the entity’s internal control and the potential for fraudulent financial
reporting.

As part of its oversight responsibilities, the audit committee should encourage
management to provide amechanism for employees to report concerns about unethical
behavior, actual or suspected fraud, or violations of the entity’s code of conduct or
ethics policy. The committee should then receive periodic reports describing the nature,
status, and eventual disposition of any fraud or unethical conduct. A summary of
the activity, follow-up and disposition also should be provided to the full board of
directors.

If seniormanagement is involved in fraud, the next layer ofmanagementmay be the
most likely to be aware of it. As a result, the audit committee (and other directors) should
consider establishing anopen line of communicationwithmembers ofmanagement one
or two levels below seniormanagement to assist in identifying fraud at the highest levels
of theorganizationor investigatingany fraudulent activity thatmight occur.11 Theaudit
committee typically has the ability and authority to investigate any alleged or suspected
wrongdoing brought to its attention. Most audit committee charters empower the com-
mittee to investigate any matters within the scope of its responsibilities, and to retain
legal, accounting, and other professional advisers as needed to advise the committee
and assist in its investigation.

9 See the report of the National Association of Corporate Directors (NACD) Blue Ribbon Commission on the
Audit Committee, (Washington, D.C.: National Association of Corporate Directors, 2000). For the board’s role
in the oversight of risk management, see report of the NACD Blue Ribbon Commission on Risk Oversight,
(Washington, D.C.: National Association of Corporate Directors, 2002).
10 See AU-C section 265, Communicating Internal Control Matters Identified in an Audit (AICPA, Professional
Standards), and AU-C section 260, The Auditor’s Communication With Those Charged With Governance (AICPA,
Professional Standards).
11 TheReport of the NACD Best Practices Council: Coping with Fraud and Other Illegal Activity, A Guide for Directors,
CEOs, and Senior Managers (1998) sets forth “basic principles” and “implementation approaches” for dealing
with fraud and other illegal activity.
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All audit committee members should be financially literate, and each committee
should have at least one financial expert. The financial expert should possess:

◾ An understanding of generally accepted accounting principles and audits of
financial statements prepared under those principles. Such understanding may
have been obtained either through education or experience. It is important for
someone on the audit committee to have a working knowledge of those principles
and standards.

◾ Experience in the preparation and/or the auditing of financial statements of an
entity of similar size, scope and complexity as the entity on whose board the com-
mitteemember serves. The experiencewould generally be as a chief financial officer,
chief accounting officer, controller, or auditor of a similar entity. This background
will provide a necessary understanding of the transactional and operational
environment that produces the issuer’s financial statements. It will also bring an
understanding of what is involved in, for example, appropriate accounting esti-
mates, accruals, and reserve provisions, and an appreciation of what is necessary
to maintain a good internal control environment.

◾ Experience in internal governance and procedures of audit committees, obtained
either as an audit committee member, a senior corporate manager responsible for
answering to the audit committee, or an external auditor responsible for reporting
on the execution and results of annual audits.

Management

Management is responsible for overseeing the activities carried out by employees, and
typically does so by implementing andmonitoring processes and controls such as those
discussed previously. However, management also may initiate, participate in, or direct
the commission and concealment of a fraudulent act. Accordingly, the audit committee
(or the board of directorswhere no audit committee exists) has the responsibility to over-
see the activities of senior management and to consider the risk of fraudulent financial
reporting involving the override of internal controls or collusion (see discussion on the
audit committee and board of directors above).

Public companies should include a statement in the annual report acknowledging
management’s responsibility for the preparation of the financial statements and for
establishing and maintaining an effective system of internal control. This will help
improve the public’s understanding of the respective roles of management and the
auditor. This statement has also been generally referred to as a “Management Report”
or “Management Certificate.” Such a statement can provide a convenient vehicle for
management to describe the nature and manner of preparation of the financial infor-
mation and the adequacy of the internal accounting controls. Logically, the statement
should be presented in close proximity to the formal financial statements. For example,
it could appear near the independent auditor’s report, or in the financial review or
management analysis section.
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Internal Auditors

An effective internal audit team can be extremely helpful in performing aspects of the
oversight function. Their knowledgeabout the entitymayenable themto identify indica-
tors that suggest fraud has been committed. The Standards for the Professional Practice of
Internal Auditing (IIA Standards), issued by the Institute of Internal Auditors, state, “The
internal auditor should have sufficient knowledge to identify the indicators of fraud but
is not expected to have the expertise of a person whose primary responsibility is detect-
ing and investigating fraud.” Internal auditors also have the opportunity to evaluate
fraud risks and controls and to recommend action to mitigate risks and improve con-
trols. Specifically, the IIA Standards require internal auditors to assess risks facing their
organizations. This risk assessment is to serve as the basis from which audit plans are
devised and against which internal controls are tested. The IIA Standards require the
audit plan to be presented to and approved by the audit committee (or board of direc-
tors where no audit committee exists). The work completed as a result of the audit plan
provides assurance on which management’s assertion about controls can be made.

Internal audits can be both a detection and a deterrence measure. Internal audi-
tors can assist in the deterrence of fraud by examining and evaluating the adequacy
and the effectiveness of the system of internal control, commensurate with the extent
of the potential exposure or risk in the various segments of the organization’s opera-
tions. In carrying out this responsibility, internal auditors should, for example, deter-
mine whether:

◾ The organizational environment fosters control consciousness.
◾ Realistic organizational goals and objectives are set.
◾ Written policies (for example, a code of conduct) exist that describe prohibited activ-

ities and the action required whenever violations are discovered.
◾ Appropriate authorization policies for transactions are established andmaintained.
◾ Policies, practices, procedures, reports, and other mechanisms are developed to

monitor activities and safeguard assets, particularly in high-risk areas.
◾ Communication channels provide management with adequate and reliable

information.
◾ Recommendations need to be made for the establishment or enhancement of

cost-effective controls to help deter fraud.

Internal auditors may conduct proactive auditing to search for corruption,
misappropriation of assets, and financial statement fraud. This may include the use
of computer-assisted audit techniques to detect particular types of fraud. Internal
auditors also can employ analytical and other procedures to isolate anomalies and
perform detailed reviews of high-risk accounts and transactions to identify potential
financial statement fraud. The internal auditors should have an independent reporting
line directly to the audit committee, to enable them to express any concerns about
management’s commitment to appropriate internal controls or to report suspicions or
allegations of fraud involving senior management.
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Independent Auditors

Independent auditors can assist management and the board of directors (or audit com-
mittee) by providing an assessment of the entity’s process for identifying, assessing, and
responding to the risks of fraud. Those charged with governance, such as the board of
directors or audit committee, should have an open and candid dialogue with the inde-
pendent auditors regarding management’s risk assessment process and the system of
internal control. Such a dialogue should include a discussion of the susceptibility of the
entity to fraudulent financial reporting and the entity’s exposure to misappropriation
of assets.

Certified Fraud Examiners

Certified fraud examiners may assist the audit committee and board of directors with
aspects of the oversight process either directly or as part of a team of internal auditors
or independent auditors. Certified fraud examiners can provide extensive knowledge
and experience about fraud that may not be available within a corporation. They can
provide more objective input into management’s evaluation of the risk of fraud (espe-
cially fraud involving senior management, such as financial statement fraud) and the
development of appropriate antifraud controls that are less vulnerable to management
override. They can assist the audit committee and board of directors in evaluating the
fraud risk assessment and fraud prevention measures implemented by management.
Certified fraud examiners also conduct examinations to resolve allegations or suspicions
of fraud, reporting either to an appropriate level of management or to the audit com-
mittee or board of directors, depending upon the nature of the issue and the level of
personnel involved.

Other Information

To obtain more information on fraud and implementing antifraud programs and con-
trols, please go to the followingWeb siteswhere additionalmaterials, guidance, and tools
can be found.

American Institute of Certified Public Accountants www.aicpa.org
Association of Certified Fraud Examiners www.cfenet.com
Financial Executives International www.fei.org
Information Systems Audit and Control Association www.isaca.org
The Institute of Internal Auditors www.theiia.org
Institute of Management Accountants www.imanet.org
National Association of Corporate Directors www.nacdonline.org
Society for Human Resource Management www.shrm.org

http://www.aicpa.org
http://www.cfenet.com
http://www.fei.org
http://www.isaca.org
http://www.theiia.org
http://www.imanet.org
http://www.nacdonline.org
http://www.shrm.org


A P P E N D I X

ATTACHMENT 1: AICPA “CPA’S HANDBOOK OF FRAUD AND
COMMERCIAL CRIME PREVENTION” CODE OF CONDUCT

The following is an example of an organizational code of conduct, which includes defini-
tions of what is considered unacceptable, and the consequences of any breaches thereof.
The specific content and areas addressed in an entity’s code of conduct should be specific
to that entity.

Organizational Code of Conduct

The Organization and its employees must, at all times, comply with all applicable laws
and regulations. The Organizationwill not condone the activities of employees who
achieve results through violation of the law or unethical business dealings. This
includes any payments for illegal acts, indirect contributions, rebates, and bribery.
The Organization does not permit any activity that fails to stand the closest possible
public scrutiny.

All business conduct should be well above the minimum standards required by law.
Accordingly, employees must ensure that their actions cannot be interpreted as
being, in any way, in contravention of the laws and regulations governing the
Organization’s worldwide operations.

Employees uncertain about the application or interpretation of any legal requirements
should refer the matter to their superior, who, if necessary, should seek the advice
of the legal department.
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General Employee Conduct

The Organization expects its employees to conduct themselves in a businesslike man-
ner. Drinking, gambling, fighting, swearing, and similar unprofessional activities
are strictly prohibited while on the job.

Employees must not engage in sexual harassment, or conduct themselves in a way that
could be construed as such, for example, by using inappropriate language, keeping
or posting inappropriate materials in their work area, or accessing inappropriate
materials on their computer.

Conflicts of Interest

The Organization expects that employees will perform their duties conscientiously, hon-
estly, and in accordancewith the best interests of the Organization. Employeesmust
not use their position or the knowledge gained as a result of their position for pri-
vate or personal advantage. Regardless of the circumstances, if employees sense that
a course of action they have pursued, are presently pursuing, or are contemplating
pursuingmay involve them in a conflict of interest with their employer, they should
immediately communicate all the facts to their superior.

Outside Activities, Employment, and Directorships

All employees share a serious responsibility for the Organization’s good public relations,
especially at the community level. Their readiness to helpwith religious, charitable,
educational, and civic activities brings credit to theOrganization and is encouraged.
Employees must, however, avoid acquiring any business interest or participating in
any other activity outside the Organization that would, or would appear to:

◾ Create an excessive demand upon their time and attention, thus depriving the
Organization of their best efforts on the job.

◾ Create a conflict of interest—an obligation, interest, or distraction—that may
interfere with the independent exercise of judgment in the Organization’s best
interest.

Relationships with Clients and Suppliers

Employees should avoid investing in or acquiring a financial interest for their own
accounts in any business organization that has a contractual relationship with
the Organization, or that provides goods or services, or both to the Organization, if
such investment or interest could influence or create the impression of influencing
their decisions in the performance of their duties on behalf of the Organization.

Gifts, Entertainment, and Favors

Employees must not accept entertainment, gifts, or personal favors that could, in any
way, influence, or appear to influence, business decisions in favor of any person or
organization with whom or with which the Organization has, or is likely to have,
business dealings. Similarly, employees must not accept any other preferential
treatment under these circumstances because their position with the Organization
might be inclined to, or be perceived to, place them under obligation.
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Kickbacks and Secret Commissions

Regarding the Organization’s business activities, employees may not receive payment
or compensation of any kind, except as authorized under the Organization’s remu-
neration policies. In particular, the Organization strictly prohibits the acceptance of
kickbacks and secret commissions from suppliers or others. Any breach of this rule
will result in immediate termination and prosecution to the fullest extent of the law.

Organization Funds and Other Assets

Employees who have access to Organization funds in any form must follow the pre-
scribed procedures for recording, handling, and protectingmoney as detailed in the
Organization’s instructional manuals or other explanatory materials, or both. The
Organization imposes strict standards to prevent fraud and dishonesty. If employees
become aware of any evidence of fraud and dishonesty, they should immediately
advise their superior or the Law Department so that the Organization can promptly
investigate further.

When an employee’s position requires spending Organization funds or incurring
any reimbursable personal expenses, that individual must use good judgment
on the Organization’s behalf to ensure that good value is received for every
expenditure.

Organization fundsandall other assets of theOrganizationare forOrganizationpurposes
only and not for personal benefit. This includes the personal use of organizational
assets, such as computers.

Organization Records and Communications

Accurate and reliable records of many kinds are necessary to meet the Organization’s
legal and financial obligations and to manage the affairs of the Organization. The
Organization’s books and recordsmust reflect in an accurate and timelymanner all
business transactions. The employees responsible for accounting and recordkeep-
ing must fully disclose and record all assets, liabilities, or both, and must exercise
diligence in enforcing these requirements.

Employees must not make or engage in any false record or communication of any kind,
whether internal or external, including but not limited to:

◾ False expense, attendance, production, financial, or similar reports and state-
ments

◾ False advertising, deceptive marketing practices, or other misleading represen-
tations

Dealing with Outside People and Organizations

Employees must take care to separate their personal roles from their Organization
positions when communicating on matters not involving Organization business.
Employees must not use organization identification, stationery, supplies, and
equipment for personal or political matters.

When communicating publicly on matters that involve Organization business, employ-
ees must not presume to speak for the Organization on any topic, unless they are
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certain that the views they express are those of the Organization, and it is the Orga-
nization’s desire that such views be publicly disseminated.

When dealing with anyone outside the Organization, including public officials, employ-
ees must take care not to compromise the integrity or damage the reputation of
either the Organization, or any outside individual, business, or government body.

Prompt Communications

In all matters relevant to customers, suppliers, government authorities, the public
and others in the Organization, all employees must make every effort to achieve
complete, accurate, and timely communications—responding promptly and
courteously to all proper requests for information and to all complaints.

Privacy and Confidentiality

When handling financial and personal information about customers or others with
whom the Organization has dealings, observe the following principles:
1. Collect, use, and retain only the personal information necessary for the

Organization’s business. Whenever possible, obtain any relevant information
directly from the person concerned. Use only reputable and reliable sources to
supplement this information.

2. Retain information only for as long as necessary or as required by law. Protect
the physical security of this information.

3. Limit internal access to personal information to those with a legitimate busi-
ness reason for seeking that information.Use only personal information for the
purposes forwhich itwas originally obtained. Obtain the consent of the person
concerned before externally disclosing any personal information, unless legal
process or contractual obligation provides otherwise.
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ATTACHMENT 2: FINANCIAL EXECUTIVES INTERNATIONAL
CODE OF ETHICS STATEMENT

The mission of Financial Executives International (FEI) includes significant efforts to
promote ethical conduct in the practice of financialmanagement throughout theworld.
Senior financial officers hold an important and elevated role in corporate governance.
While members of the management team, they are uniquely capable and empowered
to ensure that all stakeholders’ interests are appropriately balanced, protected, and pre-
served. This code provides principles that members are expected to adhere to and advo-
cate. They embody rules regarding individual andpeer responsibilities, aswell as respon-
sibilities to employers, the public, and other stakeholders.

All members of FEI will:

1. Act with honesty and integrity, avoiding actual or apparent conflicts of interest in
personal and professional relationships.

2. Provide constituents with information that is accurate, complete, objective, rele-
vant, timely, and understandable.

3. Comply with rules and regulations of federal, state, provincial, and local govern-
ments, and other appropriate private and public regulatory agencies.

4. Act in good faith; responsibly; and with due care, competence, and diligence, with-
out misrepresenting material facts or allowing one’s independent judgment to be
subordinated.

5. Respect the confidentiality of information acquired in the course of one’s work
except when authorized or otherwise legally obligated to disclose. Confidential
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information acquired in the course of one’s work will not be used for personal
advantage.

6. Share knowledge and maintain skills important and relevant to constituents’
needs.

7. Proactively promote ethical behavior as a responsible partner among peers, in the
work environment, and in the community.

8. Achieve responsible use of and control over all assets and resources employed or
entrusted. [Revised, April 2007, to reflect confirming changes necessary due to the
issuance of Statement on Auditing Standards No. 114.]
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Understanding Fraud Risk
Assessment

SOME THINK OF fraud as a rare event, but it is really not that rare. Almost every
long-lived organization has a tale of woe based on a past incident. They are the
lucky ones, as many businesses no longer exist because they were drained by

fraudsters. In groups of auditors to whom I have asked the question, almost every expe-
rienced auditor indicated that they have had a client impacted by fraud, and some of the
stories are incredible.

Underlying the researched cases of fraud, misstated financial statements, and
alleged audit failures lay discovered weaknesses in internal control. This linkage led to
the current SOX requirements to publicly report on internal controls after the massive
frauds and rise in restatements in the early 2000s.

SOXprojectmembers andauditorsmaybenefit fromreviewing some common fraud
scenarioswhen sharpening their awareness of fraud risks, leading tomore contributions
to risk and fraud brainstorming sessions during the SOX scoping phase.

SOME COMMON FRAUD RISK AREAS AND SCHEMES

This is certainly not an exhaustive list of risk areas to consider, but in the self-defense of
the entity, these are a few of the areas you might think through, particularly as you are
reviewing the controls in these areas. Such considerations can also be introduced into
the suggestedbrainstorming sessions for entities and the requiredauditor brainstorming
sessions.
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Sales and Cash Receipts

The following points describe some common revenue- and cash-based schemes:

◾ Common risks can include not even recording certain sales and funneling the
money outside the entity. Such “skimming” can be hard to detect, but declining
profit margins can be a sign. “Under-ringing” sales also allows the siphoning off of
a part of the sale money. Directly skimming cash receipts is not uncommon (and
frightfully hard to detect).

◾ In some cases, sales are actually diverted to another supplier by a sales person, and
a kickback greater than the usual (“skimpy”) commission comes back to the sales-
person for the referral.

◾ The deliberate underpricing of sales can lead to a kickback for those authorizing the
order.

◾ Lappingof receipts canoccurwhencash customer receipts are takenand the sales to
those customers are “covered” on the books by later receipts from other customers
that are credited to the stolen cash customer accounts.Watch for mismatched cash
payments (over- and underpayments of amount due).

◾ Bogus credit memoranda can be issued or returns and allowances can be diverted
for personal gain. In one case, cash deposits on rental furniture were diverted and
never deposited, but refunds of “deposits” were expended from company funds on
presentation of the deposit receipt.

Purchasing and Cash Disbursements

Amyriad of possibilities in purchasing and cash can go on here.

◾ Purchasing departments are notorious breeding grounds for kickback schemes,
where suppliers reward “faithful” purchasers of their product.

◾ Kickback schemes can also exist where other services (e.g., landscaping, painting,
driveway paving, etc.) are contracted for at higher-than-competitive rates and the
monies diverted back to the inside contracting person. Sometimes the billed-for
work is not even performed (are you an electrical inspector?). Overpriced janitorial
supplies are practically legendary in fraud annals.

◾ Goods that are “under spec” can be substituted for ordered items, resulting in defec-
tive goods. Consider the liability when airplane engine bolts are defective.

◾ Merchandise can sometimes be ordered through the entity but delivered or diverted
to an employee’s personal use.

◾ Unreasonable expense reimbursement requests can divert company funds.
◾ Legitimate purchase rebates for business purchases can be able to be diverted to per-

sonal gain when the rebate form is completed in the employee’s name.
◾ Petty cash (it may not be petty to someone) used to be an area of audit interest but

is generally ignored in the financial audit today. It is still a great source of fictional
writing. The petty cash (and cash advance) teller for a large CPA firmwas fired and
prosecuted after 20 years of service for theft. While the auditor payout limit was
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$100, there were thousands of dollars behind the window. Pay attention to any-
thing that is cash.

Payroll

The following points describe some common payroll-based schemes:

◾ In smaller businesses, it is usual to recognize when a bogus employee is being paid,
but in a large organization, how is this risk addressed?

◾ Is there anything wrong with giving yourself, as the payroll clerk, a raise for a few
weeks or months during the year? Just make sure to put the correct payroll amount
in the period before the auditors show up, since they usually test the latest payroll.

◾ Another opportunity is to have other employees pay part of your (the payroll clerk’s)
taxes for you, and make sure to give yourself full credit on your payroll tax forms.
Uncle Sam himself will send you the payoff check in the form of a refund.

◾ Expense reimbursements are a notorious area for creative writing. Let’s generate
some expenses! Got a sure thing in the eighth race.

Equipment, Inventory, and Anything Not Bolted Down

While employees might covet a painting or a vase, the loss of office equipment, par-
ticularly computers, is common and potentially disastrous to a business or entity. In
office buildings, these thefts often occur at night or over the weekend. Some brazenly
occur during office hours. An “insider” leaving the outside back door open (or taping
the lock so that the lock will not latch) or a complicit cleaning staff person may set this
up. Having notmade timely data backups all of a sudden becomes a big issue, as all your
records are somewhere but not in your office. Now, do not think that the fact that you
have a password on the computer renders it useless. Au contraire—many computers
wind up being disassembled and partitioned for parts. In other cases, skilled hackers
can usually get data off the hard drive if they want it and/or can wipe the disk clean
and reinstall software. Such thefts also carry the risk that personal information about
employees might be exposed, in violation of federal or state privacy acts and subjecting
the entity to significant fines.

Personal Information Risks

What makes the laws protecting personal data really bad news for you is that state and
federal laws now hold entities responsible if an individual’s unencrypted personal data
(e.g., Social Security number, driver’s license, access information to a financial account)
is lost.

For example, in 2003, California passed a law dealing with identity theft, privacy,
and security issues. Under this law, a state agency, person, or business that conducts
business in California that owns or licenses computerized data that includes personal
information must disclose any breach of the security of the data to the data owner. For
more details of the law’s requirements, see California Civil Code Sections 1798.82 and
1798.29. In similar legislation in December 2005, the New York State Information
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Security Breach and Notification Act became effective with similar provisions. The law
was prompted by high number of information security breaches that occurred in 2005
as well as the information breach at ChoicePoint. The time to start considering the risks
of information loss and having unencrypted data is not the day after the equipment and
data take a walk.

Consult with your business advisor regarding such risks. A lot of commerce in the
United States goes on in California and New York.

If privacy issues are important to you, you might want to visit www.business.ftc
.gov/privacy-and-security/data-security.

Inventory Mischief

In some cases, inventory frauds have taken on massive proportions, such as the Great
Salad Oil Swindle, where storage tanks of “oil” were filled with water and a skim of oil
floated on top to “coat” the measuring rods. While auditors worked through the maze
of seemingly similar (and in actuality the same) storage tanks, workers were also busy
renumbering them so that “new” ones could be tested. This stuff is too good even to
make up.

In other cases, inventory was deliberately moved to where the inventory counts
were going to happen so that the counts would agree with the accounting records in
those locations. This hides shortages in those locations. This scam has happened in the
retail industry and in trailer leasing businesses. Sure, announce to the entity when and
where the counts are going to happen well in advance.

Most inventory frauds “fall over” at some point and get discovered. I would pick a
better fraud than this type if I had such intentions.

FRAUD TRIANGLE

The general concept of the fraud triangle was introduced in earlier literature but refined
in SASNo. 99,Consideration of Fraud in a Financial Statement Audit (2002).12 The concept
is that many frauds share common characteristics, including:

◾ Motivation.
◾ Opportunity.
◾ Rationalization.

The first is easy to understandwhenmoney is involved, but there can be othermoti-
vations of equal or greater force. Some frauds can also be motivated by a person’s need
for power, ego, or revenge. If themoneywas notworth the crime, look for the othermoti-
vations, as they are probably the key.

12 In 2012, the AICPA began implementation of its revised “clarified” standards. This fraud standard is now
re-codified in AU-C Section 240. The PCAOB continues to codify SASNo. 99with revisions in its interim stan-
dards, AU Section 316.

http://www.business.ftc.gov/privacy-and-security/data-security
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Opportunity is, of course, a major contributor. In an environment of well-designed
controls, adequate management oversight, and employee ethical standards, the oppor-
tunities are greatly reduced. At least the simple, stupid schemes that will make you
ashamed you did not detect them in the first place will not haunt you. Better to be
defrauded with pride by a clever scheme than be shammed by ineptness. Make them
work at it!

A new wrinkle in the equation that was enumerated in this recent auditing stan-
dard seems to be how people doing these sorts of things seem to find a rationale for their
actions and get up and look themselves in the mirror every day. Some of these ratio-
nalizations are time-worn, but they do creep into the picture when needed to “justify”
the fraud:

◾ I always intended it be a loan.
◾ As soon as I hit the lottery, I was going to repay themonies (the gambler’s promise).
◾ I could not help myself.
◾ I am underpaid, and this just balances things out more. (Earth to fraudster: We are

all underpaid, except maybe for a few guys onWall Street, who think they are too.)
◾ Nobody seemed to care or notice, so I thought it was okay.
◾ They have plenty.
◾ I really needed themoney (for the boat, house, boathouse, fur coat, jewelry, vacation

home, face-lift, etc.).
◾ I could not let [insert family relation or close personal friend’s name here] see me in

this situation.
◾ My [insert family relation here, also] was going to [leave/shame/kill me] if I was not

able to get them a [insert name of worldly good here].

As you can see, motivation and rationalization can be tied together, with some fac-
tors providing two legs of the three-legged stool. Once in a while we read stories about
family medical bills, personal tragedies, and other issues in life that can be devastating,
motivating fraud. Often it is pride and shame that keep people from seeking help that is
available in our society to get though these issues. An open and compassionatemanage-
ment or human resources function can be a great support to those in need and often can
help employees find solutions within the law. Imagine how difficult things will be when
fraudsters are incarcerated or are unable to find any work because of a criminal record.
Howmuch help will they be to their family and those in true need from that position?

DETECTING FRAUD

As an auditor by profession, I find it embarrassing how few frauds are actually detected
during independent audits. While management stares dumbfounded at frauds that are
found by accident and says, “That’s what I hired you for,” the reality is that financial
statement audits are not “forensic,” and management would not be willing (or perhaps
able) to pay for a true forensic audit every year. The auditor plans the audit to findmate-
rial misstatement of the financial statements from error or fraud, but many frauds are
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clever enough to escape detectionuntil they are quite large—andby that time, they often
stand out like a sore thumb.

Most frauds that involve numbers in the financial statements eventually fall over
of their own weight. For example, inventory frauds often need to keep increasing each
year to keep the ball rolling, and they grow so large that detection is just amatter of time.
Non-accountants sometimes donot realize that an overstatement of ending inventory in
year 1winds up as additional “costs of sales” in year 2, depressing profits by the amount
that last year they were raised. Double-entry bookkeeping can be the demise of many a
fraudster.

More frauds are detected because of a tip—someone says something—than by any
other means. The majority of frauds today are detected either by tips or by accident.
In small businesses, accidental discovery actually exceeds tips slightly as the source of
detection.

Better internal controls, more auditor attention to controls design, and more fraud
awareness should change these statistics over time.
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Control Environment

THE CONTROL ENVIRONMENT sets the overall tone of the entity. It influences the
control consciousness of the people within the organization and is the founda-
tion for all other components of internal control. Various writings have stated

the critical importance of this component in the overall Framework. Indeed, it holds a
trump card role in the overall assessment, as it is difficult to imagine an effective sys-
tem of internal control with a defective control environment. Management override of
controls, a common element inmany frauds, shows how controls over transactions and
policies and procedures can be defeated by the willful action of executives and senior
management. Additional tools have been encouraged to mitigate allowing such actions
to go unnoticed or unchallenged; these include the antifraud controls of hotline report-
ing and the implementation of whistleblowing laws meant to protect employees who
report issues.

While a superior control environment may go a long way toward an assessment of
effective controls, it cannot carry the weight of the whole assessment, as all the vari-
ous components need to be working in an integrated fashion to be able to conclude the
controls over financial reporting are effective. In addition, the principles in this compo-
nent ask for subjective judgments, reducing the precisionwithwhich these assessments
are made.

Following is a discussion of the principles highlighted in the revised Framework that
contribute to an effective control environment.
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PRINCIPLE 1: COMMITMENT TO INTEGRITY
AND ETHICAL VALUES

The effectiveness of internal control cannot rise above the integrity and ethical values
of the senior management and their expectations for the rest of the company and in the
company’s business practices. Integrity and ethical values are essential elements of the
control environment because they affect the design, administration, and monitoring of
other internal control components.

Managementmay tell you a great deal about their integrity and ethical values. They
may even commit their words to a written document. Responses to inquiries and written
policies are good, but the COSO report makes it clear that the effectiveness of an entity’s
control environment depends primarily onmanagement’s actions andhow these actions
affect the entity on a day-to-day basis. In general, themore specific the code or guideline
is in defining ethical or unethical behavior, the more helpful it is in guiding actions, but
when it is too narrowly worded, it can encourage abuses by individuals focusing just on
the words rather than the concept.

Subsets of the principle (points of focus) help define the boundaries of the principle
and help provide direction to obtaining evidence that would support the effectiveness of
the principle. These points include:

◾ Tone at the top.
◾ Standards of conduct.
◾ Evaluates adherence to the standards.
◾ Addresses deviations in a timely manner.

In order for management’s integrity and ethical values to have a positive impact on
the entity:

◾ The business owner of executives andmanagement must personally have high eth-
ical and behavioral standards.

◾ These standards must be communicated to company personnel and understood. In
a small business, this communication is often less formal.

◾ The standards must be reinforced. Over time, messages tend to lose their desired
effect. They must be brought to the forefront again and again to have a lasting
impact. Different delivery mechanisms can be used (e.g., direct one-to-one commu-
nication, broadcast e-mails, training, andmeeting discussions) to vary the delivery,
but not the message.

Through its actions, management can demonstrate its ethical values in a number
of ways, including these:

◾ Ensuring that management adheres to the same principles it expects from its
employees.
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◾ Dealing with actual problems in a professional and serious way. Consider how
management deals with signs that problems exist, particularly when the cost of
identifying and solving the problem could be high. For example, suppose that senior
management became aware of a possible environmental contamination on the
premises. How would they react? Would they try to hide it, deny its existence, or
act evasively if asked about it? Or would they actively seek advice on how to best
handle the situation?

◾ Removal or reduction of unproductive incentives and temptations. Individuals may
engage in dishonest, illegal, or unethical acts simply because the owner-manager
gives them strong incentives to do so, such as oversize bonuses or other rewards or
temptations. Removing or reducing these incentives and temptations can go a long
way toward diminishing undesirable behavior.

An entity provided a very generous commission for sales of a highly aggressive
tax shelter to high-worth individuals and corporations. The commissions paid

were enough to encourage the employee to retire from the entity shortly after the
commissions were paid.

Might such an incentive be counterproductive to the entity? What does it say
about the care that is needed in designing the incentive program?

The overemphasis on accounting results, particularly in the short term, fosters an
environment in which the price of failure becomes very high. Incentives for engaging in
fraudulent or questionable financial reporting practices include:

◾ Pressure to meet unrealistic performance targets, particularly for short-term
results.

◾ Intimidation and threats of job loss.
◾ Rewards dependent on high performance.
◾ Overly generous rewards for meeting specific targets.
◾ Upper and lower cutoffs on bonus plans, focusing attention on meeting the thresh-

old issue and encouraging the manipulating of the timing of transactions.

Temptations for management and employees to engage in improper practices
include:

◾ Nonexistent or ineffective controls, such as poor segregation of duties in sensitive
areas that offer temptations to steal or conceal questionable financial reporting
practices. As another example, the issuance of company business credit cards with
insufficient guidelines for use and poor enforcement of the policies for use.

◾ Senior management that is unconcerned with details of the business operations,
allowing exceptions to business policies. Some entities are led by technical subject
experts (e.g., doctors, chemists, clergy) who have mission-specific interests but no
specific business experience, acumen, or even interest.



102 ◾ Control Environment

◾ Penalties for improper behavior that are insignificant or unpublicized and thus lose
their value as deterrents.

◾ Management intervention. There are certain situations inwhich it is appropriate for
management to intervene and override prescribed policies or procedures for legiti-
mate purposes. For example, management intervention is usually necessary to deal
with nonrecurring and time-sensitive transactions or events that otherwise might
not be handled timely by the accounting system. COSO guidance recommends that
management provide discussion on the situations and frequency with which inter-
vention of established controls is appropriate. Post-review and approval by a level
higher than the authorizing person can be an effective solution that still facilitates
meeting business goals. Occurrences of management intervention should be docu-
mented and explained. “Silent” overrides connote a different environment.

Management’s philosophy and operating style encompass a broad range of charac-
teristics. Such characteristics may include:

◾ Senior management’s approach to taking and monitoring business risks. See Prin-
ciple 7, Identifies and Assesses Risk.

◾ Attitudes and actions toward financial reporting and tax matters (e.g., pushing
aggressive accounting or tax positions).

◾ Excessive emphasis on meeting budget, profit, and other financial and operating
goals.

Management’s philosophy and operating style, elements of this component, have a
significant influence on the control environment, regardless of the consideration given
to the other control environment factors.

While this may be a judgment call, signs of problems can often be discerned in:

◾ Frequent turnover in key management accounting positions (especially finance-
and accounting-related positions).

◾ Long-vacant key accounting or finance-related positions.
◾ Overall personal attitudes and work ethic of personnel.
◾ Complaints regarding the actions of senior executives.

Do service organizations that the entity relies on for important functions have a
satisfactory commitment to integrity and ethical values? As an extension of the entity,
actions of the service organization can reflect on the entity and not only cause reputa-
tional harm but lead to financial misstatements affecting reporting quality. The revised
Framework brings this issue to the forefront. It will be a new concept for many entities
to consider.

Obtaining evidence of meeting this principle usually involves several procedures,
as well as being generally observant and sensitive to these issues on a regular basis.
To assess the tone at the top, attitudes of a wide variety of entity personnel, perhaps
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gathered through observation and/or survey questions, may provide important input.
The choice of written or oral input and the approach to asking the questions (e.g., a
special-purpose survey or adding some questions in conjunction with walk-throughs,
control tests, or other activities) is a matter for judgment, and some mixture of
approaches may be used. Variation in the techniques and approaches over time may
help ensure representative and valid inputs. Developing questionnaires and forming
inquiries are addressed in more detail in Chapters 8 and 9.

While one should read any mission statement, code of conduct, or ethics policy
for content, as the mere existence of these documents is not sufficient. Are the policies
understood and read? Are there procedures in place to make sure that these statements
are periodically reviewed? Larger organizationsmay require an annual signed employee
statement regarding reading and agreeingwith such policies. If so, a census (all) or sam-
pling of the compliance records can be an objective source of evidence. Smaller entities
may discuss these policies inmeetings, and thusmeetingminutesmay provide some evi-
dence supporting the assertion. Surveys and interviews can be designed to test for the
awareness and attitudes toward the policies.

Enforcement of the standards established is important to their effective imple-
mentation. Is there a record of reports and dispositions regarding ethical and human
resource (HR) complaints that involve management and employees? If so, can it be
tested for completeness and accuracy? Understanding the resolutions to some or all of
the identified issues, you will also gain evidence about the timeliness of the response,
another point of focus. Interviews can also be conducted to confirm the accuracy
and completeness of the reported incidents and their resolution. Inquiries regarding
any related legal challenges in process may reveal issues handled outside the normal
processes. Major issues should be identified by management proactively, and failure
to be forthright in such circumstances also reflects on management and the tone at
the top.

Acorporate entity fired its controller because he had overstated business
expenses to finance his gambling habit. The auditing standards (e.g., those

of the Public Company Accounting Oversight Board [PCAOB] and American
Institute of Certified Public Accountants [AICPA]) define fraud of any magnitude on
the part of senior personnel to be an indicator of a material weakness. So far,
so good.

A lesser-qualified employee with limited experience was promoted into the
position, and the fired controller was hired back as a paid consultant to support
some aspects of the accounting function.

What kind of signal does this send to other personnel about misconduct?
Does the promotion of the marginally qualified employee send another message
regarding Principle 4, Commitment to Competence?

Later, errors in judgment as a result of the controller’s competence deficiencies
allowed accounting errors that led to misstated financial statements and
contributed to the woes of the entity as it eventually headed into bankruptcy.
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PRINCIPLE 2: BOARD OF DIRECTORS (GOVERNANCE)
DEMONSTRATES INDEPENDENCE FROM MANAGEMENT AND
EXERCISES OVERSIGHT OF THE DEVELOPMENT AND
PERFORMANCE OF INTERNAL CONTROL

When organizational leadership extends beyond a single business owner, the role that
leadership plays is of critical importance. The COSO guidance is mostly written from
the perspective of the usual corporate structure of a board and audit committee. When
adapting that guidance to other entities, it can be difficult to identify parallel structures
in other situations. For example, what is the board and audit committee equivalent in
a municipality or in a proprietorship or in a church? In some cases, an elected munic-
ipal township committee might provide certain oversight; in other cases, the business
manager serves in all these roles. Some church structures concentrate responsibility in
theminister; in other denominations, the congregation is supposed to provide oversight
and take responsibility for the operations of the entity. The term governance is used in
the AICPA auditing standards because of these different structures in the noncorporate
world. It is sometimes necessary to evaluate the organization to identify who is respon-
sible for the governance function before tackling this principle. As organizations change
over time, the governance functionmay indeed change. In any case, the term governance
(in its different forms) is the focal point here.

The points of focus here help direct the gathering of evidence to support the
principle:

◾ Establishes oversight responsibilities.
◾ Applies relevant expertise.
◾ Operates independent frommanagement.
◾ Provides oversight for the system of internal control.

Granted, it will be difficult or impossible in some simpler business circumstances to
separate governance from management and find evidence of independence unless the
owner has a split personality. In such cases, are there any mechanisms that help pro-
vide some independent oversight to the business operations? If not, that might indicate
amaterialweakness that is hard to correctwithout impositionof another business struc-
ture. The point here is that although the weakness is inherent in the business structure,
it still counts as a weakness from a COSO or auditing standards perspective.

Although principles are intended to be applicable to every type of entity, there is an
opportunity to provide an explanation as to why a particular point of focus might not
be relevant to an entity. That may indeed be the case here with some entities like small
proprietorships. However, even in such cases, the proprietor should be concerned about
internal control, and the last point of focus is still relevant. Considering the expertise
of the proprietor and how it is brought to bear on entity management might also be
relevant to even smaller entities. One should not be too quick to dismiss a point of focus
just because the wording of the concept does not appear to apply to the entity.

The structure of the audit committee and board of directors in a corporate struc-
ture is sometimes emulated in larger private enterprises or not-for-profit foundations.
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Independent (and objective) oversight is considered a key element in an entity’s control
environment and the monitoring component of internal control. Because of the impor-
tance of the audit committee and the board of directors to a public company, the auditing
standard requires external auditors to assess the effectiveness of the audit committee
and the board in the context of obtaining an understanding about the company’s control
environment and the monitoring of its internal control.

The effectiveness of boards varies widely, and some companies are notorious for
selecting board members based not on business acumen but on their likelihood to sup-
port the objectives of senior executives. Some boards have been accused of being puppets
of management and ineffective as a check and balance on management. This is not
surprising, considering that in the past the chief executive appointed loyal friends and
supporters as boardmembers or discharged boardmemberswho question or oppose the
owner’s plans.

There is a body of academic accounting research going back 20 years on the
effectiveness and characteristics of members of the board. The need for independent
directors who are not part of management is today recognized in the rules of the
Securities and Exchange Commission (SEC) and exchanges that list stocks and in some
state laws. Change has been slow in coming, but there is a clear trend toward including
more independent directors and directors with financial accounting expertise on
boards and audit committees. As a result, entities are expected to model their boards
after, and be fully compliant with, the SEC listing exchange requirements that now
incorporate many of the recommendations of the Blue Ribbon Commission on audit
committees (see Figure 4.1). TheWeb sites of the larger certified public accounting firms
as well as resources available through the AICPA provide more detail on enhancing the
effectiveness of audit committees and boards of directors. Using the general search term
“audit committee effectiveness” will return many examples of publications, academic
studies, and checklists on this important subject.

During the public comment period for its internal control auditing standard,
the requirement relating to the audit committee and board effectiveness drew many
requests for clarification. The PCAOB thus took great pains to note its intention that
the requirement does not:

◾ Transfer the responsibility for maintaining internal control from management to
the audit committee. Management retains the responsibility for the company’s
internal control.

◾ Require the auditor to make a stand-alone evaluation of all aspects of the audit
committee effectiveness. The auditor’s evaluation of the audit committee is solely
in the context of understanding the control environment and the effectiveness of
the governance function over financial reporting and the monitoring components
of internal control. In this particular area, strengths in the board may compensate
for some deficiencies in the audit committee since they together form the “effective
governance” function identified as a control objective inCOSO.Aswithdefininggov-
ernance, differences in the operation of the boards and audit committees need to be
considered. As long as the principle is satisfied, it is of less consequence how it is
satisfied, provided it does not violate any mandate or regulation.
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Recommendation 1 The committee recommended that both the New York Stock
Exchange (NYSE) and the National Association of Securities Dealers (NASD) adopt the
following definition of independence for purposes of service on the audit committee
for listed companies with a market capitalization above $200 million.

Members of the audit committee shall be considered independent if they have no
relationship to the corporation that may interfere with the exercise of their
independence from management and the corporation. Examples of relationships that
impair independence include:

◾ A director being employed by the corporation or any of its affiliates for
the current year or any of the past five years

◾ A director accepting any compensation from the corporation or any of its
affiliates other than compensation for board service or benefits under a
tax-qualified retirement plan

◾ A director being a member of the immediate family of an individual who
is, or has been in any of the past five years, employed by the corporation
or any of its affiliates as an executive officer

◾ A director being a partner in, or a controlling shareholder or an executive
officer of, any for-profit business organization to which the corporation
made, or from which the corporation received, payments that are or have
been significant* to the corporation or business organization in any of the
past five years

◾ A director being employed as an executive of another company where
any of the corporation’s executives serves on that company’s
compensation committee

◾ A director who has one or more of these relationships may be appointed
to the audit committee if the board, under exceptional and limited
circumstances, determines that membership on the committee by the
individual is required by the best interests of the corporation and its
shareholders, and the board discloses, in the next annual proxy
statement subsequent to such determination, the nature of the
relationship and the reasons for that determination.

Recommendation 2 The committee further recommended that the NYSE and the
NASD require that listed companies with a market capitalization above $200 million
have an audit committee comprised of only independent directors.

The committee recommends that the NYSE and the NASD maintain their respective
current audit committee independence requirements as well as their respective
definitions of independence for listed companies with a market capitalization of $200
million or below (or a more appropriate measure for identifying smaller-sized
companies as determined jointly by the NYSE and the NASD).

FIGURE 4.1 Blue Ribbon Commission—Independence Recommendations
*The committee views the term “significant” in the spirit of section 1.34(a)(4) of the

American Law Institute’s Principles of Corporate Governance and the accompanying com-
mentary to that section.
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The structure of governance needs to be appropriate for the entity. One could hardly
imagine a Fortune 500 company with a governance structure consisting only of a chief
executive officer. However talented and benevolent the person, would this structure
instill trust that the shareholder, employee, and other stakeholder interests are being
looked after and that financial reports and other communications are free of bias?
Similarly, it would be overkill to establish a complex structure for a simple and small
business. So one action step here for all could be an assessment that the governance
structure appears appropriate for the entity and does not concentrate the governance
function in a few hands (or one hand) when many hands are part of the official organi-
zation chart of the governance function. When there is a board and audit committee,
they should perform duties consistent with those structures, as defined by best practices
or by the appropriate regulating overseer.

While simple or small business entities might not have governing boards, consider
whether trusted legal and tax advisors or a group of family members might constitute
an advisory group that might emulate some of the formal structures in corporations. If
so, are there some guidelines established on how these advisors relate to the entity that
can be leveraged to support the principle to achieve a passing grade? Remember that the
COSO Principles are not a checklist of characteristics or controls; rather, they ask you to
identify how the entity satisfies the principle. There is no universal answer to support
achievement of the principles.

Various guidelines are available to help define best practices for corporate boards
and audit committees. The AICPA, various industry trade groups, and the stock
exchanges establish regulations that address expected duties and independence of
board and audit committee members.1 Corporations need to comply with the regu-
lations of their exchanges in order to be permitted to have their shares traded on the
exchange. For example, the Blue Ribbon Commission2 specifically made recommen-
dations on the independence issue. These recommendations may help noncorporate
structures adapt their practices.

Factors you might consider when evaluating the audit committee include:

◾ The independence of the audit committee (or alternative governance) members
frommanagement.

◾ The clarity with which the audit committee’s responsibilities are articulated (e.g.,
in the audit committee’s charter).

◾ Howwell the audit committee and management understand those responsibilities.
◾ The audit committee’s involvement and interaction with the external auditor and

with internal auditors aswell as interactionwith keymembers of financialmanage-
ment, including the chief financial officer and chief accounting officer.

1 For example, see www.nyse.com/pdfs/finalcorpgovrules.pdf for the New York Stock Exchange governance
rules.
2 From theReport andRecommendations of the BlueRibbonCommittee on Improving the Effectiveness of Cor-
porateAudit Committees (1999). Each year, theNationalAssociation of Corporate Directors (NACD) convenes
a Blue Ribbon Commission comprising experienced board members and leading issue experts to study a criti-
cal area of board practice where clear guidance is needed. As the environment changes rapidly, commissions
help identify and disseminate leading practices among all boards.

http://www.nyse.com/pdfs/finalcorpgovrules.pdf
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◾ Whether the right questions are raised and pursued with management and the
external auditor, including questions that indicate an understanding of the critical
accounting policies and judgmental accounting estimates and responsiveness to
issues raised by the external auditor.

Independence is a state of mind, but it has specific definitions for specific purposes.
In auditing and financial reporting, independence includes a lack of a financial inter-
est in the entity or its success. That makes no sense in a sole proprietorship. So for the
most part, independence might be satisfied if the actions taken by governance appear to
be objective and not clouded by total conflicts of interest—an extension of Principle 1.
Looking at all the other attributes of the control environment, does it appear that the
proprietor has a reasonable interest in and approach to addressing any issues that may
arise and resolving them? Such a conclusion can help in assessing whether this princi-
ple is met. Governance is also about the organizational structure—not just the physical
chart with the lines and names, but how it works—and it can either strengthen the
organization or allow it to become crippled.

In all cases, this principle asks if governance is involved in oversight of the internal
control. Is there an interest in designing controls where possible and in ensuring that
they are followed?While some entities complain they are too small to have controls, we
are not speaking of lemonade stands ona street corner.Anybusiness of some size has the
capacity to design procedures that can ensure (all) cash gets to the bank, merchandise
is protected from theft, inventories can be taken, and fixed assets depreciated.Maybe the
controls of a multinational cannot be applied the same way in smaller entities, but key
controls over the business processes can be designed and implemented. I have done this
exercise with some clients. In my experience, the perceived problem is also often associ-
atedwith laziness. Sometime later that attitude can be accompanied by anger when bad
things happen that probably could have been prevented. Because they are dealing with
“good causes,” religious institution and not-for-profit entities can make the hardest sell
that governance should care about internal controls. The number and size of frauds in
these entities serve as a testament to the folly of those beliefs. The control environment
of COSOmay not extend skyward.

Apublic company was faced with reporting on internal controls, but there were
only three full-time employees. The company was in the investment business

and was large (an accelerated filer public company) because of the size of the
investments it managed. The company volunteered to wave the white flag of
surrender and just not evaluate controls, but when faced with sanctions for not
asserting the effectiveness of controls, it started looking for solutions. It found a
way through computer and manual control processes and some expert outside
assistance (not the auditor) to assert controls effectiveness. The company’s
toughest problem was preparing financial statements, and that was resolved
by hiring a retired certified public accountant to prepare its drafts and
footnotes.
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PRINCIPLE 3: MANAGEMENT ESTABLISHES, WITH BOARD
OVERSIGHT, STRUCTURES, REPORTING LINES, AND
APPROPRIATE AUTHORITIES AND RESPONSIBILITIES IN THE
PURSUIT OF OBJECTIVES

An entity’s organizational structure provides the framework within which its activities
for achieving entity-wide objectives are planned, executed, controlled, and monitored.
Poorly organized entities can create more opportunities for fraud and error to affect the
financial health and quality of financial reporting by the entity.

Significant aspects of establishing an organizational structure include considering
key areas of authority and responsibility and appropriate lines of reporting.What is con-
sidered appropriatewill vary according to the size, complexity, andneeds of the business.
Small business entities usually have fairly simple organizational structures. A highly
structured organization with formal reporting lines and responsibilities may be appro-
priate for large entities, but for a small business, this type of structuremay impede effec-
tive operations and the necessary flow of information. A key issue is to right-size the
organizational structure.

The points of focus noted for this principle include:

◾ Considering all components (lines of business, administrative functions, locations,
and use of service organizations) of the entity.

◾ Establishing reporting lines and flows of information.
◾ Defines authorities and responsibilities and limits.

When an organization is unnecessarily complex, with multiple subsidiaries, many
related party linkages, and loosemanagement and controls, this environment is ripe for
fraud and inappropriate management override and self-dealing. Questions from third
parties, such as SEC comments or regulators, regarding organizational structure, man-
agement roles, and possible conflicts of interest are warning signs that these conditions
may be evidence of or may lead to fraud or malfeasance.

Prior to a large corporate bankruptcy, the SEC inquired as to why the structure
of the business included numerous subsidiaries that seemingly served no

purpose. The comment letter was still unaddressed when the company declared
bankruptcy. After the bankruptcy, it was determined that related party transactions
were improperly accounted for in recent and prior periods; and provided false
comfort to users of the financial reports about the viability of the business. It was
also determined that management override reduced the effectiveness of existing
controls.

The assignment of authority and responsibility may include:

◾ The establishment of reporting relationships and authorization procedures.
◾ The degree to which individuals and groups are encouraged to use initiative in

addressing issues and solving problems.
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◾ The establishment of limits of authority.
◾ The maintenance of job descriptions and terms of service for externally sourced

personnel (e.g., agreements with service organizations). This could also relate to
Principle 4, Competence.

◾ Policies describing appropriate business practices (see also Control Activities Prin-
ciple 10 and Control Environment Principle 1).

◾ Resources provided for carrying out duties.
◾ The definition of the role of internal auditors and monitoring this to ensure

implementation.

Whatever the size of the entity, these considerations are relevant to the entity.
Alignment of authority and accountability is often designed to encourage individ-

ual initiative, within limits. While delegation of authority means surrendering central
control of certain business decisions to lower levels ofmanagement, those are the people
who are closest to everyday business transactions. With proper oversight and monitor-
ing, this can be an effective organizational structure. Monitoring is more critical when
authority and responsibility for day-to-day transactions are widely delegated within the
organization.

A critical challenge is to delegate only to the extent required to achieve objectives.
Doing this requires ensuring that risk acceptance is based on sound practices for iden-
tifying and minimizing risk, including sizing risks and weighing potential losses versus
gains in arriving at good business decisions.

Another challenge is encouraging all personnel to understand the entity’s objec-
tives. It is desirable that each individual knows how his or her actions interrelate and
contribute to achievement of the objectives. Without such understanding, issues and
problems that should be identified and addressed in a timelymanner can be overlooked.

The control environment is greatly influenced by the extent to which individuals
recognize that they will be held accountable. This holds true all the way to the chief
executive officer, who should be accountable to the board of directors and who has the
ultimate responsibility for all activities within the organization, including the internal
control system. This element has cross relationships with Principles 16 and 17, Moni-
toring, as well as Control Environment Principle 1.

PRINCIPLE 4: COMMITMENT TO ATTRACT, DEVELOP, AND
RETAIN COMPETENT INDIVIDUALS IN ALIGNMENTWITH
OBJECTIVES

Competence should relate to the knowledge and skills necessary to accomplish tasks that
define an individual’s job. Commitment to competence includes management’s consid-
eration of the competence levels for particular jobs and how those levels translate into
requisite skills and knowledge.
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Competence is an attribute that is assessed based on the company and its operating
environment. The controller of a small company with a simple operating environment
may be fully capable ofmeeting the accounting and reporting needs of that business, but
the person’s experience and trainingmight not support his or her serving in that role in
a large, complex SEC reporting business environment.

The points of focus regarding this principle include:

◾ Establishing competence policies and practices.
◾ Evaluating competence and addressing deficiencies.
◾ Attracting, developing, and retaining competent employees (and contract workers

from outsourcing companies).
◾ Planning for succession.

While thismay be a judgment call, signs of competence problems are usually visible
if they are looked for. In the context of the controller position, problems include:

◾ Frequent or significant corrections in accounting and reporting matters.
◾ Auditors discover significant adjustments to accounting records.
◾ Failure to obtain ormaintain professional licenses andmeet continuingprofessional

education (CPE) requirements.
◾ Frequent reliance on consultants and auditors to address somewhat routine

accounting issues.

Asmall public company hired a controller with industry but not SEC experience.
To support the controller, additional resources were brought on board to

address SEC reporting issues, and a training program involving an outside vendor
was put in place to help the controller become proficient with the reporting
requirements and SEC literature.

What could have been rated a severe deficiency due to a competence issue
was mitigated by the additional resources and the implemented training program.

HR policies and practices affect an entity’s ability to employ sufficient competent
personnel to accomplish its goals and objectives. HR policies and practices include an
entity’s policies and procedures for hiring, orienting, training, evaluating, counseling,
promoting, compensating, and taking remedial action. In some entities, the policies
may not be extensive, but they should nevertheless exist and be communicated. For
example, in a smaller entity, senior management may make explicit his or her expecta-
tions about the type of person to be hired to fill a particular job andmay even be active in
the hiring process. Unfortunately, some form of formal documentation is expectedwhen
regulations or audit standards seek documentary evidence that a policy is in place and
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operating effectively. While COSO originally did not require written documentation,
the 2013 revisions made a clarification to address audit and Sarbanes-Oxley (SOX)
concerns. Therefore, entities that wish to be able to demonstrate controls assessments
to third parties (or auditors) need to consider documentation of competencies sought
in such situations.

Standards for hiring the most qualified individuals, with emphasis on educational
background, prior work experience, past accomplishments, and evidence of integrity
and ethical behavior, demonstrate an entity’s commitment to competent and trustwor-
thy people. Hiring practices that include formal, in-depth employment interviews and
informative and insightful presentations on the company’s history, culture, and operat-
ing style send a message that the company is committed to its people.

Personnel policies that communicate prospective roles and responsibilities and that
provide training opportunities indicate expected levels of performance and behavior.
Rotation of personnel and promotions driven by periodic performance appraisals
demonstrate the entity’s commitment to advancement of qualified personnel to higher
levels of responsibility. Competitive compensation programs that include bonus incen-
tives serve to motivate and reinforce outstanding performance. Disciplinary actions
send a message that violations of expected behavior will not be tolerated.

Some issues involving competence may also involve HR issues (hiring, training,
etc.), and an issue identified may be a competence issue and may also involve a control
environment issue. For example, deliberately seeking lesser levels of competence than
required for the position and salary may be a way for management to control or
intimidate employees. Consequently, such issues may be assigned to more than one
category in your assessment. In the COSO Framework, issues often may not neatly fall
into only one principle, but the important thing is that they be assessed and considered.
In some cases it may be appropriate when using a formatted tool to cross reference an
issue that could be assessed in one place or another in your documentation to where
it is actually addressed to avoid repeating the assessment and to help reviewers and
auditors follow the documentation better and identify the relationships.

Common sources of evidence regarding this principle include a full review of HR
policies and procedures and seeking some evidence that the policies and documented
procedures are actually in place. Seekingmore evidence, such as when high reliance on
controls is sought, would perhaps lead to interviews or group discussions. The absence
of contrary evidence is also a consideration. Lawsuits and allegations from the hotline or
from active or settled cases could belie the effective implementation of policies. Accoun-
tants are likely to be particularly sensitive to indications that accounting supervisory
and clerical staff might not be properly trained or of the proper background for their
assigned responsibilities.

Auditors and corporate project team members may be reluctant to criticize the
quantity or quality of accounting resources and leadership, even when called for,
since auditors have to work with these individuals in the audit process. However, not
addressing the issue usually does not lead to a resolution and often just delays the
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inevitable. Failing to note such deficiencies can be a source of business risk to the
auditor since professional standards require communication of deficiencies that are
significant or material. In addition, ignoring the issue leads to continuing risk that a
problem will arise that may not be detected in a timely manner. Concrete examples of
delays in processing or errors discovered can help support observations and judgments.
Research has shown that deficiencies are rated more severely when there is an accom-
panyingmisstatement of somemagnitude,3 although theory states that amisstatement
need not be present for a deficiency to be rated as severe (significant deficiency or
material weakness). In most cases the communication can be accompanied with some
remediation suggestions that can make the communication less of a pure criticism.
Some auditing vendor products provide sample deficiency citations that can bemodified
for the particular circumstances.

PRINCIPLE 5: THE ORGANIZATION HOLDS INDIVIDUALS
ACCOUNTABLE FOR THEIR INTERNAL CONTROL
RESPONSIBILITIES IN THE PURSUIT OF OBJECTIVES

When viewed as awhole, the control environment is highly dependent on every key per-
son having controls awareness. Controls are not likely to be effective if thought of as the
controller’s problem. Every individual in an organization has some role in implementing
internal control, and these roles and responsibilities will vary.

Points of focus for this principle are that the entity:

◾ Enforces accountability.
◾ Establishes performance benchmarks and rewards based on performance.
◾ Actively reconsiders the performance and rewards structure.
◾ Looks for excessive pressures thatmay deteriorate performance or encourage fraud.
◾ Rewards or disciplines individuals.

Some of these points may also relate to the flawed implementation of incentives associ-
ated with fraud risk (Principle 8).

Management and governance need to follow through when controls significantly
fail or employees perform very poorly. An organization that fails to set a tone that shows
there will be consequences when performance fails to meet expectations in essence
neuters the stated policies and creates a paper-tigermentality despite all the bluster that
the policies and management may imply. Others in the organization are often affected
when obvious problems are ignored. Subordinates and peers can become complacent
or cynical, and their work may also be affected.

3 Bedard, J., and L. Graham. 2011. Detection and severity classification of Sarbanes-Oxley Section 404 inter-
nal control deficiencies. The Accounting Review 86 (3): 825–855.
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An entity hired an information technology (IT) specialist into a leadership role.
She had not worked in the practice end of IT in some years. After the initial

honeymoon period, she began to fail to deliver promised project output, became
visibly absent when on business trips, and submitted some questionable expense
reports. Questions also were raised about her competence regarding current
technology and whether she was growing in that knowledge over time. She
became abusive and defensive when questioned about her poor work habits and
other concerns. She generously spread around blame to others.

Because IT is often a difficult area to assess for general management,
problems went on for a relatively long period. The consequence was that she drove
capable IT subordinates and peers to become demoralized and angry and to seek
positions with other companies or transfers to other positions in the organization.
Eventually, the real source of the problems was crystal clear, and she was fired. The
weakened department then required a complete overhaul to ensure the proper
skill sets were able to meet the organizational needs.

Better oversight and early identification of the competence issues (maybe
during or shortly after the hiring process) could have resulted in a much less
disruptive and costly process to the organization.

Sources of evidence to support or refute adherence to this principle can bemanage-
ment files and records regardingdisciplinary actions, issues reported via thehotline, pat-
terns of excessive turnover in specific business functions, and issues raised in interviews
or focus group discussions. Has the entity found a way to communicate that actions,
and not just words, are behind the policies and procedures? What monitoring steps are
taken to ensure that problems donot go onwithout internal identification? In that sense,
Monitoring Principle 17 on evaluating and communicating deficiencies can be related
to this issue of accountability.

Appendix 4A summarizes guidance on the responsibilities of those in the organiza-
tion who often contribute most significantly to the effectiveness of internal control.

Important Interactions with Other Components and Principles

More than in other iterations of the COSO guidance, the interrelationship of the compo-
nents and principles is stressed in this update to the Framework guidance. When ana-
lyzing deficiencies, it will be necessary to try to identify a possible root cause in order to
identify relevant interactions. It does not seem possible to hard-code linkages between
specific principles such that, in all cases, the linkage will hold. It really requires analysis
of the deficiency to see where the linkage might be.

Suppose management was not timely in resolving an alleged ethical breach.
Ethical considerations and effective implementation issues are a Principle 1 issue.
If the employee did not know or understand the ethical guidelines, that is one potential
principle affected. Holding individuals accountable is Principle 5, so the delay, if man-
agement was able to resolve the issue, may relate also to that issue. Did analysis of the
breach indicate that management did not receive important information on a timely
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basis? If the information came in via the hotline, management’s hotline antifraud
controls (perhaps evaluated with Principle 8, Fraud Risk) might be affected. If the
deficiency seemed to be a failure to receive timely information, that might imply the
root of the deficiency was related to Principle 14, Internal Communication. Without
careful analysis, how could you identify related components and principles?

Because this is a complex analysis and involves judgment, it may not be an effective
task for junior staff to address. Knowledge of COSOaswell as knowledge of the entity and
ability to reason through to a conclusionmay require several skills. If a dispersed respon-
sibility, then controls and training (including review) may need to surround implemen-
tation. In all fairness, it may also be a process that not everyone will go about in the
same way and/or reach the same conclusions. As with deficiencies when first studied
under the AICPA guidance or the SEC/PCAOB guidance, some information sharing and
team group discussion may be necessary to train individuals to be more consistent in
the performance of the task. Training can followwhen some limited experience is devel-
oped. I suspect this will initially be an unstructured exercise for companies and auditors
alike. Disputes can be costly in terms of time and reaching correct conclusions, so there
is value in developing a process and examples that can be communicated to the team. If
you knew the root cause would be important, staff might be able to gather some infor-
mation toward that endwhen the deficiency is first identified. This issue is pervasive and
holds importance for every principle and component in the Framework.

Sample templates distributed with the 2013 Framework make special note of cross
referencing and relating other principles and components impacted bydocumented defi-
ciencies. We discuss these templates and propose other approaches in Chapter 14.

Transition to 2013 Principles

Those transitioning directly from then 1992 Frameworkwill need to link existing docu-
mentationand controls testing to the principles and components in thenewFramework.
The new principles and points of focus can then be used to identify any obvious holes in
the analyses conducted to date. In earlier guidance, control objectives or assertionsmay
have been used to classify controls within components. Generally, the most accurate
mapping of controls to the new guidance usually starts with themore granular descrip-
tions and tests of the controls and then associates them with the components, then the
principles, then the points of focus in the 2013 guidance. Since control objectives and
assertions are often related, either may be used to ensure that all the relevant financial
statement assertions are being addressed in the new documentation. My personal pref-
erence would be to use the financial statement assertions in the control activities area
for the validation of themappings and identification of any gaps. This will also help syn-
chronize company and auditor assessments regarding the mapping and the resulting
documentation, since the auditor is likely to use assertions in the auditing process.

Those transitioning from the 2006 guidance for smaller public companies (and
nonpublic companies that also used that guidance to structure their assessments) will
find some reshuffling of the former 20 Principles to the new 17 Principles. Presumably
the fewer categories will be simpler to work with. In the control environment area,
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two former stand-alone principles have disappeared and been merged into other
principles. The new principles have been reworded, so be careful to identify the new
principles as they are now worded, with the assistance of the points of focus. The 2006
Principles that were merged are:

◾ Management Philosophy and Operating Style. This principle seems mostly encapsu-
lated in new Principle 1, but some deficiencies can have a relation to accountability
(Principle 5).

◾ Human Resources. This principle seemsmostly encapsulated in the new competence
principle (Principle 4).
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Understanding and Awareness
of Control Responsibilities

EVERY INDIVIDUAL IN an organization has some role in effecting internal control,
and these roles and responsibilities will vary. Controls awareness and controls
consciousness are a respected attribute of an effective control environment. This

appendix summarizes guidance on the more common responsibilities of those in the
organization who contribute most significantly to the effectiveness of internal control.
They may also be helpful when benchmarking roles and responsibilities.

Individual Control-Related Responsibility

Chief Executive ◾ Sets the overall tone at the top.
◾ Establishes a management philosophy and operating style.
◾ Oversees the selection of the board of directors without dictating

the selection.
◾ Provides leadership and direction to senior management that shapes

the corporate culture.
◾ Participates in identifying business and financial reporting risks.
◾ Meets with senior managers to review control-related responsibilities

and gains knowledge of controls and their effectiveness.
◾ Shares with governance the responsibility for internal controls:

ensures that all components of internal control are in place. With
governance, ensures monitoring is in place with respect to key
controls.

◾ Serve as a role model for following ethical guidelines.

(continued)
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Individual Control-Related Responsibility

Management ◾ Establishes more specific internal control procedures.
◾ Monitors and reports on effectiveness of controls.
◾ May perform some control procedures themselves as part of the

monitoring function.
◾ Identify changes and risks that may affect internal control design.
◾ Serve as a role model for following ethical guidelines.

Finance Officers ◾ Have primary responsibility for the design, implementation, and
monitoring of the entity’s financial reporting system.

◾ Provide input to the establishment of entity-wide objectives and risk
assessment.

◾ Oversee liquidity and financing issues that may require financial
statement disclosures.

◾ Serve as a role model for following ethical guidelines.

Board of Directors ◾ Exercises oversight of top management.
◾ Understands and watches over various stakeholder interests.
◾ Is responsible for overseeing the implementation of system of inter-

nal controls.
◾ Provides guidance and oversight to management.
◾ Through oversight of the selection of management, helps define

expectations for integrity and ethical values.
◾ Performs high-level objectives setting and strategic planning. Iden-

tifies impediments and risks to achieving company goals.
◾ Investigates any finance-related issues board members deem

important.
◾ Defines and coordinates responsibilities with the audit committee.
◾ Exhibits independence from management and freedom from con-

flicts of interests.
◾ Serves as a role model for following ethical guidelines.

Audit Committee ◾ Has primary responsibility for selection and retention of the indepen-
dent auditors.

◾ Holds principal interactions with the independent auditors on
accounting and reporting matters.

◾ Oversees how top management is carrying out its financial reporting
responsibilities.

◾ Requires corrective action for internal control and financial reporting
deficiencies.

◾ May investigate allegations involving management misconduct or
deficiencies in competence.

◾ Identifies and takes action when top management overrides inter-
nal controls or otherwise seeks to misrepresent reported financial
results.

◾ Communicates and coordinates with the board of directors.
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Individual Control-Related Responsibility

Internal Auditors ◾ May document and test internal controls over financial reporting as a
basis for a management assertion. When their work can be assessed
as objective and competent, the independent auditor may place
reliance on their work in some areas.

◾ Directly examine internal control design and analyze deficiencies and
recommend improvements.

◾ Perform a number of monitoring functions throughout the year.
◾ In public companies, may also identify control deficiencies that

should be communicated to the independent auditor under SEC
regulations.

Other Entity Personnel ◾ Know and follow the codes of conduct, ethics policies, etc., in carry-
ing out their responsibilities.

◾ Perform control-related activities with due care.
◾ Suggest improvements in the efficiency and effectiveness of controls

that they are responsible for.
◾ Communicate to a higher organizational level problems in opera-

tions, noncompliance with the code of conduct, or other violations
of policy or illegal actions.



5C H A P T E R F I V E

Control Activities

IN THIS CHAPTER we examine the type of internal controls that well predated
the Framework. Here we examine the controls over transactions and accounting
processes. Here also is where experienced accountants and auditors feel the most

comfortable—testing the operation of specific transaction controls to establish a basis
for reliance. The Framework expands thinking to consider whether the risks identified
that relate to stated business and financial reporting objectives have been mitigated
by controls (Principle 10). In Principle 11 the important role played by information
technology general controls (ITGCs) is assigned its own principle, Principle 12. Finally
the transaction controls, including the financial statement close process and final
accruals, are examined through Principle 13. This latter principle is comprised of
numerous assessments and tests of accounts, estimates, and valuations, and that belies
the assignment of just one principle to this characteristic. A great deal of time will be
spent with Principle 13, so careful planning and consideration of the best way to define,
walk through, and test each element will pay dividends. For those previously using
the earlier frameworks, it is likely that Principle 12 will map well to the past controls
assessments and tests.

PRINCIPLE 10: SELECTS AND DEVELOPS CONTROL
ACTIVITIES TO MITIGATE RISK AND ACHIEVE OBJECTIVES

The points of focus for this principle include:

◾ Integrate with risk assessment.
◾ Consider entity-specific facts.

120
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◾ Determine relevant business processes—for example, assertions.
◾ Evaluate the mix of control activity types.
◾ Consider the level the control activities are applied.
◾ Assess the segregation of duties.

Genesis: Risk Assessment

In Chapter 2 we focused on risk assessment because it is the starting point for under-
standing what controls should be in place. The risks discussed in that chapter drive the
need for controls. Theymay even influence your assessment of the adequacy ofmanage-
ment’s structure and organization tomeet business needs and address risks, the compe-
tence of the governance function, and the competence of employees to perform their
functions (control environment). Not wanting to overthrow the hierarchy of COSO or
diminish the importance of the control environment, looking at risks first (early and
often) can give you a better perspective for viewing all the components.

The short story for this point of focus is: How well do the entity financial reporting
risks that have been identified map to the control activities? The risks should drive the
implementation of controls.

Avariety ofmethodsmight beused to link risks and controls. Oneapproach includes
management and staff brainstorming sessions with documentation of the linkages
identified. A distinction might be made between transactional risks (e.g., purchasing,
payments, cash receipts, etc.), periodic estimation, and fair valuation risks and special
transaction risks (e.g., business combination, divestitures, etc.). In the transactional
risks, assertions can often be the driver in linking risks and controls. Some information
that might be included in a schedule or matrix of such documentation includes:

◾ An enumeration of the risk and reference to the risk identification source.
◾ Identification of what could go wrong if the control failed.
◾ The relevant assertion(s).
◾ Control description.
◾ Frequency of transactions.
◾ Magnitude of transaction values.
◾ Whether the control is manual, automated (computer), preventive, or detective.
◾ Any past issues with the control or other related controls.
◾ Any information systems aspects (e.g., application software and security and segre-

gation of duties) of the transactions and controls.

Some risks that might arise from unusual transactions (e.g., business combination)
or estimation of fair valuation procedures might result in special processes and controls
that are separate from the usual transaction controls, but the same assertions might
apply. However, some risks that might arise relating to the control environment might
not be able to be tied to specific assertions, such as the risk of management override or
the risks associated with a low level of governance financial expertise. These risks may
require individual analysis as to what controls do or do not mitigate them and how
it might be detected if an issue occurred. As an example, an engagement team made
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an assessment that management fraud (in some form—override, accounting policy,
misclassification of accounts, etc.) was a risk due to terms in a soon-to-be-renewed debt
covenant and weak financial results in the latter part of the year. Unable to tie that risk
to a specific account and control, the team decided to be sure all team members were
particularly alert to findings that might suggest this risk with some more attention to
the accounts comprising the numerator and denominator of the current ratio, which
was an important metric in the covenant. More experienced personnel were assigned to
perform and oversee thework in some of the areas where this risk could be realized (e.g.,
comparison of lending terms to underwriting policies, estimations and allowances, and
fair valuations). In addition, additional inquiries were made of employees regarding
management requests that were outside normal written policy. While the transaction
processing controls appeared to be effective, override circumvents the controls, which
otherwise may still be effective for most routine transactions. It was also reasoned that
certain normal monitoring procedures and analytics would likely identify material
anomalies.

If you identify a risk related to financial reporting overwhich there is no control, you
have a gap that needs to be filled (remediated) or the deficiency needs to be recognized
and rated. There are day-to-day transactions that need to be controlled, but unusual
transactions suchas amerger, unique financial instrument, or a separation of a business
segment for sale also should receive oversight for, say, valuation issues, which are often
a source of risk in such transactions.

One other reason that generic checklists of possible controls are not effective is that
each entity faces a different set of riskswith different levels of associated potentialmagni-
tude and likelihood of occurrence. Industry-specific checklists may help get at the root
industry-level risks, but even they are not a reliable tool for all entities. Entities in the
same industry, while they may share certain broad risks, such as market demand and
limited skilled pool of workers, manufacturing problems, and such, still experience dif-
ferent risk profiles because of policies (e.g., customer acceptance and business terms),
geography, and financing structures (e.g., debt versus equity). Because of the configura-
tion of sales locations, the accrual of tax amounts may be much more complicated and
prone to risk in estimation than for other entities. For example: Location is very strong
determinant of demand. In times of general real estate contraction from 2010 to 2012,
some localities were simultaneously experiencing a spike in demand and house prices,
often selling homes at more than the asking price. As the old real estate adage goes, it is
“location, location, location!”

Plugging a gap is not necessarily difficult. If you have a weak internal tax function,
you may support that function with hiring a consultant to help you accrue the taxes
and determine liabilities. Just because youhired a consultant to helpwith a task does not
mean the gap is filled. You shouldhave someoversight andmonitoring in place to ensure
that the task output is appropriate (e.g., complete, accurate, etc.) for financial reporting
purposes. If you do not have any way of knowing whether the work was competently
performed, then you may have a competence deficiency that needs to be recognized.
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Somegapsare filledby service organizations that perform functions that entities find
more efficient to outsource (e.g., payroll). Even here the processes of the service orga-
nization may need to be analyzed and monitored. Even if a Standards for Attestation
Engagements No. 16 (SSAE 16 or SOC 1, Attestation of Controls Design and Implementa-
tion) report is available from the service organization, it may not be sufficient to satisfy
the assessment needs. Some issues to consider:

◾ Does the report just address design (Type 1) effectiveness or design and testing oper-
ating effectiveness (Type 2)? A Type 2 report is necessary to rely on the controls.
A Type 2 report is expected for public company use.

◾ Does the report address the relevant ITGCs of the service organization?
◾ Does the report cover the required time period? Update procedures may often be

necessary.
◾ Are issues identified in the report thatmight affect reliance? Reading the report and

any findings is a necessary procedure, and consideration of any deficiencies cited in
the report conclusions is also expected. Just obtaining a report and slapping it in the
file is not sufficient.

◾ What are the boundaries of the report? There is usually a handoff of some sort
between the entity and the service organization, and there may also be a handback
to the entity of the processed data. The activities leading up to and following the
handoffs to and from the service organization are the responsibility of the entity
and are not covered by the service auditor’s report.

Public companies for a decade now have been advised by the Securities and
Exchange Commission (SEC) to include a right-to-audit clause in their contracts with
service organizations. Such organizations are often reluctant to allow outsiders to
review and test their systems, so it may be difficult due to distance or resistance to apply
procedures to get the required assurance if a SOC report is not available. Difficulty is not
an excuse. It may be that there will be insufficient evidence to support reliance on or an
attestation on controls. There are no “except-for” provisions in COSO or in the auditing
standards regarding internal control.

Care needs to be taken that independent auditors do not become too involved in
assisting in the financial accounting process, or their independence can be impaired
and can cause a recall of the opinion. Public companies have wrestled with heightened
independence restrictions since the Sarbanes-Oxley (SOX) Act of 2002 was imple-
mented. No longer can tax professionals from the independent audit firm perform or
closely collaborate in the preparation of the financial statement tax accrual in public
companies. Nonpublic engagements need to consider their independence restric-
tions on drafting financials and footnotes, preparing estimates, and making cash-to-
accrual adjustments. As of this writing, an American Institute of Certified Public
Accountants (AICPA) ethics rule would establish in 2015 that cash-to-accrual adjust-
ments and preparing the financial statements and footnotes are considered nonattest
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services that would need to be considered when assessing independence. Independence
violations are serious and may cause the reaudit of financial statements by another
auditor.

Prior to the issuance in 2009 of the additional monitoring guidance by COSO,1

an unfortunate trend was developing wherein deficiencies in controls identified at
the transaction level were being dismissed or downgraded in severity because of the
assumed effectiveness of monitoring (“management would catch that when they
reviewed the sales reports”). In reality, this was probably not the case. This potential
get-out-of-jail card excuse was played often enough to be a problem. While monitoring
controls, depending on their design, can be very powerful, contemporaneous controls
at the transaction level (often preventive controls) are more desirable and more likely
to be effective in reducing risks. Supervisory review and monitoring are supposed to
be above the transactional level of controls to ensure the controls are being applied
throughout the year. Otherwise, the monitoring becomes the detailed control, and
some other procedurewould have to be themonitor.While a lot of words were expended
in further defining what was and was not likely to be effective monitoring in the COSO
2009 release, that guidance contains a lot of good defining examples and suggestions.

Role of Assertions

Assertions have been used in financial statement auditing at the account balance and
class of transactions (and disclosure) level for decades to ensure that the web of audit
assurance regarding the amounts and disclosures is a complete one. While not new,
assertions have been incorporated differently and sometimes not at all into the audit
approaches of different independent auditing firms. Starting in 2004 for audits of pub-
lic companies and in 2007 for all other nonpublic audited entities, auditors have had to
use assertions extensively in the documentation of the audit process to provide linkage
between assessed risks, controls, and further audit procedures. Assertions are particu-
larly relevant to assessing controls related to the control activities component.

The value of assertions is that they can be a useful tool from which to consider the
risks in accounts, transactions, and disclosures that are required in financial reporting.
They were also very useful when faced with accounts where a predefined set of con-
trol objectives had not been developed, such as when a particular entity activity is not
in the “classical” activities normally undertaken by retail ormanufacturing entities. For
example, control objectives relating to the securitization of a pool ofmortgages of amort-
gage lenderwerenot easy to comeby. Control objectives formanufactured inventory and
purchases were more commonly available.

Assertions are used the same way control objectives are: to answer the question
“Howdoes the entity ensure that … ?” A blessing about the assertions approach applied
to specific account or balance control activities is that it:

1 Committee of Sponsoring Organizations. Internal Control—Integrated Framework: Guidance on Monitoring
Internal Control Systems, three volumes. COSO, 2009.
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◾ Will help you identify the most important controls related to the processes.
◾ Is the same for each category of transaction—balances, income items, and disclo-

sures, so those working on the project will become familiar with these assertions,
since they will be using them all the time.

◾ Is more likely to be easily related to the audit approach followed by the indepen-
dent auditor, since the auditor uses these concepts in the audit of the financial
statements.

Home-grown assertions and objectives may be more difficult to relate to the audi-
tor’s approach, but the SECmakes clear that companies do not have to follow any direc-
tion from the auditor as to what approach they should use for their assessment project.
Nevertheless, usingassertions can saveyou the extra service timeand fees for theauditor
to link your approach to the auditor’s tools.

The assertions in Figure 5.1 were adapted from the recently implemented AICPA
literature. There are other assertion schema out there, and you may also use them for
documenting your controls, but if they are not coordinatedwith your auditor’smethod-
ology, the auditor will have to map your assertions to those used in his or her audit
process. You may wish to ask your auditor in advance which assertions are used unless
you have a strong preference.

For some accounts, an assertion may be unimportant, such as the valuation asser-
tion over cashwhen cash is denominated in a single currency. In this case, the valuation
assertion is generally not relevant, and it can be explained as part of the documentation
and scoped out of the assessment. When the translation of currencies is necessary to
prepare financial statements, the valuation assertion would be relevant.

Some entities and auditors simplify these 13 assertions into a smaller set. For
example, the cut-off assertion is used to make sure that sales and costs are recorded in
the proper period. The concept of the “thirty-fifth of December” is leaving the books
open to advance transactions into the prior period. In other cases, the transaction cutoff
date occurs before it should, pushing transactions forward from this period to the next.
Some of the risks to be considered when considering the importance of cutoff include:

◾ Objectives tomaximize reported income or shift the period of expense recognition to
a later date: perhaps the current period shows a “gusher” of profit.

◾ Owner objectives to minimize taxes and understate taxable income.
◾ Sales commission plans that create incentives tomove sales from period to period to

maximize a salesperson’s income.
◾ Management bonus plans based on achieving certain income-related targets.

In any case, the cutoff assertion relates to either a completeness or an occurrence
problem regarding the periods involved; thus some entities and auditors do not use it,
but instead reach the same place by including the cutoff issue into the two assertions
when they are applied to the accounts and balances.

The Public CompanyAccounting Oversight Board (PCAOB) identifies five key asser-
tions. Rights and obligations could be a subset of existence since,without ownership, the
item or account would not “exist” in the context of the entity.
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AICPA: AU-C 315: Understanding the Entity and Its Environment and Assessing the Risks
of Material Misstatement.

Income Statement and Current Period Transactions
◾ Occurrence. Recorded transactions reflect events that relate to the entity and

actually occurred.
◾ Completeness. All transactions that should have been recorded have been

recorded.
◾ Accuracy. Amounts and other key data relating to recorded transactions were

appropriately recorded.
◾ Cutoff. Transactions were recorded in the correct accounting period.
◾ Classification. Transactions were accounted for in the proper accounts.

Balance Sheet Accounts at Period End
◾ Existence. Assets, liabilities, and equity interests that are recorded actually exist.
◾ Rights and obligations. The entity owns the assets, and the liabilities are

obligations of the entity.
◾ Completeness. All assets, liabilities, and equity interests that should have been

recorded have been recorded.
◾ Valuation and allocation. Assets, liabilities, and equity interests are accurately

reflected in the financial statement. Any accounts requiring valuation assessments
(e.g., allowances for uncollectible accounts, product warranty costs, etc.) or cost
allocation adjustments (e.g., variances assigned to inventory, shared costs of
separately reported product lines) are appropriately recorded.

Presentation and Disclosure in the Financial Statements
◾ Occurrence and rights and obligations. Transactions that were disclosed actually

pertain to the entity.
◾ Completeness. All required disclosures are made in the financial statements
◾ Classification and understandability. These assertions are derived from the FASB

Concepts Statements, and note that the presented financial information (including
the footnotes) are appropriately described, and that the disclosures are clearly
expressed.

◾ Accuracy and valuation. Information in the financial statements is disclosed at
appropriate amounts.

PCAOB: Auditing Standard No 15. Audit Evidence
◾ Existence or occurrence – Assets or liabilities of the company exist at a given

date, and recorded transactions have occurred during a given period.
◾ Completeness – All transactions and accounts that should be presented in the

financial statements are so included.
◾ Valuation or allocation – Asset, liability, equity, revenue, and expense components

have been included in the financial statements at appropriate amounts.
◾ Rights and obligations – The company holds or controls rights to the assets, and

liabilities are obligations of the company at a given date.
◾ Presentation and disclosure – The components of the financial statements are

properly classified, described, and disclosed.

FIGURE 5.1 Assertions adopted by the AICPA and PCAOB
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A few entities and their auditors may further simplify the assertion schema and
use the next four assertions for all the balance sheet, income statement, and disclosure
applications:

1. Completeness.
2. Existence.
3. Accuracy.
4. Valuation.

As long as the concepts behind the 13 assertions can be mapped into any proposed
subset, alternative approaches with fewer assertions may be an efficient and effective
alternative for documenting controls. Youmayneed to be alert thatwhenusing such an
abbreviated set of assertions, the terms may be applied slightly differently in each of the
areas, but the overall simplificationmay stillmake itworth considering fewer assertions.
Note that as the assertions are collapsed, the processes and controls relevant to each
assertion can increase. In the cutoff example, the controls over year-end cut offmaynow
be assigned to one or to two of the related assertions. That can increase the volume and
complexity of documentation under each assertion. Again, I suggest that the approach
of the client and the auditor be asmuch in sync as possible to facilitate an efficient audit.

Assertions versus Control Objectives

Important to the discussions regarding controls documentation and assessment is the
driving force in the COSO Framework that defines the direction of the documentation
and assessment. COSO documentation is driven by answering the questions “How does
the entity achieve the control objective?” or “How does the entity ensure that the asser-
tions of completeness, accuracy, and so on are achieved?”

As such, simply checking off boxes relating to descriptions of controls that are in
place is not likely to result in an effective compliance with COSO unless those controls
are also linked to the assertions underlying the accounts and processes and the controls
demonstrate adequately meeting all those assertions. Extensive narratives of the whole
accounting process from soup to nuts is nice but may result in a lot of unnecessary doc-
umentation that will need to be maintained annually, and the control aspects included
in such documentation often get lost in the large files. Having an inventory of controls
or risks is not inherently bad, so long as the list is used as a completeness check on your
entity assessment and not as a census of controls or risks.

The 1992 COSO Framework introduced the concept of using control objectives to
focus attention on the effective operation of the controls and not just the process itself.
Control objectives prompt the respondent to answer how the entity processes and pro-
cedures achieve the framework-defined control objectives. For example, this is a sample
control objective related to cash disbursements:

How do you ensure that disbursements are approved and accurately made out
to the correct payee or vendor?
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This approach was a revolutionary concept. Instead of starting with a checklist
of controls, the COSO approach started with asking how this entity achieved the
objective. The approach acknowledges that there are many ways to accomplish the
objective and realizes that no complete checklist of required or suggested controls would
ever be sufficient to meet all business situations. It also forced the assessor to think
about the controls the company had in place and how they related to the objective.
In the 1992 Framework, some control objectives related to purchasing and expenses
were illustrated. In the 2006 COSO guidance for smaller companies, the control
objectives (called attributes in this document) for another major cycle, revenues, were
illustrated.

However, this approach required that the control objectives for an account, balance,
or class of transactions or disclosure needed to be stated. A weakness of the concept is
that there was no complete and recognized inventory of control objectives for every pro-
cess and account.

The revised 2013 Framework shifts emphasis to the financial statement assertions.
That does not negate the use of assertions but focuses more attention on an approach
that has wide acceptance and current use in business practice and when all the asser-
tions are considered together pretty much cover the waterfront of possible risks. To the
assertions you would need to add the consideration of segregation of duties, and you
would then have a pretty consistent and limited set of criteria to apply to each process,
account, or disclosure. Sometimes an assertion might not be relevant to a particular
business process, but that can then be put to the side with an explanation. A common
example would be the currency valuation assertion in the cash account when all trans-
actions are denominated in a single currency. Multinational businesses would have to
consider the valuation assertion because of transactions in different currencies.

In this book we will make the conversion to assertions. If you wish to continue to
use control objectives, then it may be helpful to link them to the assertions in your docu-
mentation as a check that you have addressed all the relevant assertions in your control
activities assessment.

There is also a cost associated with primarily using assertions. The cost is that
in thinking through how your controls ensure the population is complete, there may
not be a one-to-one correspondence between an assertion and a control. Therefore,
the assertion of completeness may be associated with a number of control procedures
along the way of transaction processing. When ensuring that all cash received is
posted and deposited and is reflected in the bank statements, a number of controls and
reconciliations are often involved. In a sense the control objectives approach sometimes
had a similar issue, but because more control objectives often were defined than there
are assertions, sometimes there were fewer multiple controls underlying many of the
control objectives. In some cases more than one assertion may have been contained
in a control objective, as in the previously noted objective: How do you ensure that
disbursements are approved and accurately made out to the correct payee or vendor?
On balance, the focus on assertions is often simpler since it is consistently applied to
each account or balance or disclosure and more likely to reveal any gaps in controls
that could lead to a misstatement.
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The focus on principles and points of focus in the 2013Frameworkmay also obviate
the need to create detailed control objectives directed at the control environment, risk
assessment, andmonitoring. Theassertions seemmost applicable to the types of controls
described in the control activities (transactions) and information and communication
components.

If converting to assertions or adding assertion indications to current documenta-
tion, a sample of some control objectives by account and cycle and their linkage to asser-
tions is provided in Appendix 5A. As stated, you may continue to use control objectives
for assessment and documentation so long as you assess there are no gaps in the objec-
tives. Some governmental financial reporting audit objectives are cited by the Govern-
ment Accountability Office (GAO) in the Financial Auditing Manual, which is posted at
www.gao.gov. That publication contains Specific Control Evaluation (SCE) forms and
Account Risk Analysis (ARA) forms. Some examples are included at the end of the 300
Section in that document.

Accounts versus Transaction Cycles

There are two basic approaches that are used to organize the documentation and
assessment of transaction-based control activities: by financial statement account or by
transaction cycles (business process activity). A financial statement approach defines
the work unit according to the individual financial statement account (e.g., cash,
accounts receivable, accounts payable, etc.). Under that organization, one person on
the teammight be responsible for the controls relating to cash, a second would take on
accounts receivable, and so forth. This approach is how some auditors organize their
financial statement audits.

The second approach defines the work unit according to the transaction cycle (e.g.,
Sales > Receivables > Cash Collections, or Purchasing > Accounts Payable > Cash Dis-
bursements). Under this approach, a team may take responsibility for a whole cycle.
Often the best way to organize an assessment of internal control is by cycles for the
simple reason that this is the way companies organize themselves. Companies don’t
organize themselves according to the balance sheet—you won’t find a vice president of
fixed assets or accrued expenses. Companies organize themselves around their business
activities, so you will likely find a person in charge of purchasing, for example, or sales.
In addition, the cycle approach allows for a more integrated understanding of the pro-
cesses and controls surrounding related accounts and balances. This minimizes the risk
that some control aspects or risks will fall between the chairs since one person is look-
ing at the related parts and how the controls and software relate to each other through
the cycle. It also facilitates walk-throughs to confirm the control descriptions, as they
often are most efficiently performed when they follow a transaction through a number
of controls.

Be aware that the business process owner (salesmanager, purchase departmentman-
ager, etc.) will be a key contact person during your engagement, and your project may
be much simpler for everyone to understand and execute if you organize your control
activities documentation around the company’s cycles and business processes.

http://www.gao.gov
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Mix of Controls Types and Levels of Application

COSOhas alwaysmade the distinction between preventive controls and detective controls,
and expressed the view that a combination of these types of controls are oftenmore effec-
tive than utilizing just one type of control. A simple illustration of the difference in these
controls is a department store inventory. A preventive control against shrink (theft or
loss) is the use of tags that need to be deactivated at the register before merchandise
leaves the premises. Devices monitor the exits and sound an alarm when an active tag
passes the exit point. How totally effective this is may not be clear (you have all seen the
employees waving people through), but it is a deterrent. A detective control would be
the taking of a physical inventory, which can identify losses when compared to the per-
petual inventory records that are maintained. For many items of inventory, both types
of controls are common.

There are trade-offs for each approach. Preventive controls help ensure that errors
never enter the accounting records to begin with. However, to design and perform fully
effective preventive controls at each step in the processing stream may be very costly.
Detective controls may sometimes be cheaper to design and perform. For example, per-
forming a reconciliation once a month between the general ledger and a subsidiary
ledger may be more efficient than performing preventive controls on each transaction
at each step in the process. However, the drawback to detective controls is that they are
performed after the fact, and sometimes well after the fact. The lack of timely perfor-
mance of a detective control could mean that errors remain in the accounting records
for extended periods of time, andmay distort interim reporting or management reports.
Most systems rely on a combination of preventive and detective controls, and it is com-
mon to build some redundancy into the system, in which more than one control meets
the same objective.

Neither COSO nor auditing standards mandate the proportion of preventive and
detective controls. That decision rests with the entity based on efficiency and effective-
ness. Presumably, the nature and potential magnitude of the underlying risk issue the
control is meant to address influence the design. To continue in the department store
example, the high-value jewelry departmentmight be subject tomore frequent physical
inventory counts than the garden tools department due to the higher potential magni-
tude and risk of loss.

Preventive and detective controls do share one important point in common. Both
types of controls need to have both an error detection and a correction component to
be effective. The fact that a control procedure can identify an error does not make the
control effective. It is the process of communicating identified errors to individuals who
can then make corrections that makes the control complete.

It may not be reassuring, but there are few, if any, examples of companies or audi-
tors being strongly criticized because entity controls design was not both “belt and sus-
penders.” While not a worrisome entity issue, analysis of the risks and exposures will
often suggest the most effective and efficient approach to addressing the risk—whether
it be a preventive or detective control, or both in some combination.

Since the1992Framework, the existence of automated controls and edit routines as
a part of transaction processing has become pervasive.Many entities subject to SOX that
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have sophisticated software systems assisting with transaction processing have actively
sought to build controls, exception reports, automated reconciliations, and monitoring
features into the systems anddecrease thenumber ofmanual control procedures.As dis-
cussed further under Principle 11, automated controls have the advantage of consistent
operation (provided they were implemented correctly) when IT general controls (e.g.,
security and access, and system change controls) are operating effectively. This reduces
the number of tests required to ensure such controls and control exception reports are
operating reliably because human error is taken out of the equation. Even some basic
programs can identify transactions outside certain normal ranges of amounts or trans-
actions that do not balance or involve illogical accounts or subsidiary and general ledger
amounts that donot reconcile.While themotivation of public companiesmayhave been
cost reductions, there are benefits to all entities to have systems apply logic to identify
anomalous issues for follow-up. Since computers can rarely resolve anomalies, human
involvement is often still needed to make sure the identified issues are properly resolved.
More discussion on this point and the implications for testing automated controls is
under the testing of controls in Chapter 8.

Segregation of Duties

The assessment of potential segregation of duties issues is a critical part of the controls
assessment process. In a sense, it is akin to another assertion. It needs to be considered
throughout the assessment of the various processes and controls, as well as at the man-
agement level and even for the various IT positions. Here the focus is not on the control
itself but on who is performing that control and what other responsibilities that person
has that might create a risk. Note that there is nothing that grants IT specialists special
dispensation from the temptations of self-benefit thatwe associatewith other personnel.

The intent of assigning different people the responsibilities of authorizing transac-
tions, recording transactions, and maintaining custody of assets is to reduce the oppor-
tunities for any person to be in a position to both initiate transactions and approve them
or to conceal errors or irregularities in the normal course of his or her duties. Design-
ing an appropriate segregation of duties is often a challenge for smaller business entities
with few personnel. The issue often arises surrounding any account involving cash or
asset controls (protecting the list of payables from theft is not a common risk). The con-
cept also extends to the IT environment, where IT professionals are often given broad
powers of system access for periods of time (sometimes without limitation) and where
the absence of systems logs might make it difficult to identify if unauthorized changes
were made to system databases or transaction processing.

While somevendors and auditing firmshave developed proprietary automated tools
and approaches designed to identify potential segregation of duties issues in entities,
a healthy internal review of what could go wrong as well as an analysis of who has
access towhat as it relates to company assets is likely to identify themain conflicts. Seek-
ing to understand who can initiate and approve a transaction or authorize a payment
may provide an initial assessment of potential conflicts. Evenwhen segregation of duties
could be a problem, there are often some easy fixes to reduce the risk. Significant and
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frequent oversight of the bookkeeper’s actions can mitigate many of the risks in small
organizations.

Sometimes smaller entities feel helpless to resolve segregation of duties problems
because of the lack of a large staff. Experience shows that a careful analysis and some
willingness for executive involvement and more frequent oversight in the controls
process can resolve many of the seemingly impossible situations. Companies are also
instituting more automated controls (e.g., vendors must be in the preapproved vendor
database before the transaction is processed) to reduce the human error factor and to
better control the processes.

PRINCIPLE 11: SELECTS AND DEVELOPS GENERAL
CONTROLS OVER TECHNOLOGY

Principle 11 brings to the forefront the significant role computer processing plays
in today’s environment. The 1992 Framework had but a single section devoted to
information technology. Now IT is pervasively associated with 14 of the 17 Principles.
General controls are distinguished from application controls. The latter are associated
with specific pieces of software that process the accounting data. General controls are
those that operate at the level above specific application (software specific) controls. It is
usual to assess the application controls in conjunction with the associated transaction
or account controls. General controls can be examined apart from application controls
(except for security and access which can be implemented at either level). However,
general control failures are likely to cast concern over the underlying application
controls and can undermine the reliance on a control to continuously perform as
described and tested in the same way over time.

The points of focus for this principle include:

◾ Determines the dependency between use of technology in business process tech-
nologies and ITGCs.

◾ Establishes relevant technology infrastructure controls.
◾ Establishes relevant security management controls.
◾ Establishes relevant technology acquisition, development and maintenance.

Determining Dependency

A characteristic of the 2013 Framework is the integration of computer systems, pro-
grams, and technology-based controls throughout the principles. Most of the principles
mention some aspect of computer processing or computer controls in their discussions
of examples and approaches relevant to meeting the various principles. Noteworthy is
the identification of a specific principle related to ITGCs.

You need to map how the various accounting functions and information feeds for
thedisclosures interfacewithvarious entity computer programs, standingdatafiles, and
other aspects of the systems. It is difficult to envision an entity of any real size that does
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not place significant dependency on its programs, networks, and systems for generating
and storing important accounting information and for transmitting that information to
individuals whowill use it in performing their duties. This task can be done as a systems
or an accounting project.

The documentation also needs to be maintained and updated as new software,
spreadsheets, and software versions are added or changed over time. While performing
this mapping, the auditor should think carefully about whether some of the production
systems also provide financial information or management reports and may need to be
scoped into the assessment. For example, quality control data that might influence war-
ranty accruals or returns and allowances estimates may have a tangential accounting
role. Datamanagement uses tomanage the business, if unreliable, can expose the entity
to risks (Principles 13 and 14: relevant information and internal communication).
Flowcharts and diagrams can often provide the needed mappings in a concise and
efficient manner. Even without a specific flowcharting tool, PowerPoint may serve the
needs of many smaller entities.

A frequently overlooked risk is that some accounting functions are performed
outside the main systems and software. In many entities, users develop financial
information using spreadsheets. Not often thought of as software, the spreadsheets
can serve in that capacity and should be inventoried and evaluated as to risk and
controls as would any other software function. A few horror stories are usually
sufficient to convince all concerned that important uses of such “software” should be
properly controlled and documented and protected against accidental or deliberate
unauthorized change. Scott Adams, the Dilbert cartoon creator, has published quite a
few cartoons around this topic. A good motivational resource for getting the attention
of all concerned about spreadsheets is the Web site of the European Spreadsheet
Risks Interest Group dedicated to documenting spreadsheet anomalies and dangers:
www.eusprig.org/index.htm. Further, academic research has documented the high
proportion of spreadsheet applications that contain errors of one sort or another
(see http://panko.shidler.hawaii.edu/SSR/Mypapers/whatknow.htm). As mentioned
in Chapter 8, PricewaterhouseCoopers in 2004 released a whitepaper on spreadsheet
applications as used in accounting. It is recommended that project leaders download
this helpful guide and heed its guidance.

Spreadsheets that are integral in financial reporting should have:

◾ Specifications and documentation explaining the spreadsheet.
◾ Controls over development.
◾ Tests of the spreadsheet functions and calculations before use.
◾ A version designation to track changes and identify the latest version.
◾ Protected cells, when appropriate.
◾ Controls over access and controls over changes to the functions.

Once the detail linkages between programs and accounting functions aremade, the
relationships between the application software and controls and the ITGCs also need to
be established.

http://www.eusprig.org/index.htm
http://panko.shidler.hawaii.edu/SSR/Mypapers/whatknow.htm
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The purpose of ITGCs is not to process data but to ensure the integrity of the
overall system of programs and applications. As such, weaknesses in the ITGCs may
not themselves cause errors and misstatements but may allow them to happen or go
undetected. While we discuss these ITGCs in more detail in the next section, a simple
example here would be the need to assess how access and security (e.g., passwords,
permissions), which are important ITGCs, protect standing data from unauthorized
changes and restrict access to accounting programs to those individuals who need to
access them to perform their duties. If security and access controls are poor, that does
not mean errors will occur in the system, but the poor design or implementation could
allow errors to occur. An analogy here is the proverbial horse and barn door. If the door
is open and the horse is free to leave, that does not mean the horse will venture out, but
there is no barn door impediment to prevent that from happening. The risk is the same,
regardless of the actions of the horse.

What Are ITGCs?

There exists a framework for considering IT-related controls that groups these controls
into two types: general computer controls and application-specific controls. This frame-
work has been adopted in the auditing literature.

1. General controls include controls over:
◾ Access and security.
◾ Systems development and modification.
◾ Operations (e.g., maintenance, job scheduling, backup, and disaster recovery

procedures).
2. Application controls are designed to control data processing and help ensure the

completeness and accuracy of transaction processing, authorization, and validity.
Application controls also encompass the way in which different applications
interface with each other and exchange data. Examples of applications include a
fixed asset depreciation program, and an application control could be an edit check
to ensure certain anomalies are identified in the processing of data or in making
computations. Application controls are those that directly relate to the software
used to process transactions and the standing data (such as price lists, payroll
data, and product cost data) that the software applications use. In simple systems
such as QuickBooks and in higher-end systems such as SAP, the controls (e.g., edit
checks, permitted functions, requirement to enter debits and credits of equal sums)
that are inherent in the software or are implemented optional features fall under
this term.

COSO does not mandate any specific procedure or approach when assessing the
effectiveness of these internal controls but states that this is one set of groupings of
IT-related control activities that can be used. The significance of the IT component to
the overall process will drive the level of inquiry and testing necessary to be satisfied
that the applications are processing data correctly and that general controls create an
environment of integrity and control for these applications.
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Technology has implications for most framework components and principles. In
control activities, for example, the individual controls may be automated controls, such
as when software is used to record and classify financial transactions and some control
features are part of the software, such as matching purchase order, invoice, and pro-
posed cash disbursement amounts. Another aspect that relates to communications is
the use of networks and standing data files (e.g., sales records, payroll records, inventory
records) to generate and distribute reports to those that need the information to per-
form their duties. Monitoring is usually dependent on IT to providemanagement access
to information and data that are needed to perform this function. It is hard to imagine
the effective management and governance of a company without effective systems and
software and timely, accurate, and relevant reports.

An argument can be made that this topic is so broad in influence that it cannot
be uniquely assigned to any single COSO component. Nevertheless, it needs to be resi-
dent somewhere, and the close association of ITGCswith transaction processing leads to
the area of control activities as a logical resting point. Wherever its position, the impor-
tant point is that its influence in some entities is critical and pervasive and in others it
takes a more passive, lesser role. One-size-fits-all is not appropriate as an approach to
documenting and assessing IT application or general controls.

In the 1992 COSO Framework guidance, relatively little was said about IT, but by
2006 many questions were raised with the prerelease COSO working group about how
to assess IT controls and by what set of standards IT should be assessed. The final 2006
COSO guidance provided expanded guidance in this area and a sample template to assist
the documentation and assessment of IT issues.

General controls say something about the overall IT environment in which the
applications lie. These aspects of IT controls have a “control environment” component
that has its own tone at the top—this time focused on the IT function and its specific
environment. The four components of ITGC commonly mentioned in the auditing
literature are:

1. Security and access.
2. Change controls.
3. System development controls.
4. Operations and maintenance.

Some of these elements had more relevance and importance in older IT systems,
but the auditor has to gauge to what extent these elements have application in the cir-
cumstances. For example, schedulingwas an important part of operations inmainframe
computing days because certain batch-processed files, such as the sales file, had to be
updated before other files, such as the cash receipts file, could be run, and thus batch-file
updateswere scheduled to occur in a particular order. In today’s environment, the hard-
ware processing speeds and availability and access to data entry and processing power
have made this process unnecessary. However, in some locations and situations, the old
hardware and software continue to chug along.
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An anomaly about ITGCs and control deficiencies is that severe ITGC deficiencies do
not always give rise to significant deficiency (SD) and material weakness (MW) ratings
for SOX purposes. This is because ITGCs are thought of as overarching controls over
the computer software applications rather than controls over transactions and trans-
action processing. Only if it is observed that severe deficiencies appear in the under-
lying applications as a result of failed ITGCs would the ITGCs also be cited as having
severe deficiencies. While the logic of this assessment anomaly might be creditable for
change controls and new systems development, in my view it fails to make much sense
for weaknesses in security and access controls. Security and access weaknesses would
meet the recognition test in deficiency assessment if they “could” permit or allowmate-
rialmisstatements to occur. Some auditors believe the exception to the general ruleswas
developed to avoid generating toomanyMWs early in the SOX assessment implementa-
tion period. Because the new COSO Framework has now identified general controls as
a principle that must be satisfied, the prior guidance regarding ITGCs may be obsolete.
Should this issue be important to a project or audit, it would be prudent to review any
new interpretive guidance on this point or seek confirmation that prior guidance still
holds. Anecdotal evidence exists of more instances appearing of weak ITGCs generating
a severe weakness even in the absence of an identified weakness in a related application
control.

Again, outsourcing functions involving IT does not excuse the entity from ensuring
the service organization exercises proper ITGC in its operations. A service organization
report on an outsourced computer process (e.g., SOC No. 1) should include a review of
the general controls at the vendor site.

Security and Access

The security and access component is probably the most critical for the entity and for
SOX. It is also the IT element most likely to reveal weaknesses. It was high on the list of
identified deficiency areas (even when compared to the control activities component) in
the early years of implementing audits of internal control—and that was for the largest
and presumably best-controlled commercial entities. As noted in Chapter 10, deficien-
cies tend to be of the same nature when examined over time. The good news is that it is
often one of the easiest deficiencies to overcome, provided it is identified in time to make
remediation.

Security and access arewhat they say: They involve permitting individuals to access
all the information and only the information needed to do their jobs, or as authorized by
the entity. Sure, let whomever view and edit your payroll data records—no problem.
Better yet, give someone access to your whole system and let them initiate transactions,
create employees, or change payroll data and schedule payments. Not only are there
state and federal privacy laws that can expose your entity to significant fines for reveal-
ing certain personal identifying information (PII) that may be in these files, but the risk
of fraud andmisstatement soars as access and security deficiencies increase. The simple
use of effective passwords, the securing of the computer hardware in a restricted access
location, and the maintenance of information in protected files can go a long way to
reducing the risks in a smaller entity. It is amazing to see the number of instances where
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passwords are placed on sticky notes pasted to the side of the screen or on the pull-out
writing shelf on the desk, have gathered dust from being passed down from bookkeeper
to the next bookkeeper, or are set to the word password. Don’t be so sure that insiders
and outsiders are not interested in your data. For example, foundation’s list of contrib-
utors and their contact information can have value in the marketplace to other similar
organizations. In any case, deficiencies are often easy to fix here without heroic costs
or efforts. Passwords can be set up to better ensure a segregation of duties and to meet
published standards (e.g., see ISO/IEC 27001 and 27002) commensurate with the risks
associated with the data.

Change Controls

In entities that use today’s simple packaged systems, the idea that users will request pro-
gram changes of IT department programmers, based on past home-grown computer
programs, is not as relevant as when entities built andmaintained their software. There
can still be features and controls that canbe enabled or disabled, but the options are often
limited. But in custom-built systems, such changes are still relevant and may be impor-
tant. This element of ITGCs focuses on the initiation, approval, programming, testing,
and user acceptance of changes to systems. In the absence of such controls, unantic-
ipated changes may be introduced into the system that adversely affect other parts of
the software, may result in data loss, or may result in changes that increase the risk of
fraud. A related concept that is relevant for smaller entities is the upgrade of the appli-
cation software ormigration to a new operating system or platform. How do you ensure
that the new program will perform as well as the old version and that any data incom-
patibilities are resolved? When users in smaller entities skip numerous updates to the
software, simple transitionsmaynot be possible. Imagine trying to transfer the data from
a decades-old DOS version of accounting software to a currentWindows version.Will it
work? Do you know? How can you be sure?

This element of ITGCs is only relevant when there are changes in the programs
and systems during the period. Unlike security and access controls, which are always
and continuously relevant, the controls over the change process can be observed and
assessed only when changes occur. Thus, it is important to be able to identify when and
where the change process occurs. For entities where program changes and new systems
implementations are common, well-documented controls andmonitoring plans should
be in place to guide the modification process.

I recall the unfortunate experience of advancing hardware making an old home-
grown, but still useful, software programobsolete.A statistical samplingprogram, devel-
oped in the 1970s andupdated in the 1980s, started to offer challenges becausemodern
printers could not print the data output. Unfortunately, the program codewas not prop-
erly documented during the development or updating (or the documentationwas never
found) andwould have been expensive to re-create. No programmers capable of reading
its languagewere readily available—a situationnot uncommonwith legacy software. In
1999 a search was performed for a Windows-based replacement for the product; it did
not exist, and so a plea was made to the “Y2K police” to approve the application if it
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passed the Y2K tests. Once it passed the applied Y2K tests, the expectation was that the
Firmwas home free. They were willing to limp through the printer issue, only to be con-
fronted a short time thereafter with an inability of the program to find external data
because the processor speed of the new hardware program was too fast. The solution
was then to retard the speed of the processorwhen running this program, an illogical but
the only solution until an alternative software solution could be identified. The lesson:
Do not wait too long to upgrade software.

The concept here is to place controls around the processes related to the modifica-
tions so that the changes:

◾ Accomplish the requested (and approved) change in the software operation.
◾ Generate documentation (e.g., a log) of the changes made to the code.
◾ Avoid business interruption during the modifications.
◾ Mitigate the risk of data loss or problems interfacing with related data and systems.
◾ Ensure the function is operating effectively before going live with the revised

software.

A custom testing plan that involves testing related software functions is an impor-
tant step in ensuring the program is working effectively.

New Systems Development

Many large entities change their computer systems, accounting software, and soon from
time to time. The idea is to make the transition safely, without a loss of data or function.
An effective systems development element will have a methodology in place to handle
new systems projects that will include a needs assessment, an assessment of hardware
and software options, an implementation approach with backups and “undo” points to
safely migrate data, and a testing function to ensure all systems are “go.” In some cases,
the old and new systemswill be run in parallel for some time before reliance is placed on
the new system.

Like change controls, this element of ITGCs is relevant only when new systems
development and implementation occurs during the period, as the process can be
observed and assessed only when systems development and implementation occur.
Thus, it is important to be able to identify when and where this attribute applies. In
some entities, such major changes are uncommon. Larger, more complex entities are
continuously making changes.

A current trend in corporate and government practice is to replace older
(home-grown) legacy software with commercial software that can be adapted to meet
entity needs. This minimizes the need to have a small army of programmers on hand
to make modifications and keep the software humming along. It puts the onus back on
the vendors to continually adapt and upgrade their software to meet the continually
changing hardware configurations and operating systems. In the aggregate it is cheaper
to have these adaptations done centrally by the vendor rather than each entity try to
make them.
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Another true story concerns the large service and equipment rental business that
intended to install an enterprise software solution as a Y2K-compliant replacement to
a company-developed (legacy) system. A significant location’s operations were targeted
as the first place for the conversion. The company decided its current IT team would be
up to the task of making the conversion with a minimum of training. Somewhere along
the way, the receivables and customer data from the old system were lost in the con-
version process near the time of the fiscal year-end. This caused fits, since by the time
of releasing the financials, the system still had not been restored, and the entity had to
decide if it needed to make an extra allowance for some of the tens of millions of dollars
of receivables for which it could not get detailed information. The auditors were assured
by the company and an outside consultant that the company at least could restore the
old system. IT professionals were sure of that. Incredibly, that never happened, unfortu-
nately, and the company had to use very expensive and time-consuming procedures to
re-create some of the data. In a later period the company realized financial losses due in
part to data losses.

A competent plan for implementation should include a back-out plan in case the
project is unsuccessful. Tests can be performed to verify the conceptual plan will work
and to tweak any details before putting the entity at risk. While sometimes viewed as
unproductive and time wasting, the downside risk here is sometimes too great to ignore
such a step.

Systems development is not a do-it-yourself project, and even when competent sys-
tems people are involved, there areusually surprises and “learning opportunities.” If you
have an important project, make sure you have the technical assistance you need.

A structured process for planning, creating, testing, and implementing an infor-
mation system called the systems development life cycle (SDLC) came into vogue in the
1960s as a methodical way to build information systems. The concept applied to hard-
ware and/or software configurations. Since that time variants of the SDLCmethodology
have evolved to meet the evolving IT environment and advances in programming. For
example, in the late 1980s, Coopers & Lybrand Consulting developed an adaption that
focused on developing expert systems. However, the important point is that structured
methodologies exist that can safely guide entities through a development project.

Newsystems issues are similar in someways to theaforementioned changes in exist-
ing programs, but on a grander scale. Since more data and more software are involved,
the risks are usually higher than for changes to existing programs.

Sources of evidence regarding this element (and change controls) are inquiry;
review of the documented, structured approach to be followed; evidence the plan
was adhered to during the development, testing and implementation phases; and the
presence or absence of postimplementation adjustments or complaints.

Operations and Maintenance

Operations and maintenance cover a number of subject areas. This element encom-
passes the analysis and diagnosis of customer, supplier, or user IT complaints or annoy-
ances to identify systemproblems of anynature. An effective function reports significant
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issues to management and enables the entity to take remedial actions to address the
immediate situation. Another dimension covered by this element relates to backup and
disaster planning functions. The incidence of deficient backup policies is very high in
many businesses. The problem here is akin to the leaky roof—when it is raining, the
roof cannot be fixed, and when it is not raining, there is no problem. Backups should be
regularly scheduled and the backup data safely secured.

You shouldmake a risk assessment of how critical your systems and associated data
are to your entity and the accounting function (usually critical today), and use that
assessment in developing some sort of disaster and recovery plan. Fires and floods hap-
pen (consider Hurricanes Katrina and Sandy), and when they do, there is no time to
develop a plan. Systems and electronic data are becoming the lifeblood of many entities.

A simple plan might need only to secure a copy of the backup data and processing
software off site. More elaborate plans may have hardware backup and battery capacity
to address the critical entity needs.

One disaster story is about a thriving company that maintained leased equipment
and software records for financial services businesses as a “service” to facilitate keep-
ing these records updated and licenses “current.” Computerized customer records and
details of the key dates relating to the software were “the business,” so fairly elaborate
plans were established to make regular backups and retain them off site. In addition,
backup hardware and supplies were also maintained at the secure site, to make the sys-
tem as bulletproof as practical. The company’s main office was destroyed in one of the
buildings of the World Trade Center in the terrorist attacks of 9/11. Unfortunately, the
backups were stored in the second tower of theWorld Trade Center. Similarly, in a broad
flooding situation like Hurricane Katrina, off-site storage anywhere in the area, even
miles away, can be a risk. You cannot anticipate all the possible circumstances, but you
can cover the more likely disaster scenarios. IT professionals can help you develop poli-
cies and procedures for your company that are reasonable and affordable.

In theunusual casewhere transactionsare still run inbatches onmainframes (more
often encountered in government applications), the order of running file updates (e.g.,
sales before cash receipts) may be important, and so glitches in running updates to var-
ious files would occasionally fall under this topic.

Information Systems Assessment Frameworks: COBIT and the IT
Governance Institute

For the reader interested in a deeper understanding of the application of control objec-
tives to the IT area, COBIT (Control Objectives for Information and related Technology),
now in its fifth edition (www.isaca.org/cobit), was developed by the Information Sys-
tems Audit and Control Association’s (ISACA). COBIT enumerates a detailed set of con-
trol objectives (over 300) tailored to the information systems environment. The COBIT
framework is similar to COSO in that it puts controls within the context of specific objec-
tives and the risks the company faces towards their achievement. Among IT audit pro-
fessionals, COBIT is widely accepted as a framework for IT development, maintenance,
and operations.

http://www.isaca.org/cobit
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In defining the goals of IT governance and control, COBIT takes a rather broad
brush and does not limit itself to the financial reporting process. COBIT describes three
high-level goals for IT governance:

1. IT is aligned with the business, enables the business, and maximizes the benefits to
the entity.

2. IT resources are used responsibly.
3. IT-related risks are managed appropriately.

For SOX purposes, which relate to the reliability of financial reporting, the third
COBIT objective is most relevant. For the purposes of assessing the effectiveness of
internal control over financial reporting, you typically will limit your consideration
of IT-related controls to those that have a direct effect on the reliability of financial
reporting and financial data.

Since COBIT is broader in scope than the focus of SOX, and many of its attributes
overlap with COSO (e.g., delivery of relevant management information timely and
accurately), extensive tailoring is required to efficiently use COBIT in the context of
SOX requirements or to apply its concepts to nonpublic audit environments. However,
if COBIT already is the benchmark to assess systems in an entity, a recent COBIT review
may be used in full or part in lieu of a separate evaluation for COSO purposes.

Motivated by the need for more practical guidance to public companies in com-
plying with the requirements to assess and report on the effectiveness of internal
controls under the SOX, the IT Governance Institute issued IT Control Objectives for
Sarbanes-Oxley, 2nd edition (2006). Many IT professionals find the guidance in COBIT
to be directed to a broad IT mission and a high standard, and not as practical as the
more focused guidance in the IT Governance Institute publication. Nevertheless, even
the IT Governance Institute guidance contains nearly 100 control objectives. Some IT
professionals believe that even this is overkill with respect to the need to assess IT as
part of the SOX assessment of the effectiveness of internal controls. While readable by
the non-IT specialist, to implement and assess the IT systems in a complex environment
some specialist training and experience are likely to be necessary. That does not mean
that you should just hand the responsibility to the IT specialist, as risks, IT issues, and
control activities are so intertwined that these assessment tasks should not be sharply
divided. A team approach with significant interaction and communication generally is
the best one.

PRINCIPLE 12: DEPLOYS THROUGH POLICIES AND
PROCEDURES

Principle 12 is where we finally get to assessing the important controls over the daily
transactions and periodic accruals and the close process.

The points of focus for this principle include:

◾ Establish policies and procedures to support deployment of management’s
directives.
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◾ Establish responsibility and accountability for executing policies and procedures.
◾ Perform activities in a timely manner.
◾ Take corrective action.
◾ Use competent personnel.
◾ Reassess policies and procedures.

Smaller entities that are simpler in structure with a simpler business model may
have less documentation on policies and procedures. But adequate documentation is
still expected. Often a general procedures manual will serve their purpose outlining the
accounting treatment of special situations, say, advance pledge receipts, nonmonetary
transactions and gifts, asset versus expense recordings, determining useful asset lives,
and so on.More complex entitiesmay havemore sophisticated and detailed descriptions
of procedures covering in more detail and how to address day-to-day transactions and
exceptions.

Not to be forgotten here is the need to document the controls over processing and
how they should operate, including the controls over developing estimates, determining
accruals and the period-end close procedures.While these two purposes can be included
in a single document, some entities with extensive process documentation in place may
choose to create specific-purpose documentation separately, and tie the processes and
controls together with cross references. In electronic documents, links can be developed
to efficiently accomplish the cross references. There are no required formats for such
documentation. Many entities find flowcharts and narratives work particularly well for
documenting policies and procedures, and many also find that matrix templates are
very efficient for documenting controls and how they address the relevant assertions for
the accounts, balances, streams of transactions, and disclosures. In general, flowcharts
are gaining in popularity for describing processes over narrative approaches, which are
often criticized for being too difficult to read, comprehend, and update.

In Principle 3 we established that structure, authority, and responsibility were
important elements in the control environment. To follow through, management
needs to drive those elements down to the detailed transaction processing and control
levels so that expectations regarding processing can be fulfilled and individuals held
responsible for the timely and effective performance of their tasks. In addition, the
lines of responsibility and authority need to be understood by all so that any necessary
exceptions to policy or undefined situations can be properly channeled through the
system for resolution. In this principle we are ensuring that the fundamental elements
in Principle 3 (structure, authority, responsibility) are driven down to the level of the
more detailed processes and controls. Weaknesses identified in Principle 11 could have
implications for Principle 3, depending on the root causes and pervasiveness of the
weakness discovered.

Mechanismsneed to be in place to detectwhen timely andaccurate processing is not
occurring. Thesemechanisms can be as simple as ensuring that lines of communication
between employees and between employees andmanagement are kept open (e.g., access
to management and proactive inquiry of management to employees about status, peri-
odic staff meetings and forums, etc.). Analytical proceduresmay also alertmanagement
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when unexpected variations in production or processing occur. These may be the result
of programmed flags in the systems that signal events for further review and may also
be a part of the monitoring function. Through continuous improvement, issues that in
the past have caused problems can be monitored so that timely identification of issues
is made.

At the detailed control activity level, issues that may arise may indicate that an
employee is not adequately prepared to perform a task. Tracing the root issue of per-
formance deficiencies here could result in a competency question (Principle 4) and that
might also reflect onwhether thehuman resources process used to staff the functionwas
adequate, whether there was an improper or inadequate management specification of
the position and required competencies, orwhether the employee is just not able tomeet
the expectations of the position. Toooften, newemployees are thrust into a (vacant) posi-
tionwithaminimumof directionas towhat theydoandhow it relates to other functions.
If policies and procedures are properly written and accessible to the employee, much of
the pain of learning experiences canbe avoided. One thing should be clear at this point in
the discussion:An incident involvingPrinciple 12 could involve issues that involve other
principles. Only in the analysis of the issue can the potential tentacles be identified.

Over time, the processes and controls may need to be modified to meet the evolving
needs of the entity. The question becomes: How does the entity consider when to recon-
sider existing policies and controls? Feedback from issues that may arise in operations,
employee suggestions, and changes in the business (e.g., a formerly insignificant line of
business becomes a major line of business) will often provide clues as to when changes
may be necessary. The careful attention to the issues raised in the risk assessment phase
can also signal the need to change or clarify policies and practices.

SUMMING UP

Regardless of the approach you choose to followwhen documenting controls, there will
be a time, after scoping, after planning, and after considering the tools you intend to use,
where you will be seeking either the financial statement assertions or control objectives
to guide you through the COSO approach for each of the five components and 17 Prin-
ciples and points of focus. Particularly in the 2006 and 2009 COSO releases and in the
2013 revision to the Framework, a significant number of approaches, examples, sce-
narios, points of focus, and suggestions can be helpful in designing the most efficient
and effective tailored approach. In this regard, these resources together provide a rich
set of guidance that can help clarify the kinds of issues that need to be addressed when
assessing the principles.

Trade organizations and industry groups may publish guidance on the application
of some of the Framework concepts to their unique industry characteristics, but it may
take some time for that guidance to be specific to the 2013 Framework. Going forward,
using financial statement assertions may have significant value in linking the Frame-
work to unique accounts and disclosures. Assertions have proven valuable in achieving
the breadth to cover the different risks that any process might face and also are relevant
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to the broad number of financial elements and disclosures in the project scope. Since
the assertions are limited in number, they can be efficient to work with, but since they
are few in number, they may prompt the documentation of numerous controls for each
assertion in order to fully satisfy the assertion. For example, a number of risks could
affect the valuation of inventory (e.g., obsolescence, regulation, change in demand), and
the controls to address each of those risks can differ.

If you are already documenting controls using controls objectives, youmaywish to
continue to do so but to add the assertions to your documentation to better ensure there
are no gaps. If you are “zero-basing” a revised project now that you need to integrate
the 17 Principles into your assessment, youmay want to experiment to see what sort of
approach works best and will work best into the future. However, be aware that there is
a natural bias toward retaining control objectives if the project team is not familiar with
working with the assertions. Since assertions are likely to be a durable concept in the
future, teams should be alert to this bias when choosing a direction. In addition, most
auditors will align their assessment tools by the assertions, so it may be desirable to be
on the same page to minimize the differences.

Appendix 5A provides some sample control objectives and assertions often asso-
ciated with them. If you have existing control objectives, you will need to confirm the
linkages with the assertions. Standardization of control objectives did not occur from
previous releases, as therewasnever a generally accepted list of control objectiveswidely
circulated for each account or disclosure.

Transitioning to the New Framework

Those entities following the five components under the 1992 guidance will find the
control activities component here too. If control objectives and/or assertions were pre-
viously used, those elements can be mapped to the three principles by considering the
various points of focus. It is possible that a full consideration of the 2013 Framework
will identify some previously unaddressed control points that now need to be addressed
going forward.

The 2006 COSO guidance identified four specific attributes that could be used for
assessing the component:

1. Integration with risk assessment. Actions are taken to address risks to the achieve-
ment of financial reporting objectives.

2. Policies and procedures. Policies related to reliable financial reporting are established
and communicated throughout the company, with corresponding procedures
resulting in management directives being carried out.

3. Information technology. IT controls,where applicable, are designedand implemented
to support the achievement of financial reporting objectives.

4. Information needs. Information is identified, captured, and used at all levels of a com-
pany to support the achievement of financial reporting objectives.

These attributes have now been collapsed into three principles, and the underlying
control objectives and/or assertions may be the most reliable way to link the previous
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structure to the 2013 Framework. Attribute 1 and 2013 Principle 10 are similar.
Attribute 2 and 2013 Principle 12 may address similar controls. Attribute 3 and 2013
Principle 11may be similar. Attribute 4maymap to some controls nowmore associated
with information and communication (Principles 13 and 14). Note that in transition,
you may identify some previously unaddressed control points that may now need to be
addressed going forward.

Examples of Controls

There are a variety of procedures that could be used to satisfy an attribute or control
objective. While the use of checklists (yes/no) of controls is generally not an effective
approach to evaluating whether a principle is being met, illustrations and examples of
controls are often helpful in triggering a better understanding of how the concept works
and can also be helpful as a completeness check that controls that are actually in place
were documented.

Appendix 5A illustrates the linkage of sample control objectives/activities to asser-
tions. The controls are the ones the entity asserts fully or partially satisfy the objective
or principle.

Appendix 5B illustrates some of the more common interrelationships between the
principles. Specific facts and circumstances will determine whether these linkages or
other linkages might apply in a specific situation.
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Linking Common Control
Activities and Assertions

THE 1992 INTERNAL CONTROLS—Integrated Framework document and the 2006
Internal Controls over Financial Reporting—Guidance for Smaller Public Companies
document by the COSO presented sample control objectives for four of the five

components (control environment, monitoring, information and communication, and
risk assessment) of the COSO Framework. Control activities objectives for the cash
disbursements function and for the revenues function are also illustrated in these
documents.

The attached practice aid materials are provided to assist you in working with con-
trol objectives and relating them to assertions for your entity. Clearly, customization to
specific industries and business circumstances is often necessary.

Readers are urged to review and consider edits andmodifications to any illustrative
control objectives/assertions before beginning the completion of any forms or matrices.
Different assertions may be used by different entities, and a clear indication of the ones
to be used in the documentation process needs to be established up front. Consider the
circumstances of your application and processes first to ensure proper detail is captured
without redundancy. In the examples that follow, thePublic CompanyAccountingOver-
sight Board (PCAOB) assertions are illustrated. Consider:

◾ Completeness
◾ Redundancy
◾ Appropriate level/amount of detail

146



Linking Common Control Activities and Assertions ◾ 147

General Format

Area and Category Control Objective Assertions

Revenues
Segregation of Duties Functions with potential conflicts such as

customer approval, sales, and cash
receipts are segregated.

All

Sales Prices used in recorded sales are accurate. Valuation

Sales Only valid sales orders are fulfilled. Occurrence

Sales All valid orders are processed and recorded
and filled.

Completeness

Sales: Posting Relevant information is captured and
reported accurately and promptly.

Occurrence, Valuation

Sales: A sales invoice is generated for every
shipment or completed work order.

Completeness

Sales: Period Invoices (sales) are recorded in the
appropriate period.

Valuation (cutoff)

Allowances An allowance for doubtful accounts is
properly estimated.

Valuation

Shipments Correct goods are shipped and accurately
recorded.

Valuation

Shipments: Period Deliveries are recorded and recorded in the
proper period.

Valuation (cutoff)

Ownership Recorded inventory is owned by the
company.

Rights and Obligations

Cash Receipts Cash receipts are accurately recorded. Completeness,
Existence, Valuation

Balances The company has ownership rights to
recorded cash and accounts receivable.

Rights and Obligations

Credits Issued Credits issued are authorized and properly
recorded.

Occurrence, Valuation

Credits Recorded Credits (to accounts receivable) are
accurately calculated.

Valuation

Credits Complete All credit notes and proper adjustments to
accounts receivable are recorded.

Completeness

Physical Safeguards Physical controls over cash limit the risk of
misappropriation.

Occurrence, Rights and
Obligations

Financial Reporting Postings to the general ledger are timely
and accurate. Cash, receivables and
related information is properly disclosed
in the financial statements.

Completeness,
Valuation, Disclosure

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files are
recorded accurately and timely. Standing
data are complete and accurate.

All

(continued)
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Area and Category Control Objective Assertions

Purchasing and Cash Disbursements
Segregation of Duties Functions with potential conflicts such as

vendor approval, purchasing, and
payment processing are segregated.

All

Purchasing Purchase orders and service requests are
authorized, complete, timely and
accurate.

Occurrence, Valuation

Receiving All goods and services received were
ordered and were processed accurately
and recorded timely.

Occurrence, Valuation

Returns and
Allowances

All returns and allowances are authorized,
and were processed accurately and
recorded timely.

Occurrence, Valuation

Invoice Processing All invoices are promptly and accurately
processed.

Duplicate processing is prevented.

Occurrence,
Valuation, Existence

Cash Disbursements Payments were authorized, and associated
goods or services were received and
recorded in the proper period. Foreign
currencies are properly recorded.
Duplicate payments are prevented.
Long-outstanding payments (e.g.,
uncashed checks) are investigated.

Rights and Obligations,
Valuation

Completeness

Electronic Funds
Transfers

EFT authorized in advance as to amount
and payee and controlled.

Valuation
Existence
Completeness

Physical Controls Physical controls over cash limit the risk of
misappropriation.

Physical access to unsigned checks and
check signature stamps or machine
is controlled.

Completeness
Valuation
Rights and obligations

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation
Presentation/Disclosure

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files are
recorded accurately and timely.

All

Inventory
Segregation of Duties Purchasing, inventory record keeping, and

physical inventory counting and physical
access are segregated.

All

Transfers of Inventory Transfers between locations or between
accounting categories (raw materials,
work-in-process, and finished goods) are
authorized, accurate and complete.

Only authorized shipments of finished
goods are made.

Valuation
Completeness
Existence
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Area and Category Control Objective Assertions

Quantity Verification Physical counts are periodically taken to
ensure accuracy and completeness.

Completeness
Valuation

Inventory Costs Complete and accurate records are
maintained regarding product costs,
including costs of each element
(materials, labor, overhead) added at
each stage (RM, WIP, FG) of the inventory
process.

Allocation (Valuation)

Accounting Period Proper cutoff is maintained on all goods
entering or leaving the inventory system
around period-end.

Completeness
Existence

Accounting Methods for assigning/allocating costs and
inventory methods (LIFO, FIFO, WAM,
etc.) are in accordance with GAAP and
are consistently applied.

Allocation (Valuation)

Inventory Costs:
Standard Costing

Standard costs products are updated and
maintained.

Allocation (Valuation)

Inventory Costs:
Standard Costing

Changes to standard costs are approved
before implemented.

Basis for the change to standard cost is
documented.

Allocation (Valuation)

Inventory Costs:
Standard Costing

Variances from standard costs and
overhead charges (as applicable) are
updated and applied to inventory and
cost of sales in accordance with GAAP.

Allocation

Reserves and Lower of
Cost or Market

Assessments are made of obsolete
inventory as per GAAP and write-downs
made on a timely basis.

All adjustments are authorized.

Valuation

Physical Controls Inventory is protected from loss due to
theft, misuse, or physical damage.

Existence
Completeness

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation
Completeness

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files are
recorded accurately and in a timely
manner.

All

Payroll and Benefits
Segregation of Duties Hiring (human resources) and payroll

functions are segregated. Time report
approval is segregated from other payroll
functions.

All

Basis for Payroll
Amounts

Payroll is authorized only in accordance with
time records or contractual agreements.

Occurrence
Valuation

(continued)
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Area and Category Control Objective Assertions

Payroll Payroll is complete and accurate (including
to the proper person) and in the proper
period, including proper health and
benefits deductions.

Completeness
Valuation

Benefits Benefits data and payroll deductions are
accurately processed from the payroll
records to the files for other benefits
records for each employee in accordance
with the plans.

Valuation

Follow-up Missing, duplicate, or long-outstanding
checks are investigated.

Completeness
Valuation

Physical Controls Checks, signature stamps, and the like are
secured against unauthorized use.

All

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation

Data Files Access to data files is restricted to
authorized personnel. Personal data is
protected from disclosure.

All

Data Files Approved changes to data files (including
withholding tables) are recorded
accurately and in a timely manner.

All

Fixed Assets
Segregation of Duties Asset record maintenance and physical

asset disposition or oversight are
segregated.

All

Approved Capital
Expenditures

Capital expenditures are approved and
documented before acquisition.

Occurrence
Valuation

All Fixed Assets
Recorded

All fixed assets of the entity are recorded.
New fixed assets are recorded accurately
and in a timely manner.

Completeness
Rights and Obligations
Valuation

Expensed or Cap per
Policy

Assets are capitalized (expensed) per GAAP
and company policy.

Valuation

Ownership Assets recorded are owned by the entity,
and are not otherwise sold or represent
rented facilities.

Rights and Obligations

Depreciation Methods Depreciation methods for book and tax
purposes are in accordance with GAAP,
regulatory, or tax principles, as
appropriate, and are accurately
accounted for on a timely basis.

Valuation

Physical Controls Protection of relevant assets from loss due
to theft, misuse, lack of maintenance, or
physical damage.

Completeness
Valuation

Impairment Fixed assets (including idle assets) are
regularly reviewed for impairment.

Valuation

Self-Constructed
Assets

Interest, costs, payroll, and overhead are
accounted for as per GAAP, and costs are
accumulated on a timely basis.

Valuation
Completeness
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Area and Category Control Objective Assertions

Disposals Disposals are preapproved and recorded
per GAAP on a timely basis.

Existence
Disclosure

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files are
recorded accurately and in a timely
manner.

All

Goodwill and Intangibles
Segregation of Duties Those responsible for accounting and

physical controls over assets or records
do not have duties that are incompatible
with maintaining effective internal
control.

All

Recorded Values Amounts at which goodwill and other
intangible asset balances are carried
remain valid. Impairment considered.

Valuation

Amortization Amortization of intangible assets is
recorded in the appropriate period.

Valuation

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files are
recorded accurately and in a timely
manner.

All

Tax Accrual and Compliance
Tax-Related

Transactions
All related transactions or economic events

are recorded completely, accurately, and
in a timely manner.

Tax issues are identified and resolved on a
timely basis.

Records support the recorded transactions
and estimates.

All

Tax Compliance Accurately process, prepare, and file
required tax documents on a timely basis.

Remit tax payments on a timely basis,
including any sales taxes collected.

All

Tax Accrual Accurately reflect deferred taxes per GAAP
(FASB ASC 740), including the realization
of any deferred tax assets and tax
positions.

Include local, state, and foreign
commitments.

Appropriate support and schedules
underlie the calculations.

Valuation
Disclosure

(continued)
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Area and Category Control Objective Assertions

Tax Planning Recognized tax positions meet GAAP
criteria for recognition

Valuation

Recognized Deferred
Tax Assets

Recoverability reviewed.
Supporting, corroborating evidence

obtained regarding realization.

Valuation

Consistency with Entity
Goals

Tax strategies and tax positions are
consistent with entity goals and
strategies.

Valuation

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation

Disclosure Management/those charged with
governance are aware of significant
tax-related issues and risks.

Required disclosure of tax-related issues.

Presentation and
Disclosure

Data Files Access to data files or worksheets is
restricted to authorized personnel.

All

Data Files Approved changes to data files or
worksheets are recorded accurately and
timely.

All

Commitments and Contingencies
Segregation of Duties Those responsible for these functions do

not have duties that are incompatible
with maintaining effective internal
control.

All

Contracts Contractual liabilities are authorized and
disclosed as required.

Completeness
Disclosure

Commitments and
Contingencies

Commitments and contingencies are
estimated and identified in a timely
manner.

Completeness
Valuation

Litigation Pending litigation is identified, estimated,
and disclosed in a timely manner.

Completeness
Valuation
Disclosure

Regulation Regulatory actions or exposures are
assessed as to potential financial
accounting consequences and estimated
and disclosed as required by GAAP.

Valuation
Disclosure

Product Recalls Product recalls are properly authorized,
estimated, communicated, and recorded
in a timely manner.

Completeness
Accuracy
Disclosure

Derivatives: Reporting Derivative financial instruments are
identified, categorized, and classified.
They are accounted for accurately and in
a timely manner. When derivatives are
common, company policies are in place
covering authorization and permitted
practices.

All
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Area and Category Control Objective Assertions

Derivatives:
Information

Company information systems are
adequate to maintain the records
necessary to account for derivative
financial instruments.

Valuation

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation

Data Files Access to data files is restricted to
authorized personnel. Personal data is
protected from disclosure.

All

Data Files Approved changes to data files (including
withholding tables) are recorded
accurately an timely.

All

Equity
Segregation of Duties Those responsible for these functions do

not have duties that are incompatible
with maintaining effective internal
control.

All

Equity: Authorized Only authorized changes in the number of
outstanding shares or amounts of partner
equities are recorded. All transactions are
recorded accurately and in the proper
period.

Existence
Rights and Obligations
Valuation

Treasury Stock,
Distributions

Stock buy-backs or distributions are
authorized and recorded accurately in the
proper period.

Completeness
Valuation

Stock Options:
Granting

Options are granted in accordance with a
board-approved option plan.

Controls prevent backdating or
spring-lading.

Completeness
Occurrence
Valuation

Stock Options:
Accounting

Valuations of options are made to record
compensation, as appropriate.

Appropriate disclosure information is
retained in the information system.

Authorized valid stock options (issued) are
recorded completely, accurately, and
in the proper periods.

Authorized valid exercises, retirements,
terminations, and modifications and
cancellations of stock options are
recorded completely, accurately,
and in the proper period.

Completeness
Existence
Valuation
Disclosure

Dividends or
Distributions

Dividends or distributions are authorized,
and recorded accurately in the proper
period.

Valuation

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation

(continued)



154 ◾ Linking Common Control Activities and Assertions

Area and Category Control Objective Assertions

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files are
recorded accurately and in a timely
manner.

All

Investments
Segregation of Duties Cash management, investments, and debt

management functions are properly
segregated.

All

Cash Transactions The execution of cash-related transactions
is limited to authorized individuals.

Occurrence
Rights and Obligations

Investments Only authorized valid investment
transactions are recorded completely,
accurately, and in the proper period.

Transactions are approved at an
appropriate management level.

Transactions are executed only with
approved counterparties.

All

Investments:
Information

Sufficient backup information is available to
assist in the proper classification of
securities (held, available for sale,
trading) for reporting purposes and to
fair value financial assets and investments
accounted for by fair values.

Valuation
Disclosure

Securities Pricing Make a timely valuation of securities.
Method of valuation is per GAAP.
Examine related SOC No. 1 (SAS No. 70)

report of service organization (if used).

Valuation

Follow-up Long-outstanding or unusual trades in
terms of amount, parties, nature of the
investment, and so on are identified and
reviewed.

Existence
Valuation

Physical Controls Physical controls over investments are
maintained to reduce the risk of theft or
unauthorized use.

Completeness
Existence

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files are
recorded accurately and in a timely
manner.

All

Treasury
Segregation of Duties Cash management, investments, and debt

management functions are properly
segregated.

All
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Area and Category Control Objective Assertions

Bank Accounts Accounts are properly authorized to open
or close.

Accounts are periodically and timely
reconciled.

Activity is reviewed/monitored for unusual
patterns.

Completeness
Valuation (Accuracy)

Currency Cash is denominated in appropriate
currency.

Valuation
Disclosure

Policies Monitor compliance with any loan covenant
policies regarding balances.

Rights and Obligations
Disclosure

Cash Transfers Wire transfer transactions are limited to
authorized individuals and purposes and
controlled as to amount and timing.

Existence
Completeness
Valuation

Cash Transactions The execution of other cash-related
transactions is limited to authorized
individuals.

Rights and Obligations

Derivatives Debt contracts and agreements are
routinely reviewed to identify possible
imbedded derivative provisions.

Derivatives are accounted for appropriately
and in accordance with US GAAP.

Completeness
Accuracy

Borrowings: Third Party Third-party debt obligations and related
interest are complete, properly
authorized, accurate, and recorded in the
proper period.

Appropriate disclosures are made.
Hybrid debt with equity features

(and vice versa) is accurately classified
and disclosed in financial statements.

All

Borrowings: Related
Parties

Intercompany borrowing and related
interest are complete, properly
authorized, accurate, and recorded in the
proper period.

Appropriate eliminations are scheduled for
consolidation.

Completeness
Existence
Valuation

Fair Value Apply fair value measurements to any
related debt as required by GAAP.

Valuation

Off-Balance Sheet Off-balance sheet arrangements are
identified and accounted for
appropriately and in compliance with
GAAP.

Completeness
Existence
Valuation

Physical Controls Physical controls over cash and negotiable
instruments are maintained to reduce the
risk of theft or unauthorized use.

Completeness
Existence

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation

(continued)
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Area and Category Control Objective Assertions

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files are
recorded accurately and in a timely
manner.

All

Additional Objectives re: Period End (Quarterly and/or Annual) Process
Related Party

Transactions
All such transactions are identified.
Amounts, entities, and timing are accurate.
Examine transactions for required

disclosure and GAAP treatment.

All

Fair Valuation of
Relevant Assets and
Liabilities

All relevant accounts/processes are
identified.

Quality appraisals obtained are timely and
relevant.

Consider: Financial Assets and Liabilities
Investments

Completeness
Valuation

Accruals The accurate preparation of all accruals and
adjustments are made

Completeness
Valuation

Consolidation and
Translation

All entities consolidated or equity pickup
and eliminations are made.

Translate per GAAP.

Completeness
Valuation

Tax Accrual Tax expense and accrual are reviewed for
accuracy and completeness.

Identify tax positions.

Valuation
Disclosure

Data Files Access to related data files is restricted to
authorized personnel.

All

Data Files Approved changes to related data files are
recorded accurately and in a timely
manner.

All

Loans (Financial Institutions)
Segregation of Duties Loan setup, processing, collections, and

accounting for the loans are properly
segregated.

All

Policy All loans are processed in accordance with
company policies and applicable rules
and regulations.

Rights and Obligations
Completeness
Valuation

Loan Origination Only accurate, complete, and valid loan
applications are accepted.

Completeness
Existence
Valuation

Loan Origination All loans are properly authorized,
processed accurately, and recorded in a
timely manner.

Valuation

Loan Payments Payments for authorized/approved loans
are recorded completely, accurately, and
timely.

Valuation
Completeness
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Area and Category Control Objective Assertions

Sale of Loans Loan sales are properly authorized.
Loans held for sale are properly classified.
Authorized loan sales are recorded

accurately and in a timely manner.

Occurrence
Rights and Obligations
Valuation

Servicing Loans All cash receipts/payments are deposited
and recorded completely, accurately, and
in a timely manner

Completeness
Valuation

Servicing Loans Delinquent accounts are monitored, and
allowances are established.

Valuation

Loan Repayments Loan repayments are accurate and properly
recorded.

Completeness
Existence
Valuation

Loan and Related Asset
Valuations

Allowances for loan loss reserves and
charge-offs are accurate.

Valuation

Foreclosed Assets and
Real Estate
Investments

Acquisitions and sales of foreclosed assets
are authorized and properly recorded.

Occurrence
Existence
Valuation

Physical Safeguards Adequate physical controls over loan files
and collateral are maintained.

All

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files (e.g., loan
master files and interest calculations) are
recorded accurately and in a timely
manner.

All

Generic Cycle
Segregation of Duties Those responsible for accounting and

physical controls over assets or records
do not have duties that are incompatible
with maintaining effective internal
control.

All

Process Transactions are authorized and recorded
completely, accurately, and in a timely
manner.

Completeness
Existence
Valuation

Physical Controls Protection of relevant assets or information
from loss due to theft, misuse, or physical
damage.

All

Financial Reporting Postings to the general ledger are timely
and accurate.

Valuation

Data Files Access to data files is restricted to
authorized personnel.

All

Data Files Approved changes to data files are
recorded accurately and in a timely
manner.

All
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Linkage of Principles
to Controls, Policies,

and Procedures

THIS APPENDIX ILLUSTRATES the COSO components and principles linked to some
example controls, policies, procedures, and considerations. The examples and
considerations are not an exhaustive list and are generic in the sense that they

are intended only to illustrate the linkage. This appendix may give you a starting point
for documenting the controls and gathering evidence of their operation, but ultimately
your documentation should be modified to fit the unique facts and circumstances of
the entity. In addition, some controls may address more than one principle, and some
of those relationships are also illustrated below. Depending on the control and how it
is applied, the relative strength of that control to address a specific assertion may dif-
fer. Guidance suggests considering related controls and principles when assessing con-
trol deficiencies. Additional examples of controls are in A Compendium of Approaches and
Examples, a 158-page volume accompanying the May 2013 Internal Control–Integrated
Framework.

Component/Principle Example Control, Policy, or Procedure

Control Environment
Demonstrate
commitment to
integrity and ethical
values (Principle 1).

◾ Comprehensive codes of conduct are developed and maintained and
are periodically acknowledged by all employees.1

◾ The board of directors sets the example for the tone at the top.
◾ The entity’s code of conduct and ethical standards are communicated

to outside parties such as vendors and customers (also Principle 15).
◾ Feedback mechanisms with outside parties exist that allow them to

report concerns about corporate culture and ethical behavior (also
Principle 15).

◾ Management and/or the board respond to reported policy violations
(also Principle 5).

◾ Creates policies that contribute to a positive workplace environment
(also Principle 12).

158



Linkage of Principles to Controls, Policies, and Procedures ◾ 159

Component/Principle Example Control, Policy, or Procedure

Exercise oversight
responsibility
(Principle 2).

◾ Governance provides an appropriate level of oversight with
regard to:

◾ Management’s identification of fraud risks.
◾ Implementation of antifraud measures.
◾ Creation of an appropriate culture and tone at the top.
◾ Establishment of appropriate controls and monitoring.

(See Principle 8.)
◾ The choice of accounting principles is reviewed and approved by the

board of directors (also see Principle 10).
◾ Takes an independent view from management.
◾ Actively supports and oversees internal controls project (also see

Principle 12).

Establish structure,
authority and
responsibility
(Principle 3).

◾ Organizational structure is designed to facilitate the flow of informa-
tion upstream, downstream, and across all business activities (also see
Principles 13 and 14).

◾ Considers service organization and outsourcing in its oversight respon-
sibilities (also see Principle 7).

◾ Authority, responsibility, and accountability are linked and delegated
logically and together (also see Principle 12).

◾ Boundaries of authority are established and communicated.
◾ The delegation of responsibilities considers the need to segregate

incompatible activities (also see Principle 10 and P12).
◾ Management periodically evaluates the entity’s organizational structure

to assess its continued effectiveness (also see Principle 16).

Commitment to
competence
(Principle 4).

◾ Policies and procedures are consistent with objectives (also see
Principle 10).

◾ Senior management comprises individuals from several functional areas,
not just a few.

◾ Senior management, the board of directors, and the audit committee
stay current on financial accounting and reporting matters.

◾ Recruiting and hiring policies ensure that only competent individuals are
hired (also see Principle 5).

◾ Training needs are evaluated and appropriate training provided to all
entity personnel (possibly including the board of directors).

◾ Management evaluates the adequacy of the workforce—both in num-
bers and experience—necessary to carry out company objectives.

◾ Supervisory personnel provide timely performance evaluation feedback
and suggestions for improvement to subordinates (also see Principles 5
and 16).

◾ Senior management, the board of directors, and the audit committee
include individuals with appropriate levels of financial expertise.

◾ When the entity is structuring nonsystematic, nonroutine transactions,
accounting personnel are consulted early in the process.

◾ Training on the proper application on company accounting policies is
provided as necessary

◾ Contingency plans exist for management development and succession.

(continued)



160 ◾ Linkage of Principles to Controls, Policies, and Procedures

Component/Principle Example Control, Policy, or Procedure

Establish
accountability
(Principle 5).

◾ Responsibilities and expectations are communicated clearly to individ-
uals, especially those in supervisory positions and new personnel (see
also Principle 12).

◾ Incentives and target goals are congruent with performance objectives
(see also Principle 7).

◾ Job descriptions are developed and maintained and contain specific
references to control-related responsibilities (see also Principle 4).

◾ Periodic re-examination of the existing job descriptions and structure
for effectiveness and efficiency (see also Principle 12).

◾ The disclosure committee, audit committee, and board of directors
review all control issues and material weaknesses identified, and they
take appropriate action (see also Principle 17).

Risk Assessment
Specify relevant
objectives
(Principle 6).

◾ Through inquiry and corroborating evidence (notes, minutes of meet-
ings, etc.), verify management’s development of objectives.

◾ Management articulates its risk tolerance as well as its objectives.
◾ Financial commitment to GAAP and regulatory-compliant financial

statements:
◾ Financial objectives are consistent with operating objectives and

practical realities.
◾ Commitment to qualitative characteristics of financial reporting.
◾ Materiality considerations in reporting and disclosure.

◾ Resource commitment is consistent with objectives.

Identify and assess
risk (Principle 7).

◾ Risks are identified and addressed at sufficiently high levels in the orga-
nization so their full implications are identified and appropriate action
plans considered (see also Principle 10. If risk assessment is not success-
fully accomplished, that may preclude Principle 10 from being effective).

◾ Management identifies reporting risks arising from both external (econ-
omy, technology, foreign operations) and internal sources (technology,
personnel issues, production issues) at all levels of business operations
(see also Principle 10).

◾ Risk identification is included in the entity’s strategic planning process
(see also Principle 2).

◾ Assessment considers the potential velocity (speed of occurrence) and
persistence (potential duration) of risks as well as their likelihood and
magnitude (severity) of the risks (see also Principle 10).

◾ Board of directors or governance group oversees and monitors the risk
identification and assessment process (see also Principle 2).

◾ Identify plans to preempt risk and/or respond to issues if they arise (also
see Principles 10 and 12).

Assess fraud risk
(Principle 8).

◾ Implement antifraud procedures and controls.
◾ Periodic brainstorming of risks.
◾ Study of fraud patterns identified in similar businesses or operating in

similar environments.
◾ Management actively identifies and assesses fraud risk. A reporting hot-

line is in operation (see also Principle 17).
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Component/Principle Example Control, Policy, or Procedure

◾ Procedures are established that allow employees to take appropriate
action to report unacceptable behavior they observe (see also
Principle 12).

◾ Management identifies compensation policies and other incentives that
can motivate unethical behavior (also Principle 7).

◾ Actions in response to unacceptable behavior are communicated to
employees as a means of providing an effective deterrent (see
Principle 14).

◾ Promotion, retention, and compensation criteria consider the individ-
ual’s adherence to behavioral standards and standards of performance
(see Principle 1).

◾ Personnel policies minimize the chance of hiring or promoting individu-
als with low levels of honesty (see also Principle 4).

◾ Alleged incidents of fraud are investigated appropriately, and disci-
plinary action is taken (see also Principle 5).

Identify and assess
significant change
(Principle 9).

◾ Risks related to significant change are identified, including those
relating to:

◾ Changed operating environment.
◾ New personnel.
◾ New or redesigned information systems.
◾ Rapid growth.
◾ New technology.
◾ New lines, products, activities, and acquisitions.
◾ Corporate restructuring.
◾ Foreign operations.
◾ Changes in accounting principles.

◾ Changes to internal control are captured and communicated to man-
agement (see Principle 14). Public companies have special responsibili-
ties regarding quarterly (Section 302) reporting (Principle 15).

◾ Management reviews all changes to internal control and discloses these
changes when appropriate (see also Principle 12).

◾ Consider operating and regulatory or legal changes and effects on
financial reporting.

◾ Consider the risks associated with changes in key employees or
management.

Control Activities
Select and develop
control activities
(Principle 10).

◾ Internal controls, policies and procedures are designed specifically to
address identified financial reporting and fraud risks (see Principle 7).

◾ Special attention is given to designing controls around difficult account-
ing areas, such as:

◾ Fair values.
◾ Estimates.
◾ Complex transactions.
◾ Revenue recognition.
◾ Contingencies.

◾ Controls are established over period-end procedures and approvals of
reclassifications and adjusting entries (see Principle 7).

(continued)
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Component/Principle Example Control, Policy, or Procedure

◾ Management makes changes to the entity’s activities and business pro-
cesses to mitigate identified fraud risks. (see Principle 9).

◾ Controls design is mindful of the appropriate segregation of duties in
all facets of controls and monitoring.

◾ Management develops and maintains a process and related controls
for closing the books and preparing financial statements at the end of
an accounting reporting period, including authorizations/approvals of
reclassifications and adjusting entries (see Principles 13 and 15).

◾ Nonroutine, nonsystematic transactions and journal entries are identi-
fied and given special attention (see Principles 7 and 8).

◾ Entity seeks advice from consulting experts or independent auditors on
significant accounting issues (see Principle 4).

◾ Entity utilizes control objectives or financial statement assertions to link
risks and controls.

◾ A mixture of preventive and detective controls are designed for effec-
tiveness, as appropriate for the risk.

◾ Controls are designed at the appropriate level of detail to prevent or
detect misstatements or fraud.

◾ Automated controls are implemented when practical and when general
controls are assessed as effective.

Select and develop
general controls
over technology
(Principle 11).

◾ Executive management supports and adequately funds technology and
support that is integral to operations and accounting (see Principles 2
and 7).

◾ Directed attention is given to the quality of information technology (IT)
general controls:

◾ Organization of IT function
◾ Access and security issues
◾ System change controls
◾ New systems development
◾ Operations and recovery

◾ Change management controls operate over changes to:
◾ Applications.
◾ Database schemas.
◾ How the database presents data to the application.
◾ The operating system, including updates and patches.

◾ Entity limits and documents who has access to which applications and
is mindful of segregation of duties issues (also see Principle 10).

◾ Incidents where an application does not run as intended are identified
and reported (also see Principle 17).

◾ System incidents are logged for analysis and tracking. Systems breaches
are analyzed, damages are assessed, and preventive measures are
developed (also see Principle 17).

◾ Processing errors and exceptions are resolved in a timely fashion.
◾ Network penetration tests are periodically performed and analyzed for

potential improvements.
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Component/Principle Example Control, Policy, or Procedure

Deploys through
policies and
procedures
(Principle 12).

◾ Policy and procedures manual is maintained and followed (also
Principle 5)

◾ Adherence and reference to the policy manual is part of entity culture
(also see Principles 1 and 5).

Information and Communication
Generate relevant
information
(Principle 13).

◾ Management determines the information needs of personnel and the
board of directors.

◾ Management considers information from both external and internal
sources that may affect:

◾ Assumptions underlying significant accounting estimates.
◾ Valuation of assets.
◾ Recognition of liabilities.
◾ Information used to make estimates and consider the recognition

andmeasurement of assets and liabilities is consistent with industry
conditions, entity plans, budgets, and its past performance.

◾ Information gathering and communication processes are reviewed and
updated to reflect changed accounting and reporting needs (also see
Principle 9).

◾ Data is organized and presented in a logical and useful format.
◾ Data integrity is maintained as data is processed and communicated

(valid, accurate, secure, retained, sufficient, timely).
◾ Surveys and interviews indicate that employees and management are

satisfied that relevant information is provided.
◾ Requests for more or less information are assessed and acted on in a

timely manner.
◾ Absence of concerns that too much information is being generated.
◾ Balances costs and benefits through analysis and oversight.

Communicate
internally
(Principle 14).

◾ Information is provided to the right people in sufficient detail and in
a timely manner to enable them to carry out their responsibilities effi-
ciently and effectively (see also Principles 2 and 4).

◾ Senior management has lines of communication with operating and
financial management, particularly those operating from geographically
remote locations (see also Principle 3).

◾ Company accounting policies are documented and communicated to all
those who may affect their proper implementation (also Principle 12).

◾ Appropriate technologies are used to deliver information.
◾ Changes to policies are communicated on a timely basis. (also

Principle 12).
◾ Mechanisms are established to encourage confidential reporting of vio-

lations of policy or laws, or fraud (also Principles 8 and 17).

Communicate
externally
(Principle 15).

◾ Management assesses the clarity and transparency of the entity’s finan-
cial statements and disclosures (see also Principle 7).

◾ Nonfinancial communications (press releases, news articles, advertising,
etc.) are previewed and approved as consistent with entity values and
objectives.

(continued)
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Component/Principle Example Control, Policy, or Procedure

◾ Required public disclosures (e.g., 8K) are timely and reviewed for accu-
racy and understandability.

◾ Management regularly reviews its significant accounting policies and
considers:

◾ User needs.
◾ Accounting principles applied by the entity for which acceptable

alternative principles are available.
◾ Judgments and estimates that affect the financial statements.
◾ Evolving business and accounting issues and choices that affect

financial reporting
◾ Accounting for unusual arrangements.

(Also see Principle 10.)
◾ Management considers input from auditors, regulators, and similar enti-

ties when choosing or reconsidering its communications. Based on this
input, it takes appropriate action.

Monitoring
Conduct ongoing and
separate
evaluations
(Principle 16).

◾ Management monitors key business metrics and identifies anomalies
that could indicate that financial information could be materially mis-
stated (also see Principles 3 and 5).

◾ Monitoring is an established program involving internal audit and
management.

◾ Knowledgeable personnel are assigned to monitoring and analysis (also
see Principle 4).

◾ Management and the audit committee identify key controls that should
be closely monitored and evaluated for deficiencies (also see
Principles 7 and 10).

◾ Elements of unpredictability (e.g., scope, frequency, extent) are intro-
duced into the program.

◾ Management and the board of directors monitor identified incentives
and motivations (including compensation) to identify unintended con-
sequences (e.g., possible violation of codes of conduct) (see also
Principles 1, 7, and 8).

◾ Monitoring is adapted to address anomalous transactions or unex-
pected patterns based on analyses (see also Principle 9).

Evaluate and
communicate
deficiencies
(Principle 17).

◾ Management establishes policies for the timely communication of
nontrivial control deficiencies and material weaknesses to the audit
committee, disclosure committee, and the chief executive officer and
chief financial officer and to independent auditors. (The Securities and
Exchange Commission requires public companies to share control defi-
ciency findings with their auditors) (see also Principles 12 and 14).

◾ Timely communications of identified deficiencies.
◾ Controls exist over the assessment of the severity of control deficiencies

(see also Principle 10).
◾ Monitor remediations of control deficiencies.

1The Center for the Study of Ethics in the Professions (www.iit.edu/departments/csep) has compiled a
library of codes of conduct and ethics from a wide variety of entities. This is an excellent resource if you
would like to compare your company’s or client’s code of conduct to other similar entities.

http://www.iit.edu/departments/csep
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Information and Communication

THE RELATIVELY EASY-TO-COMPREHEND component of Information and Com-
munication has important tentacles throughout all of the principles and
components. Data can be used to enlighten as well as to obscure. A strategy to

hide information “in plain sight” is to flood the inquiry with so much data that the
relevant information becomes a needle in the haystack. Forensic investigators and
data analysis experts have developed sifting programs to signal potentially relevant
information from the noise of masses of data. Computerized informationmakes possible
the communication of masses of data at a minimum of cost, but if a human proces-
sor is at the end of the communication, the issue becomes one of delivering useful
information.

In the infamous ENRON audit failure and management fraud, it was noted that
literally rooms full of data were provided to the auditors. At the time the fraud was
asserted, much of that information had not been reviewed by the auditors. It is not
clear if that information would have contained any clues to the shenanigans that were
happening, but by flooding the auditors with information, the distraction factor was
well at work.

Assuming employees and stakeholders do notwant to become forensic investigators
to perform their responsibilities and tasks, it is important for the entity to provide the
information needed to:

◾ Serve the purpose of the recipient.
◾ Avoid flooding the communication lines with data that numbs the senses and

obscures rather than reveals.
◾ Make decisions based on reliable and timely information.
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The auditing literature1 describes the necessary elements of an information system
for financial reporting, which include the methods and records that:

◾ Identify and record all valid transactions.
◾ Describe on a timely basis the transactions in sufficient detail to permit proper clas-

sification of transactions for financial reporting.
◾ Measure thevalueof transactions inamanner that permits recordingof their proper

monetary value in the financial statements.
◾ Determine the time period in which transactions occurred to permit recording of

transactions in the proper accounting period.
◾ Present properly the transactions and related disclosures in the financial

statements.

This guidance from the auditing literature is consistent with the Security and Exchange
Commission’s (SEC’s) definition of internal control.

Somany of the information- and communication-related issues today relate to com-
puter systems, security, and data integrity issues, it is often difficult to identify a unique
principle where they belong. In reality, most of the systems deficiencies impact several
principles. As reinforced in the revised Framework, the interrelationships and multi-
ple principles should be noted in the assessment and considered in the overall controls
effectiveness assertion. For example, inaccurate sales data could imply deficiencies that
could be pervasive with respect to gathering or summarizing other financial informa-
tion; could weaken management’s ability to effectively manage or monitor; and may
imply weaknesses in security and access, testing new systems, or system changes.

In the absence of the need to relate deficiencies to multiple principles, important
implications of deficiencies might not be identified because they would perhaps fail to
aggregate with other deficiencies. By connecting all the linkages, more severe deficien-
cies can be identified.

PRINCIPLE 13: GENERATES RELEVANT INFORMATION

The general direction in Principle 13 is to identify the controls over those processes that
ensure that complete, accurate, timely, and cost-effective information is directed to those
individuals that need that information. If effective controls are established and docu-
mented (Principles 10 and 12), the information requirements to service these control
points should naturally fall out of that process. Nevertheless, a simple question or two
during thewalk-throughs can provide evidence that the owner of the control assess that
he or she receives the necessary information.

The points of focus for this principle are for the entity to:

◾ Identify information requirements.
◾ Capture internal and external data.

1 For example, see American Institute of Certified Public Accountants, AU-CNo. 315, Understanding the Entity
and Its Environment and Assessing the Risks of Material Misstatement. 2012.
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◾ Process relevant data into information.
◾ Maintain quality throughout processing.
◾ Consider costs and benefits.

Howdoes the entity ensure that individuals are receiving the information theywant
and need? What process does management use to identify relevant and irrelevant or
unnecessary information?What information does management say it needs to perform
itsmanagement functions?What controls are present to ensure employees are not given
sensitive information that by law or intellectual property rights or competitive concerns
cannot be shared? Are segregation of duties issues consideredwhen approving informa-
tion requests?

At the end of the day, governance, management, and employees need to be satisfied
that they are receiving the right information. Some companies have a centralized inven-
tory of reports, including to whom and when they are made. No flowchart, diagram,
or narrative by itself can measure sufficiency or adequacy. Individuals need to provide
this feedback in interviews, surveys, and observation of whatever internal process there
might be for requesting various reports or other information, and follow-up to assess the
response to the request.

IMPORTANCE OF INFORMATION

In a retail business with numerous stores and lines of merchandise, management
closely monitors activity by location and by product line on a regular basis to

identify anomalies or required shifts in marketing strategies.
In a regular weekly meeting involving middle and top management, statistics

about sales, turnover, and other performance measures are closely monitored, and
anomalies and unresolved issues are followed up on by internal audit as directed by
management. Management over time has added new measures and data sources,
including benchmark information from outside the entity, to refine the analyses.

The reliance on timely, accurate information is critical to management’s
operating style. It is sometimes noted that data need to be corrected after the
reports are generated and sometimes after the meeting is held. These glitches are
taken seriously and investigated, and a program of continuous improvement in the
data reporting (e.g., direct downloads into the report writer, automated edit checks
for reasonableness) was put in place. Internal audit now regularly tests the data in
the system and the reports because of their importance to management.

Timing is important. It is not enough to capture and communicate information. The
communication must be done in a timely manner that allows it to be useful in control-
ling the entity’s activities and reporting financial results. While there may be trade-offs
among cost, timing, and absolute accuracy, these trade-offs need to be prioritized and
accepted.

The information system captures relevant data from internal and external sources
with implications for financial, operational, and regulatory issues that impact the entity
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and particularly any accruals and disclosures. The information needed to prepare reli-
able financial reports and to manage a business is not limited to financial information;
nonfinancial information also is important. For example, the information needed to
determine an allowance for inventory obsolescence may include an assessment of
current and future market conditions and technology shifts. Assessing the reasons
for anomalies in sales, regional or local economic data may need to be considered.
Frequently, the assumptions underlying significant accounting estimates and fair
valuations rely to some degree or another on nonfinancial markets information. The
company’s process in estimating allowances and reserves should demonstrate consid-
erations of various sources of information, and that information should be reliable as
cited and recorded.

Additionally, information received from external sources may indicate control
weaknesses. For example, external auditors are required to report significant deficiency
and material weakness internal control deficiencies to governance (e.g., the audit
committee and the board of directors). Regulators (e.g., banking, insurance, and the
SEC) report the results of their examinations, which may highlight control weaknesses
or issues of the application of accounting principles. Auditors are asked to inquire
regarding such comments and ensure governance (particularly the audit committee, if
there is one) is aware of these issues. Complaints or inquiries from customers, vendors,
competitors, or other third parties often point to operating problems that can affect
financial accruals, estimates, or disclosures. Information from blogs, analyst reports,
trade publications, and other sources may not always directly relate to the entity but
can provide input regarding industry issues and a perspective on future directs that
can shape shareholder and potential shareholder views. It behooves most companies to
keep an eye on such sources for risks and forthcoming changes.

An entity’s information system is not limited to merely capturing the company’s
recurring, routine transactions and events but also must include a means for identi-
fying, capturing, and communicating information that is outside the normal course
of business. For example, an entity may form a variable interest entity (formerly
known as a special-purpose entity). The formation of such an entity has important
accounting ramifications, and the company should have a mechanism to identify
the information needed to properly account for the entity, and present it properly in
the generally accepted accounting principles (GAAP) financial statements. Recent
discussions of other accounting frameworks that might replace U.S. GAAPmay require
significant historical information be retained to be able to retroactively restate past
financial results.

PRINCIPLE 14: COMMUNICATES INTERNALLY

It should be recognized that an entity’s information and communication system
includes informal communications, such as conversations with customers, vendors,
other third parties, and between and among employees, as well as formal, documented
lines of communication. Various forms of communication including e-mail, posters in
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common facilities, group meetings, and phone conversations can make up a compli-
cated set of communication vehicles. Depending on the communication, these vehicles
may not be appropriate alternatives for effective communication. Simple etiquette
today dictates that text messages may not be appropriate in certain circumstances.2

Important issues need to be documented to better ensure understanding and establish
follow-up responsibility. If there is a separate accounting mission statement, is it com-
municated, understood, and effective? Memories dim quickly, and even more quickly
after problems arise.

The points of focus for Principle 14 are for the entity to:

◾ Communicate internal control information.
◾ Communicate with governance.
◾ Provide separate communication lines.
◾ Select relevant methods of communication.

Ineffective communications are a good cover for hiding information that could
be used to identify issues, problems, and fraud. Monitoring is particularly reliant on
effective communication. The two- and three-way communication channels among
management, governance, and employees need to be assessed to ensure that effective
financial and business communications are achieved. This aspect of this principle has
some overlapping goals with control activities, and in the 2006 COSO guidance, this
point was partially covered under that component. It has now been moved to Principle
14. The entity’s information and communication systems should be closely integrated
with its control activities to support their proper functioning and the need to identify
anomalies and problems as early as practical (see also Principle 12). In order for control
activities to be effective, any controls-related issues must be communicated clearly to
individuals who performmanagement and control functions:

◾ Specific control activity–related duties (including monitoring).
◾ Relevant aspects of the internal control system, how they work, and each person’s

role and responsibility in the system.
◾ How their activities relate to thework of others. This knowledgewill help employees

recognize a problem or help motivate them to determine its cause and propose a
corrective action.

◾ Expected behavior: what is acceptable and unacceptable.
◾ The notion that whenever the unexpected occurs, attention should be given not

only to the event itself but also to its cause.

All these points of communication are infinitely harder to assess in the absence of
effective policy and procedures documentation.

As described previously, change management is an integral part of an entity’s
risk management process. To be effective, an information system must be flexible and

2 As this book is being written, the media are reporting the outrage of affected Malaysian families concern-
ing a text message from the airline regarding the fate of Flight 370. The vehicle of communication seemed
inappropriate for that communication.
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responsive to the constantly evolving needs of the business. How does the entity keep a
finger on the pulse of change to identify information gaps thatmight occur (Principle 9)?
Are there examples of effective or ineffective responsiveness in the information system
to business change?

The establishment of an anonymous hotline for reporting various business and eth-
ical issues is an important separate line of communication that needs to be assessed for
effectiveness. If an outside service is responsible for maintaining this service, how well
is it working from management and the service’s point of view? How do employees feel
about the hotline?

Are the views of production and sales and administrative personnel in alignment
withothers in theorganization?Theauditor’s fraud standards include required inquiries
to individuals outside the accounting and finance groups. Chapter 8 reminds project
personnel to include other employees in questionnaires, surveys, and group discussions
regarding entity issues such as integrity and ethics. Are these employees getting the
information they need and have requested?

The information necessary for monitoring and effective governance needs to be
available to the right persons on a timely basis. This includes some evidence that the
feedback process on problems and issues encountered is also effective.

PRINCIPLE 15: COMMUNICATES EXTERNALLY

External communications include financial reporting and disclosures. As with internal
communications, there may be formal and informal aspects to the communication, but
an assessment of the formal mechanisms between the entity and customers, vendors,
regulators, taxing authorities, shareholders, and the general public is expected.Many of
the financial reporting responsibilities are well defined for public companies. Nonpublic
companies may look toward loan agreements and agreements with private equity
providers and others for periodic reports on operations.

The points of focus for Principle 15 are for the entity to:

◾ Communicate with external parties.
◾ Enable inbound communications.
◾ Communicate with governance.
◾ Provide separate communication lines.
◾ Select relevant methods of communication.

Traditional business practices maintain records of complaints regarding billing,
shipments, business practices, and other issues. These can be a significant external
source of information regarding internal issues that should be addressed. What is
the process for assessing and deciding which issues need to be communicated to
management and/or governance? Is there evidence that judgments in accordance with
the policy are beingmade?What is the evidence that issues are addressed in an effective
and timely manner?
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Regulatory agency or internal auditor reports citing deficiencies in practices or con-
trolsmaynot automatically be transmitted to the governance group.What is the process
for assessing and transmitting this information and ensuring controls-related issues are
communicated appropriately? Independent auditors are expected to inquire regarding
any such reports and ensure they are appropriately communicated. Better that an inter-
nal process be in place to ensure this on a regular basis thanhave it appear on an auditor
deficiency list.

Governance may have a claim against auditors who fail to communicate to them
regulatory and/or internal control issues and fail to ensure they are properly

reported to them. In one such case that arose before the auditor requirement
regarding outside regulatory reports, top executive management blocked
awareness or discussion of such reports with the board and audit committee. Top
management was found to be engaging in a fraud on several dimensions, one of
which related to the weak controls criticized in the regulatory report.

With the emergence and popularity of various socialmedia, clear policies need to be
stated regarding discussing any aspect of company business in these forums. In public
companies, prosecution and penalties can be imposed against individuals and the entity
by the SEC for revealing information that is not “public.” A note that you will be seek-
ing a new residence to staff a position in an unannounced business combination can be
enough to set off a firestorm. Based on e-mail discoveries in litigation cases, it is amaz-
ing to me how seamless personal and business communications can become. In many
situations, cases are actually decided because of evidence found in e-mails. For some
entities, the advice to not write anything you would not want printed on the front page
of the Wall Street Journal seems to get the message across. In some situations, external
communication is not a good thing.

Transitioning to the New Framework

Those entities following only the five components under the 1992 guidance will find
informationandcommunication is still here. If control objectives and /or assertionswere
previously used, those elements can be mapped to the three principles by considering
the various points of focus. It is possible that a full consideration of the 2013 Framework
will identify some previously unaddressed control points that need to be addressed going
forward.

The 2006 COSO guidance identified four specific attributes that could be used for
classifying the component:

1. Financial reporting information is identified, captured, used, and distributed.
2. Internal control information is identified, captured, used, and distributed.
3. Internal communication supports the execution of internal control.
4. Matters affecting the achievement of the objectives are communicated.
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These attributes have now been collapsed into three principles and the underlying
points of focus, control objectives and/or assertions may be the most reliable way to
link the previous structure to the 2013 Framework, as a simple matching of the 2006
attributes and principles is difficult.While inherent in the attributes discussed, the spec-
ification of relevance (Principle 13) as a principle may create more focus on this issue.
Note that in transition, you may identify some previously unaddressed control points
that now need to be addressed going forward.
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Monitoring

MONITORING IS A process carried out by the entity that assesses and ensures
the quality of internal control performance over time. It is an entity respon-
sibility to monitor controls implementation and effectiveness, and that role

cannot be assumed by the independent auditor, even when the independent auditor is
charged with evaluating and testing controls as a basis for an opinion on internal con-
trols effectiveness or if auditor tests controls to reduce other audit tests as part of the
audit strategy. Monitoring involves assessing the design and operation of controls on a
timely and periodic basis and taking necessary corrective actions. Monitoring may be
done on both an ongoing, routine basis and as part of a separate evaluation. A basic
principle of effective auditing applies to monitoring: A highly predictable process will
not yield reliable results over time.

As mentioned previously, in 2009, COSO published a report specifically directed
at monitoring, describing what it is and is not and some examples of how to design
and assess monitoring effectiveness. In the initial implementation of this concept, it
became apparent that a broad number of companies and auditors had differing views
on this component. One particularly difficult issue was the extent to which monitoring
could provide fully adequate compensating control over transaction controls that were
determined to be ineffective. Powerful detection capabilities were sometimes being
ascribed to infrequently performed oversight procedures and rather high-level manage-
ment reviews of aggregate financial data, without any real proof of their precision or
effectiveness.While in some readers’ view the 2009 document ismore long-winded and
complex than necessary to meet its mission, there are many worthwhile examples and
illustrations of monitoring therein, and guidance on how the precision of a monitoring
process might be assessed and how it might realistically relate to the assessment of the
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effectiveness of individual controls over transactions. The 2009 monitoring guidance
is not set aside by the revised Framework, and COSO clarifies that any elements in the
revised Framework guidance takes precedence, should there be any perceived conflict
between it and the 2009 report. For example, the revised Framework places significant
attention on the interrelationships between principles and components, and thus this
emphasis should prevail going forward. It does not seem that there are obvious contra-
dictions or conflicts between the documents. The 2009 report is worthwhile reading, at
least for the leader of the entity controls project and the lead audit team member. The
relative thinness of the content of the discussion, approaches, and examples (relative
to other components) in the revised 2013 Framework may make it valuable to give
further consideration to this earlier document.

PRINCIPLE 16: SELECT, DEVELOP, AND PERFORM ONGOING
AND/OR SEPARATE EVALUATIONS

The points of focus for Principle 16 are:

◾ Consider a mix of ongoing and separate evaluations.
◾ Consider rate of change (see also Principle 9).
◾ Establish baseline understanding.
◾ Use knowledgeable personnel (see also Principle 4).
◾ Evaluations integrate with business processes (see also Principle 7).
◾ Adjust scope and frequency.
◾ Objective evaluation.

Some examples of ongoing monitoring activities include:

◾ The regular management and supervisory activities carried out in the normal
course of business. Is there an inventory listing of the regularmonitoring activities?
What is the evidence that these activities were performed?

◾ Communications to and from external parties, which can corroborate internally
generated information or indicate problems, can be a source for monitoring. For
example, customers implicitly corroborate billing data by paying their invoices.
Conversely, customer complaints about billings could indicate system deficiencies
in the processing of sales transactions or posting cash receipts. How does the entity
ensure that feedback from this source is assessed for potential control deficiencies
and elevated to the appropriate levels of management and governance?

◾ External auditors regularly provide recommendations on the way internal controls
can be strengthened. These are called management letter comments. Auditors
should identify to management and the audit committee potential significant defi-
ciencies and material weaknesses in a separate communication from the manage-
ment letter. Those recommendations often indicate the need for corrective action.
What evidence is there that management has addressed auditor communications
regarding serious control deficiencies?
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◾ Employees may be required to sign off to indicate they have performed the control
activity. The sign-off allows management to monitor the performance of these con-
trol functions. How does management monitor control performance?

Separate evaluations are of a slightly different nature. Theymay be initiated to focus
on controls where deficiencies or potential deficiencies have previously been identified.
Separate evaluations can also be triggered by analyses of data, results of regular mon-
itoring procedures, or by new or old risks inherent in the entity’s current operations
or even the random selection of a process, location, or product line for deeper review.
An occasional random check is helpful to keep oversight procedures from becoming too
predictable. To paraphrase a line from the movie The Fortune Cookie, “Every time you
build a better mousetrap, the mice get smarter.” Varying the mix of how controls are
monitored may serve as a deterrent to gaming.

Independent auditors often visit a few remote locations (including small locations)
each year to verify the baseline of any analytical monitoring that is usually applied to
these operations. In coordinationwith internal audit, the visitation of locations on some
basis (e.g., random selection, weighted to consider location size and time since the last
visitation) can be an effective audit process with value to the entity.

To be effective, monitoring that depends on data and trends analysis requires a reli-
able baseline fromwhich tomake comparisons if it is to identify anomalies. For example,
if analytical procedures such as trends in sales and key financial ratios are used to assess
the operations of a remote location facility, then the assumption is that the base data
is a reliable benchmark. How does the entity ensure the base data used to measure the
operations is correct? Even if the data transmitted is faithfully gathered, is it possible the
data from the location does not tie to the books and records of the entity? One possi-
ble reason for this could be for the location to misstate the data to appear normal and
escape attention. In an unusual situation, a location was found to consistently only
report a part of its operations (understated sales, etc.). The unreported part of the busi-
ness generated profits directly to the localmanagerswhile using the company’s business
software, brand name, and other business assets. Only through a chance visit by inter-
nal auditors was the fraud discovered. Nearly from the initial operations, the baseline
for measurement of changes was unreliable. Analytical procedures applied without a
periodic verification of the underlying data are subject to this risk.

In the use of analytical procedures and various metrics of production and oper-
ations, the recent term dashboard has evolved. Like the dashboard of a car, the term
describes an array of analytical and metric data, periodically or continuously updated,
that is presented in various ways, such as graphs, charts, or comparative numerics.
Properly developed, a dashboard can be an effective tool for directing management
attention to issues. However, if the points monitored are not continuously reassessed
and updated to meet changing business structures, a dashboard can provide a false
sense of security that the key points and data are on the radar screen. The dashboard is
most effective as one ongoing aspect of a multiple-aspect monitoring program that also
includes an element of unpredictability in which processes, locations, or product lines
will receive deeper dive-in oversight during a period.
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One area that monitoring needs to keep tabs on is outsourced processing and data
services. Since the implementation of the Sarbanes-Oxley (SOX) Act of 2002 and the
more recent trend to outsource many accounting and data storage functions, service
organizations have increased the frequency and quality (from Type 1 to Type 2) of
reports. Annual or even six-month updates of these reports might not be sufficient for
critical functions, and so the entity may need to take additional steps (inquiry “plus”)
to extend report results to meet the fiscal year-end of the entity. Keeping tabs on the
updates and ensuring that service organization controls being relied on are still reliable
is a task that may fall under Principle 10, Selects Control Activities, but still needs
oversight to make sure that the inventory of reports is complete and reviewed and
that any relevant issues are communicated to management. A special type of service
organization report exists for data centers and cloud-computing services. SOC No. 2
reports are appropriate for these activities. In their absence, entities may have difficulty
gathering sufficient evidence to support reliance on the functions performed because
of the technological and specialist nature of some aspects of this service. Because of
the recent implementation of cloud processing and cloud data storage, a careful pulse
needs to be kept on trends, issues arising, and related security issues.

So the broad questions become: What monitoring processes are in place to ensure
service organization reports are received and reviewed and that any issues are properly
communicated on a timely basis? How are emerging issues, such as security and access
issues associatedwith service organization data processing and data storage,monitored
to ensure current entity awareness?

PRINCIPLE 17: EVALUATE AND COMMUNICATE DEFICIENCIES
AS APPROPRIATE

The points of focus for Principle 17 are:

◾ Assess results.
◾ Communicate deficiencies (see also Principles 14, 3, and 5).
◾ Monitor corrective actions (see also Principle 5).

COSO uses the term deficiency broadly to mean any condition of an internal control
system worthy of attention. Severe deficiencies are called major deficiencies in COSO
lingo, although the Securities and Exchange Commission (SEC) and auditing standards
recognize the distinctions between “significant deficiency” and “material weakness.”
The definitions surrounding these classifications are not predicated on how large a
misstatement was generated by the deficiency, or even if there was a misstatement,
but on whether it was “reasonably possible” that a misstatement could occur. These
nuanced issuesmake it imperative that individuals responsible for assessing severity and
having reporting responsibility to governance within the organization, or classifying
these items for disclosure outside the organization (e.g., SOX Section 302 and Section
404 reporting, or reporting to regulatory bodies) have an excellent awareness of the
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definitions, requirements, and rationale for classifying control deficiencies and an
objectivity in the assessment. In a study of accelerated filer audits from the 2004 and
2005 periods, it was found that 70% of management assessments of major deficiencies
were overridden by even higher severity assessments when auditors looked at those
deficiencies.1

Certainly all deficiencies that can affect the entity’s ability to produce reliable
financial information should be identified and reported. However, even seemingly
simple problemswith relatively simple, obvious solutions should be considered carefully
because they might have far-reaching implications. A simple, small, misdirected pay-
ment could be the tip of an iceberg of fraud.When errors and deficiencies are identified,
their underlying causes should be investigated. Monitoring requires judgment. It is not
a mechanical task that can easily be pushed down to inexperienced personnel.

As an aspect of monitoring, providing information regarding internal control defi-
ciencies to the right people is critical if the internal control system is to continue to func-
tion effectively. For this reason, the monitoring component of internal controls should
include a mechanism for reporting internal control deficiencies and taking appropriate
action. Findings of internal control deficiencies should be reported to the individuals
who are in the best position to take action as well as following the chain to governance,
as outlined in the responsibilities of the governance group (see also Principles 3 and 5).
This may include reporting not only the person responsible for the activity involved but
also to at least one level of management above the directly responsible person.

Obviously, potential deliberate misstatement and suspected fraud are worthy of
heighted attention and sensitivity. Care needs to be taken that such discoveries are not
handled as routine but that special attention is given to right way to report such issues
to the appropriate organizational level. When alerted to discovery, some perpetrators
have taken great steps to hide their deeds, such as by destroying systems and data. There
also may be regulatory and legal requirements to publicly disclose or report violations
of laws or regulations outside the organization. If the entity has an identified in-house
or consulting legal counsel, these peoplemay be helpful in determining next steps when
sensitive issues arise. Again, this is an indication that oversight and monitoring may
require significant experience, judgment and sensitivity, and clear guidelines as to how
to handle special situations.

Transitioning to the Revised Framework

Inasmuch as the new Framework continues to recognize the twomonitoring principles
from the attributes in the 2006 smaller public company guidance, those transitioning
from that guidance will have an easier time. Nevertheless, it is worthwhile for every-
one to look at the points of focus, approaches, and examples to ensure that there are no
gaps in the past analysis that need to be addressed going forward. Here are the 2006
Principles and some words used to describe them.

1 J. Bedard andL.Graham,Accounting Review, 2011. Itwasnoted in this study that the rate of underassessment
was even greater for deficiencies later upgraded to material weaknesses.
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◾ Ongoing and separate evaluations. Ongoing and/or separate evaluations enable man-
agement to determine whether internal control over financial reporting is present
and functioning.

◾ Reporting deficiencies. Internal control deficiencies are identified and communicated
in a timely manner to those parties responsible for taking corrective action and to
management and the board as appropriate.
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Evidence and Testing

G IVEN THE IMPORTANCE of testing in supporting assertions and objectives
for controls, one would expect significant official guidance on such matters
as the nature, timing, and extent of evidence gathering to meet the needs of

the engagement or COSO project. However, the official guidance is somewhat scarce.
COSO provides little concrete guidance on testing specifics, and while the Securities
and Exchange Commission (SEC) and Public Company Accounting Oversight Board
(PCAOB) identify some factors for scoping the assessment and testing, little concrete
guidance is provided. The American Institute of Certified Public Accountants (AICPA)
Audit and Accounting Guide Audit Sampling (AAG-S)1 does provide some guidance
on sample sizes and benchmarks that are in use in current audit practice. While not
officially authoritative for public company audits, the AAG was crafted to consider
Sarbanes-Oxley (SOX) applications, public company practice and corporate needs for
sample size guidance.

SUFFICIENT EVIDENCE

A common inspection and peer review criticism of auditors is whether sufficient, appro-
priate evidence was obtained to support the degree of asserted reliance on the controls
or on the overall assertions and accounts when considering all tests and procedures.
This criticism can apply to all audits, public company or otherwise. While not publicly

1 American Institute of Certified Public Accountants. Accounting andAuditingGuide:Audit Sampling, AICPA.
2014. 184 pages.
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disclosed, the issue can extend to companies that cut corners on their internal controls
testing without adequate documentation for the basis of their testing.

In some tests of controls, sampling is a logical procedure. For example, in testing
the control activities, drawing samples of purchase orders or checks or payroll trans-
actions to check for control operations are common sampling applications. However,
some practitioner and internal auditor thinking is still rooted in the historical position
that a sample size is a judgment and therefore not questionable. Not true today. Sample
sizes should be comparable to what statistical sample sizes would be, given the same
parameters of risk, expected deviations or misstatements, tolerable deviations or tolera-
ble misstatement, and in some cases certain population characteristics (e.g., size, diver-
sity, differential risks, etc.).2 Thus, tables and charts are often suggested to aid decisions
about sample size. Use of such tools also has the advantage of revealing the parameters
used in reaching the sample size. This aids documentation and facilitates third-party
review of the work performed. For auditors, it reduces the risk of challenges to the sam-
ple size, and for company project people, it helps auditors to assess the adequacy of the
work performed and better assess their ability to rely on the work performed.

Several times now I have heard the story that upon inquiring of the engagement
team of the assurance desired from a test, the inspector would pull out a chart and cal-
culate a sample size for an assurance (confidence) level. In such an environment, the
argument of using audit judgment to determine a sample size no longer holds much
water. However, it is true that auditors still have to use judgment in setting the parame-
ters (risk, tolerable, etc.) of the sample, but after those judgments aremade, the resulting
sample size should relate to some basis like a table or computation consistent with those
parameters. I sometimes joke at seminars or with company clients that I can “divine”
sample sizes inmyhead fromparameters or situations. However,my estimates are really
based on working with tables, formulas, and computations over a 40-year period, and
not from any innate sense I was born with.

Even more complex than sample size is the extent of testing necessary when
sampling is not an appropriate procedure. For example, when assessing the financial
savvy of governance or audit committee members, it is difficult to envision a sampling
methodology thatwould apply. The auditormight seek a few ormany pieces of evidence,
depending on the level of assurance needed for the task, to assess this characteristic.
Observations of meetings, interactions when the auditors are present, verified resume
credentials, minutes from the meetings, and the like might be candidate sources of
evidence regarding this issue. In other cases, surveys and focus groups might be used
to collect “opinions” of employees on specific topics (e.g., tone at the top, company
follow-up on reported issues, etc.). Just because a sample is not appropriate does not
mean the extent of evidence gathered is not relevant. One clearly expects more evidence
to be gatheredwhen publicly attesting to the effectiveness of internal controls. The issue

2 This position is clearly taken in AU-C No. 530, Audit Sampling, and was added to the body of the American
Institute of Certified Public Accountants (AICPA) authoritative literature in 2007 in SAS No. 107, Considera-
tion of Materiality and Risk in a financial statement audit. Prior to that, the conceptwas stated in theAICPAAudit
and Accounting Guide (AAG) Audit Sampling from the inception of the publication in 1983. Today that guid-
ance is in the “clarified” AICPA Standards in the current AAG Audit Sampling (2008, 2012, and 2014 eds.).
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becomes: Does the evidence support high reliance on the effectiveness (functioning) of
this control?

Your Objective

Before venturing into how to set sample size and the extent of evidence that needs to
be gathered, it is important to again recall the purpose of your engagement or project.
The nonpublic company engagement (AICPA Standards) allow the auditor to place a
continuum of reliance on internal controls when strategizing the audit to be able to
conclude with a clean audit opinion that there is a low risk of material misstatement
in the financial statements. Thus, the auditor might place no reliance, some reliance, or
high reliance on controls as part of that strategy. And that strategy can be varied in the
engagement, so perhaps fixed assets, revenue generally accepted accounting principles
(GAAP) compliance, and payroll will be heavily reliant on controls testing, but other
audit areas, not so much so. There is no requirement that the AICPA auditor test con-
trols (or rely on them) beyond ascertaining that the controls design appears appropriate
and the controls described actually exist. Testing for reliance is an option. Public com-
pany attestations of control effectiveness assume a high level of evidence was gathered
to support that assertion.

Nevertheless, all auditors (public, private, government) today need to assess the
design (presence) of the controls and gather some evidence that the described controls
are operating as described in the documentation (aka implemented or functioning). This
latter requirement canbe satisfiedwitha controlswalk-through,3 observation, or exam-
ining documents as evidence. Inquiry alone is considered by auditing standards not
sufficient to establish the control actually exists.

EFFICIENCY TIP

Private companies and governments can improve the efficiency of their audits
by undertaking and atleast maintaining for themselves the documentation of

controls and performing adequate tests of the controls to show effectiveness. This
improves audit efficiency by demonstrating to the auditors the control effectiveness
and encouraging audit leverage of this information in planning the audit. Audits
that successfully incorporate reliance on controls are generally more efficient. This is
because the sample sizes to establish high control reliance are usually smaller than
sample sizes of details that establish substantive correctness. Auditors can directly
use competently and objectively performed controls testing by entities as evidence
to reduce the extent of other procedures.

3 In such a procedure, the control points are identified and the procedure involves following a transaction
through the system to see that all the controlswere applied to the transaction from inception through summa-
rization in the journals and ledgers. AICPA standards also allow for tracing transactions from summarization
back to the inception of the activity (aka grave to cradle.). Generally a walk-throughmight count as a sample
of one item in terms of the controls examined and is hardly a basis for placing much reliance on the control
tested.
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In addition, it is anticipated that tougher independence rules in the near future will
lessen the level of assistance auditors of nonpublic entities can give clients in document-
ing their internal controls. It is a best practice to prepare entities as soon as possible to
prepare and maintain their controls documentation.

Note, however, that for public company audits, auditors are cautioned that for sen-
sitive and highly judgmental control areas (e.g., fraud risks and management financial
competence assessments and fair valuations), auditors need to gain assurance them-
selves on these issues and cannot not just rely on internal company assessments.

For public companies and their auditors reporting on the effectiveness of internal
controls (accelerated filers), the extent of evidence and testing is clearly established.
In such situations, the assertion of effectiveness implies a high level of assurance that
the internal controls are operating as described. Under PCAOB Auditing Standard
(AS) No. 5, auditors can take assurance from competently and objectively performed
tests of controls performed by management or internal audit. The extent of assurance
taken is predicated on certain factors. For example, in highly judgmental areas such as
controls over developing estimates, auditors should gain more evidence for themselves
that the controls are effective. Some elements of the control environment, such as the
tone at the top or the competence of accounting resources, are best objectively judged
by a third party like the auditor rather than self-assessed by entities. Auditors seek to
identify the sensitive audit areas and gather sufficient information for themselves to be
satisfied that the controls are effective. That in no way diminishes the powerful effect of
having reliable company assessment and testing as a basis for auditors’ work. By the
time auditors test and evaluate the controls, it may not be practical for companies to
remediate or retest controls. Research has established that late-in-the-year testing is
an important characteristic associated with unremediated material weaknesses and
significant deficiencies.4

Smaller public companies (nonaccelerated filers) are not required to have a
separate auditors’ attestation regarding controls effectiveness.5 However, the entity
still needs to assert publicly to the effectiveness of its internal controls. The downside of
this arrangement is the lack of an independent auditor check on the internal controls.
If the auditor places reliance of the company’s procedures, and those management
assessments were too optimistic, then the audit could be deficient and not identify the
errors that might be present. It is known that in the early days of SOX implementation,
the auditor independent assessment and testing caught over 70% of the identified
control deficiencies. Thus, a large portion of the deficiencies were not identified by the
required company procedures to assess and test their own controls. In light of this, the
procedures and tests performedbypublic entities to support their assertionbecomemore
important.6

4 Bedard, J., and L. Graham. 2011. Detection and severity classification of Sarbanes-Oxley Section 404 inter-
nal control deficiencies. The Accounting Review 86 (3): 825–855.
5 This exemption from the separate auditor report requirements of SOX was made permanent by the
Dodd-FrankWall Street Reform and Consumer ProtectionAct of 2010 in response to smaller companies pleas
for relief from the SOX requirements.
6 Bedard and Graham, previously cited.
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AUDITOR CAUTION

While auditors need not separately report on internal controls effectiveness for
nonaccelerated companies, the SEC and PCAOB have stated that they expect

auditors to review the client projects supporting their assertions and ensure that
they provide an adequate basis for their assertions.7 Supposedly, this feature was
to force some auditor involvement in the process, without the onerous requirement
to separately test and report. Audit firms have taken different positions as to how
much oversight this requirement really implies. My view is that at some point this
will become the focus of a PCAOB or SEC enforcement issue, likely prompted by a
high-profile controls failure and traced to an optimistic or inadequate management
assessment not challenged by the auditor.

Nonaccelerated filers report (assert) publicly on the effectiveness of their controls.
However, auditors of these entities still have strategy choices regarding the reliance
on controls in structuring the audit of the financial statements. This means that even
though the entity may report that controls are effective, auditors may still design audits
primarily based on analytical procedures tests and direct tests of the correctness of
transactions and balances in the financial statement. In the view of some regulators,
this approach is a “disconnect” since the theory is that reliance on effective controls
should reduce the cost of the audit. However, in other minds, the testing of transactions
and balances give direct evidence of the fairness of the financial statements, while
controls provide indirect evidence and thus are less convincing.While accepted asmore
costly, the substantive strategy is more “fulfilling” to some and as a result will continue
to be a favored audit approach.

When auditors of nonaccelerated filers wish to rely on controls they will need to
gather sufficient evidence supporting that strategy. Simply relying on the assertion of
managementwill be insufficient, even though auditors can place some reliance on com-
petent and objectivemanagement assessments and tests of controls. The auditor placing
someora lot of relianceon internal controlswill still need to carefully scrutinize thework
performed by the entity as well as supplement that with sufficient independent auditor
tests in areas where judgment is a major factor (e.g., control environment, estimates,
and fair value determinations).

7 For example: “Despite the fact that the revised rules no longer require the auditor to separately express an
opinion concerning management’s assessment of the effectiveness of the company’s ICFR [internal control
over financial reporting], auditors currently are required… and would continue to be required under the
Proposed Auditing Standard [AS No. 5], to evaluate whether management has included in its annual ICFR
assessment report all of the disclosures required by Item308ofRegulations S-B andS-K. BothASNo. 2 and the
Proposed Auditing Standardwould require the auditor tomodify its audit report on the effectiveness of ICFR if
the auditor determines that management’s assessment of ICFR is not fairly stated. Consequently, the revisions
are fully consistent with, and will continue to achieve, the objectives of Section 404(b) of Sarbanes-Oxley.”
Source: Securities And Exchange Commission 17 CFR Parts 210, 228, 229 and 240 [Release Nos. 33-8809;
34-55928; FR-76; File No. S7-24-06], 2007. See also PCAOB. AS No. 5, C16.



184 ◾ Evidence and Testing

Evidence

Understanding the nature, extent, and timing of tests should be a natural element of
audit judgment. However, judgment is not a result of heredity, the name of the firm on
the door, or the office or the position you hold. Solid judgment is built over time by expo-
sure to a variety of situations, thinking those issues through in light of surrounding
issues, and the development of internal guiding principles that aid in decision making.
Judgment is a process, not just a decision. While we sometimes judge a person who
makes snap judgments in a positive way, often those judgments do not consider the
related issues and implications and might not result in favorable outcomes.

When the evidence gathered does not clearly lead to the conclusion the company
or auditor reached, this can be considered to be an exposure where after-the-fact ques-
tioningmay result in unpleasant outcomes (e.g., litigation exposure or comments on the
quality of audit work). Sometimes this appearance is just due to insufficient documen-
tation, as be discussed in the next topical area.

Documentation

Tomeet professional standards and possible later scrutiny, the basis of judgments should
be discernible from the evidence considered. Auditors and companies are challenged to
document the evidence that was obtained in their work papers. Common peer review
and inspection comments criticize auditor documentation for failing to document the
thought process leading to audit decisions and the considerations that went into form-
ing audit judgments. In all fairness, reviewers are often not able to reconstruct various
thought processes from different parts of the audit to support the judgments reached.
If not documented clearly, do not expect a third party to give you credit for all the work
that led up to your judgment.

A few times I have seen the “stovepipe” application of criticism applied to ques-
tion the adequacy of auditor testing. Stovepipe thinking is when only a narrow focus
is applied to the test performed, without thinking about related areas and other pro-
cedures that support the test. Good documentation practice prevents this on the part
of third-party reviewers. Here is one example. A company has a very simple GAAP rev-
enue recognitionpolicy, but theauditor decides to takea small sample of sales anyway for
the purpose of supporting primarily the existence assertion. The criticism of the proce-
dure cites the sample as inadequate becausehighassurance on the assertion of existence
would have requiredmany times the sample size tested. Had the auditor explained in the
documentation that controls over both cash receipts and accounts receivable (includ-
ing confirmations) at year-end were extensively tested and found effective, and that the
existence risk was therefore minimal, the sample size that was used could have been
easily supported. The logic here is that third parties are not mind-readers and may not
search for other sections of the audit to support the work performed. Sometimes even
the auditors performing this work do not recall the test well enough after the passage of
time to provide all the contemporary considerations that entered into the judgment. The
lesson is that if you want to support your work, provide the reasoning that led to your
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decision or conclusion in the documentation. The documentation should be compelling
in supporting the work performed and conclusions reached.

Likewise, companies should be careful to document their work so that auditors
can provide full credit for the work they performed. On a test of 15 items in a sample
of cash disbursements for management approval, the auditor might conclude that
high assurance could not be attained with that level of testing. But if there are other
tests (e.g., redundant controls, complementary controls, monitoring controls) that are
performed elsewhere to that same objective that are not mentioned, then the 15 items
will stand alone in the mind of anyone who may underestimate the evidence being
obtained.

Interactions with Independent Auditors

Now that the COSO has clarified the underlying 17 Principles as a focus in controls
evaluation, there will be a shift in the documentation of companies and auditors to
reflect this refinement. Those auditors and entities already following the 20 principles
outlined in the 2006 COSO Smaller Public Company report will still have to cope with
the new principles and the changed principles. Ideally entities and their auditors would
be coordinated in making this shift, but the SEC has always maintained that auditors
cannot dictate to clients how they should make their assessment, so there will continue
to be a real barrier to the efficiency of alignment of auditor and company assessments.
The positive aspect of this is that the independent approaches of the entity and the
auditor might provide more opportunities to identify risks, control deficiencies, and
issues. The downside is, of course, the need to map COSO to the audit tools and to the
management assessment tools. While this could be quite confusing and obscure rather
than detecting issues, the enumeration of the 17 Principles will likely be helpful in the
long run in establishing a consistent basis for assessment, even if details still need to
be mapped.

While outright collaboration of auditor and entity on controls classification and
testing may not be viewed as appropriate, it would be wasteful to not engage in some
dialogue to get the respective parties on the same page in 2014 and beyond. Those enti-
ties and auditors using control objectives and just the five components may experience
the most adjustment to the 17 Principles approach. However, it may not be that diffi-
cult to make a one-time mapping of the detailed current control objectives to the new
Framework. It is recommended that in this mapping process, the 2013 COSO Frame-
work published guidance that illustrates various examples and approaches be reviewed
to ensure as much consistency as practical with the thought process behind the revised
Framework. Entities and auditors aligning their tools as closely as practical with the
revised Framework may find this mostly accomplishes the desired synchronization and
does so for a broad base of clients.

As previously mentioned, public companies need to gather evidence supporting
their assertions. Auditors may leverage some testing of others, such as internal audit or
consultants (other than in highly judgmental areas), that is objective and sufficient for
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controls reliance or for auditor reporting. Auditor testing to establish the competence
of the audit work performed and evidence obtained by others is expected. Nonpublic
entities may still want to test controls for their own purposes even if not publicly
reporting on internal controls. Audit efficiencies are often possible when entity controls
are demonstrated to be effective. Thus, even in the nonpublic sector, management
testing may yield benefits in improved operations and audit costs.

Under AS No. 5, the independent auditor was granted more leeway in using the
results of management’s tests in determining the sample sizes required of the auditor
when supportinghis or her controls opinion.One large certified public accounting (CPA)
firm uses a chart of multiple testing scenarios where the extent and result of manage-
ment testing is related directly to the level of required auditor testing to achieve high
assurance. So ifmanagement tests a key control at a level of 50 items and finds no excep-
tions, the auditor might perform a small additional sample on this important control,
or even limit the auditor testing to a walk-through. If the company tested the control
only 10 times, the sampling by the auditor would revert back to the firm general pol-
icy of testing, say, 45 items for high assurance. In higher-risk and highly judgmental
areas, independent auditor testing at a high assurance level would generally always
be expected.

Minimizing company testing may have the unintended consequence of increasing
audit effort and fees and flirting with the risk the auditor may conclude that company
testing was insufficient for supporting management’s assertion. It also makes it more
likely the auditor will identify the control deficiencies. As mentioned previously, that
can be costly in terms of timing of the discovery and inability to remediate in a timely
manner.

By theway, testing reliance is not a two-way street. The company cannot rely on the
work of the independent auditor for making its assertion. COSO defines internal control
in such a way that the independent auditor is not part of the system of internal control.
Management’s responsibility to establish andmaintain internal controls must stand on
its own. SECguidance requiresmanagement of public companies, andnot the auditor, to
support its assessment and assertion regarding the effectiveness of controls over finan-
cial reporting.

To be clear, the independent auditor will still need to perform some tests on client
controls where even the most perfect assessment and testing was performed by the
company. In certain judgmental areas, such as assessing the control environment,
the review of the controls over significant estimates, and where judgment indicates
additional confirmation of the results may be warranted, the auditor should be relying
more on his or her observations and judgments in these areas. But to the extent that the
company process is robust, it will pay dividends in the first and future years by reducing
audit effort, providing a evidential basis for lowering risk assessments in an area, and
making for easier testing and assessments in future years.

What is often inexplicable is the discovery of an out-of-control process years later
that should have been detectible by entity or auditor procedures, had the controls over
theprocess beenadequately tested. Suchdiscoveries raise questions that youdonotwant
to have raised, particularly when regulators point out issues.
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Unfortunately, close collaboration with the auditor on the details of performing
assessment and testing procedures to support the controls assertion can quickly turn
into risks to the independence requirements. Companies and auditors should bemindful
of the overarching importance of not breaching that requirement and invalidating the
audit opinion.

GATHERING INFORMATION

Types of Evidence

Evidence is obtained by companies to support an assertion of control effectiveness. The
auditor obtains evidence to support the opinion on the financial statements and, when
required, the opinion on the effectiveness of internal controls.

Evidence comes inmany formsand canbe strongorweak.Muchevidence regarding
controls will come from sources inside the entity, despite the perceived higher reliability
of evidence when it can be obtained from independent outside sources. When external
information canbe obtained, it canbe veryuseful in corroborating (or not8) information
available fromwithin the entity. For example, analyst reports, business publications, and
research reportsmay touch on issues of topmanagement quality or experience and style
of operations, important elements in the control environment assessment.

Procedures to obtain evidence that entities and auditors need include:

◾ Inspection of documents.
◾ Observation of procedures.
◾ External confirmations (when possible).
◾ Recalculations.
◾ Reperformance of control procedures.
◾ Inquiry.

In some cases, analytical procedures and benchmark statistics may provide lim-
ited information about controls, but these procedures are more often used for verifying
reported amounts in financial statements. The precision of these procedures is usually
too coarse to provide positive assurance regarding controls operation.

Among the evidence procedures, inquiry is often considered to be the weakest form
of evidence. In auditing, inquiry alone is generally considered insufficient evidence in
support of an explanation. Whenever possible, inquiry is usually always accompanied
by at least one other source of evidence supporting the results of the inquiry. In some
cases, where it is difficult to obtain other evidence (e.g., the intent of management),
multiple inquiries of different individuals with knowledge of management strategy
may strengthen the evidence, but some other confirming evidence still should be
sought by the auditors, such as past experience and track record with management
representations.

8 Contradictory evidence needs to be addressed by analysis, additional testing, or othermeans, and any impact
on the testing strategy needs to be documented and reflected in the strategy of the engagement.
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Audit standards indicate certain conditions that point to sources of more reliable
audit evidence:

◾ Information from independent or external sources
◾ When related controls are found to be strong
◾ Information obtained directly by the auditor
◾ Documentary evidence rather than oral evidence
◾ Examination of original documents rather than copies

These considerations should be applied by entities and auditors when assessing the
appropriateness and sufficiency of audit evidence obtained.

There is an expectation that entity documents used in the audit and evidence-
gathering process will be complete and accurate. A common expectation is the direct
tie-in of the document or schedule being examined or used to select test items to the
official books and records of the entity. This cannot be simply assumed without some
evidence. There are lots of examples of tainted reports and information being produced
to hide fraudulent activity or just erroneous data leading to badmanagement decisions.
Testing key documents to confirm the attributes of accuracy and completeness can
also be leveraged/referenced to the conclusions in the information and communi-
cation component, where the accuracy of internal data is also part of that analysis
(Principles 13–15).

Base Level—“Functioning” and Walk-throughs

All audits, including public audits, expect that the controls that are described in the doc-
umentation are to be confirmed as actually in operation, and are not just controls that
sound like they should be in place. Entities should be the first line of defense to verify that
the controls are as described before testing begins to avoid false starts andwasted time by
all. It continues to be amazing what you learn when asking employees what they actu-
ally do and how they deal with issues that arise versus what is written in the controls
documentation (often prepared some time ago and when different individuals were per-
forming the control). As in physics, all systems seem to deteriorate or morph into other
shapes over time. It is no different in accounting.

A common way to confirm your understanding of control design and documen-
tation accuracy is to perform a walk-through (aka walkthrough). A company is not
required to performwalk-throughprocedures; however, it is inmanagement’s best inter-
ests to do so to avoid inefficiencies thatmay arise in testing and confusionwhen auditors
oversee or try to rely on company documentation and testing.

A walk-through is a procedure in which you trace a transaction from its origin
through the company’s information processing system all theway to its reporting in the
financial statements. Although inquiries of company personnel are amajor component,
a walk-through is more than just an inquiry. Think of a walk-through as:

◾ Corroborative inquiry, inwhich youask questions of client personnel and then obtain
corroborating evidence to support their answers.
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◾ A test of one, in which you take a single transaction and perform detailed proce-
dures or observations to verify the operation of the controls for processing that
transaction.

The walk-through can help you evaluate the effectiveness of the design of internal
controls surrounding the processing of each transaction or performance of the moni-
toring function. While performing your walk-through, you also may often obtain some
limited evidence about the operating effectiveness of the controls (like a sample of one
item). Walk-through procedures should continue to be relevant as long as there are no
significant changes to the information-processing stream.When significant changes do
occur, you should update your walk-through to confirm your understanding of the new
processing and control procedures. Walk-throughs are also suggested periodically to
confirm that changes have not occurred in the operation of a control.

A common misunderstanding regarding walk-throughs relates to what is being
walked through. It is easy to be distracted by the complexity of transaction processing
and wind up following the trail of the transaction or document through the system
to its summarization and posting to the books and records. Even today, a great deal
of walk-through documentation seems to lack of any discussion of controls. However,
a walk-through in the context we are discussing is supposed to be a walk-through of
the controls, not the paper or electronic process. The focus should be on the control
points and how each control point handled the transaction as it passed through. Did
the control operate as described? Is there documented evidence the control operated?

Some transactions, say, electronic-processed transactions, may not always indicate
whether the transaction was processed through the control point. Information tech-
nology (IT) auditors might trace transactions through systems to gather evidence that
transactions were processed through the controls, as described. Systems can also be
modified to provide a positive indication when an electronic transaction is processed
througha control point or to provide positive evidence that a transactionwas authorized
by the appropriate person before itwas further processed. Just because a transactionwas
processed correctly does not imply the controls that were supposed to be in place were
applied to that transaction. It is a continuing challenge to ensure control points are evi-
denced in manual and electronic systems. While the initial COSO Framework indicated
that a lack of evidence of a control operation did not mean the control did not operate,
the revised Framework indicates that regulators may require evidence of control opera-
tion, and such evidence may need to be added to existing systems to meet the regulator
requirements. Evidence of control operationhelps everyone to perform themost efficient
procedures and not having to seek evidence through expensive means.

Planning the Walk-through

Walk-throughs are not simple tasks when performed properly, and time is necessary up
front to design the walk-through to achieve the objective in the most efficient manner.

◾ Plan on performing the walk-through for each key area and transaction stream
where reliance is planned or as required for attestation.
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◾ Identify cycles (sales cycle, purchasing cycle) or groups of related controls to test
using the same transaction. This minimizes the number of separate procedures and
helps the evaluator to see the overall integration and quality of the control design.

◾ Your walk-through should encompass the entire scope of the transaction stream,
including the controls surrounding the transaction’s:

◾ Initiation;
◾ Authorization;
◾ Accurate and complete recording in the company’s books and records; and
◾ Summarization and reporting in the financial statements or in the financial

statement footnotes.
◾ It is typical to start your walk-through at the initiation of the transaction and

work forward toward the summarization in the financial accounts. The AICPA also
accepts other forms of walk-throughs (e.g., backward tracing). The PCAOB only
accepts the more common cradle-to-grave walk-through.

◾ As part of your walk-through, you should evaluate whether there is adequate seg-
regation of duties.

Because some activities in a company affect several different financial account
balances, you should consider this when planning thewalk-through. For example, cash
disbursements affect not only cash balances but also interact with accounts payable,
employee reimbursements, capital expenditures, and payroll. The use of transaction
cycles and business processes in defining logical documentation, walk-throughs, and
testing units will help you identify these shared activities. Where efficient, plans to
streamline procedures can provide benefits. The most common accounts with shared
activities include:

◾ Cash receipts.
◾ Cash disbursements.
◾ Payroll.

For example, you should plan on walking through and testing the shared function in
cash disbursements only once, not several times for each different processing stream
that might include cash disbursements.

When making inquiries you should consider the following suggestions.
◾ Make inquiries of the people who actually perform control procedures and process

information as part of their daily job requirements. Don’t limit your inquiries to
those who supervise or review the process or are otherwise a step or two removed
from actually performing thework. Talk to people in operations, outside ofmanage-
ment and outside of the accounting department.

◾ Design your inquiries to obtain information about the person’s understand-
ing of:

◾ What is required by the company’s prescribed procedures and controls.
◾ Whether the procedures are performed as described and on a timely basis.
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◾ Ask questions to identify any specific situations (which may occur regularly)
in which personnel do not perform the control procedures as described in the
company’s internal control documentation. Have employees been asked to make
exceptions?

◾ When speaking to employees: Do they seem to know what they are doing and how
it relates to the overall control process? Do they knowhow to handle exceptions and
when to follow up? Document your observations.

◾ Consider conducting some inquiries over time regarding control environment
and company policy issues with a focus group rather than only in one-on-one
interviews.

When obtaining supporting, corroborating information, you can support
answers received to your inquiries by:

◾ Asking the individual to demonstrate the performance of the procedure being
described.

◾ Using the samedocuments and IT (live data) that companypersonnel use to perform
the procedures.

◾ Asking other individuals to describe their understanding of the previous and suc-
ceeding processing or control activities.

Additional guidance on walk-through interviews is provided in Chapter 9 on question-
naires and interviews and its appendix.

Documentation of Walk-throughs

Walk-throughs are sometimes not approached with the respect they deserve. Conse-
quently, their documentation rarely receives the scrutiny it deserves. Real gems can be
identified in walk-throughs, if only they would be scrutinized by attentive reviewers.

A SAD STORY

Ajunior staff auditor was assigned to perform a walk-through of a commercial loan
application process. She had no prior work experience with the client. After the

walk-throughs were completed, she was not further assigned to the engagement.
She dutifully noted on the provided checklist that the loan being walked through was
for less than the appraised value of the property, and a recent collateral appraisal
was in the loan file.

Unfortunately, a few details were not communicated to this staff, and issues
were never identified in any reviews of the documentation.

The company’s policy called for the loan to be no more than half the appraised
value of the property. Company policy also called for an appraisal performed
independently by a company-approved appraiser. The appraisal also had to be
for the property in its current state, not considering any proposed improvements

(continued)
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(continued)

resulting from the loan. These policies were important to the accounting policies
of the firm, which did not provide for loan loss reserves because of the “low risk of
loss” when following their underwriting procedures.

The walk-through documentation failed to note the loan in the one loan trans-
action selected for the walk-through was for 90% of the appraised value, in violation
of policy. The appraisal in the file was from a developer (not an approved company
appraiser) who was appraising the value of the project at its completion, therefore
violating two company policies.

Had these issues been identified in the walk-through, it might also have been
discovered that management had ordered policy in this case (and in others) to be
overridden to meet their desire to own the property, anticipating likely borrower
default.

Despite the “lucky” identification of this transaction for the walk-through, failing
to attach importance to the walk-through process and treat it seriously snatched
defeat from the jaws of victory. Issues arose with defaulted loans in future periods
that would lead to the demise of the company and some sanctions and jail time
for senior executives. Auditors also experienced significant grief and financial loss
in that process.

There are no prescribed formats for walk-through documentation.While a popular
format, wordy narratives often include a lot of process discussion that can obscure
the controls focus the walk-through is meant to address. Forms and matrices can be
designed to be more succinct regarding the walk-through control points. An example
is provided in Chapter 13 of this text of a sample form for documenting a walk-
through.

Over time, and by piecing together some elements from the PCAOB discussion
of walk-throughs, there are a number of quality points that can be used to evaluate
walk-throughs. While not exhaustive, the list is a step in the right direction. Interest-
ingly, there is little discussion of walk-throughs or their documentation in the AICPA
Standards. The AICPA Audit Guide Assessing and Responding to Audit Risk in a Financial
Statement Audit does contain several examples of walk-throughs using a matrix/form
approach as part of the case study in that guide.

◾ The walk-through document ideally should link to any inherent or fraud risks
identified in the area to alert the performer and reviewer of concerns.

◾ The document ideally should clearly link the control points back to the controls
documentation. The assertions being addressed should be clear.

◾ If there are IT-related components to thewalk-through, they should ideally be iden-
tified. If there are known deficiencies in IT related to the walk-through, they should
be identified in advance.

◾ It should be clear who performed the procedure, when it was performed, who was
interviewed, whether the employee appeared to understand the control and their
role, and what evidence was obtained.
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◾ Any suggested additional procedures or open issues as a result of the walk-through
should be documented.

◾ The conclusion should be clear.

As noted, thewalk-through should not be amindless task or one disconnected from
the important engagement risks and entity policies. It requires careful planning, exe-
cution, and supervision, as does any other element in the controls assessment or audit
process. It is not a low-risk training tool for inexperienced staff to perform with little
background information, oversight, and coaching.

An all-too-common problem with existing walk-throughs is that they include a
lot of the process in the documentation, and sometimes the controls (the focus of the
walk-through) receive little or no attention. For this reason, it may be best to separate
the process narratives and flowcharts from the controls walk-through documentation
because it is the controls walk-throughs that need to be performed periodically, even
if the process does not change. By creating two documents, the walk-through can
cross reference the narrative and be a shorter and more focused document that clearly
focuses on the controls. In lectures, I use a redacted example from a real walk-through
of payroll. I challenge participants to identify any controls that are noted, technology
that was employed, inherent risks for the area, or even the person interviewed or the
interviewer and date of the procedure. They are still looking.

A well-thought-out walk-through can gather evidence not only for specific trans-
actional controls but that is helpful to supporting the entity-level control environment
principles and fraud issues. For example, when asking an individual about the control
procedures he or she performs, you could expand the inquiries to include these issues.
Examples of inquiries that go beyond understanding activity-level control procedures
include:

◾ If changes to your procedures were required, how would they be communicated?
(control environment)

◾ What kind of on-the-job or formal classroom training do you receive? Do you find it
helpful? (competence)

◾ Has management asked you for special treatment of any items being processed?
(management override and the control environment)

◾ If any problems or errors that you can’t fix are identified, do you ever get the impres-
sion that they are ignored without being adequately addressed? (control environ-
ment, monitoring)

◾ Have you had to communicate issues to higher-level management in the past year?
Can you give me an example? What happened as a result of the report? (control
environment, monitoring)

As an epilogue to this topic, please note that deficient walk-through documentation is a
commonly cited peer review and inspection comment. Lack of controls focus and lack of
documentation of the controls examined, evidence reviewed, and conclusions reached
are common deficiencies. Following the guidance in this section and in the provided
sample formwill assist you in preparing a useful, compliant, and efficient walkthrough.
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TESTING AND SAMPLING

Top-Down Concept

The financial impact of the initial implementation of PCAOB AS No. 2 in 2004 brought
a backlash of criticism of the costs and inefficiency of the company requirements and
audit processes. It was a confusing period since neither companies nor auditors had
been previously trained in complying with COSO, Sarbanes-Oxley (SOX), Section 404,
or the accompanying SEC or PCAOB rules. Independence concerns inhibited most
entity-auditor communications, and there were no standardized tools for the documen-
tation and testing of controls as envisioned in SOX and under the COSO Framework.
It was a nearly perfect storm: aggressive regulation by a new agency of a new audit
requirement involving untrained companies and untrained auditors under strong
time pressure. To add insult to injury, in the year of implementation, many additional
companies were unexpectedly swept into becoming accelerated filers because of a
midyear tick upward in the stockmarket. Requests for a one-year deferral for these new,
unsuspecting accelerated filers was surprisingly denied by the SEC.Whereas established
accelerated filers had a longer period to get ready for SOX, these victims of a jump in
stock values (and capitalization, which defined accelerated filer status) had less than
six months to start and complete their process and have their auditors also complete
their required process.

A potential remedy was suggested by the PCAOB to the alleged overkill testing in
the early period of SOX implementation. The top-down concept urged the early con-
sideration of key controls issues, such as the control environment and common shared
controls (e.g., entity-level controls), across the entity. Considering these controls early
would identify potential showstoppers that could arise later in the process and be dif-
ficult or impossible to remediate before year-end and thus lead to adverse opinions on
controls and public material weakness disclosures.

Indeed, the concept did hold a lot of common sense and help companies and
practitioners better understand how to better implement an efficient process. Such
guidance today still has relevance for entities and auditors, as some areas remain more
difficult to remediate at year-end and can have major impacts on other controls if
assessed and tested only late in the process. Of course, the concept would have been
most useful had it been circulated during the initial documentation and testing year.
Once controls are documented for the first time and a better understanding of the
testing process is obtained, the top-down concept becomes fairly easy and natural to
discover by alert companies and auditors.

In addition to the suggested control environment issues and common, shared
(entity wide) controls, I would also add information technology general controls
(ITGCs) (Principle 11) and any related information and communication controls in
that component, as weaknesses in security or access or new systems problems from
these areas can invalidate controls tests already performed in various financial areas
and create havoc late in the reporting year.
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Additionally, the efficiency in administration and testing of entity-level (e.g.,
controls in common and shared) controls have encouraged more entities to build such
controls into their overall structure. Such directions reduce entity complexity and
increase audit efficiency.

Test Timing

It becomes important for all participants in controls documentation and testing to be
clear regarding their objectives and requirements. For nonpublic engagements, the
minimum requirement is currently to assess the adequacy of the internal controls and
obtain some evidence the described controls are in operation (i.e., functioning). Thus,
it may be possible to stop after documentation and a walk-through for these entities.
While no time period is specified for making this assessment, the likely intended time
frame is one that is representative of the year. The decision on timing is best documented
as part of the project.

When nonpublic companies and auditors are relying on controls to reduce audit
procedures and audit costs, the tests performed to verify the functioning of the controls
need to be representative of the period of reliance. Thus, samples of control operations
are often drawn from the entire period under examination. Populations fromwhich the
samples are selected should be defined as all control operations within the year. It may
be impractical to await the last transactions of the year to test controls, so auditors fre-
quently perform interim audit procedures at an earlier date, say autumn, for year-end
clients. Clearly, the earlier these interim tests are performed, themore effort is needed to
roll the controls conclusions through to year-end. Oneway to structure the testing is to:

◾ Calculate the required sample size using an estimate of the number of year end
transactions (e.g., 22 sample items9 for an estimated yearly population of, say,
1,000).

◾ Perform a portion of the control tests based on the transactions to the date of the
test (e.g., for 900 completed transactions, sample 20 items).

◾ Perform the remaining tests at or near year-end (e.g., test the 2 remaining sample
items).

When the period between testing controls and year-end is short, then inquiry
regarding control changes and maybe a walk-through or observation of continued
controls operation can be sufficient. Unfortunately, the failure of auditors to adequately
extend tests to year-end is a common inspection deficiency cited by the PCAOB and is
also noted in peer reviews for nonpublic entities.

Issues with the Reporting Date for Internal Controls Opinions

Public companies face similar challenges in testing when seeking audit cost reductions
as a result of effective controls. The tests need to cover the entire period, and practical

9 Based on 90% confidence (assurance) and a 10% tolerable deviation rate from a large population.
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issues such as new or changed controls during the period may call for separate tests of
the pre- and postchange controls for reliance and effectiveness.

However, attestations of controls effectiveness (e.g., required of public companies)
are based on the condition of the controls at a point in time. The attestations of compa-
nies and auditors regarding controls aremade “as of ” a specific date, namely the ending
balance sheet date. As such, the tests supporting the attestation need to be performed in
such a way to demonstrate that at the report date, the controls were functioning. This
leads companies and auditors to want to test controls close to the report date. This dis-
connect between testing for reliance on controls throughout the period and the need to
have strong evidence of controls effectiveness at the reporting date has led public compa-
nies to different testing strategies. In some cases, some entities test controls throughout
the period and test with more emphasis near the reporting date (e.g., for a target sam-
ple of 22 total sample items, they might test 4 items each of the first three quarters and
test 10 items near the report date). In some cases, the target sample size is increased so
that more meaningful tests can be performed each quarter and at year-end. This helps
support both reliance on controls and the attestation. Other entities may test controls
in the last quarter of the year to meet the attestation requirement. This leaves auditors
without a basis for controls reliance throughout the year and may require them to test
earlier-performed controls as a basis for reliance. In all cases, when the period of testing
does not encompass all transactions during the year, then some documentation action
(e.g., inquiry, inspection, reperformance, etc.) is expected in order to close the testing gap
to the report date.

With interim testing, a unique issue for entities can arise. Suppose you are doing
testing in several periods as the year progresses, but you meet or exceed the number of
exceptions you allow for the entire test period earlier in the year. Do you increase the
amount of testing planned or perhaps look early into the cause and potential remedia-
tion of the problem? In most cases the wise action is to evaluate the deficiencies and, if
remediation is indicated, do it. No sensewaiting until the year is over to find you failed to
get high assurance and cannot remediate the control since no time is left. Also, auditor
reliance on the control will be limited in any period which is not remediated, so you get
a double whammy from waiting. Be proactive and address any issues identified as early
as practical.

If you think the early-discovered deviationwas an aberration, youmaywish to dou-
ble the original sample size and consider the findings of the original plus expanded sam-
ple. Sampling theory supports using something like the doubling factor. Adding “a few”
more items to the original sample contributes little to overcoming the original finding
and is likely to mislead the assessor.

We are today clearly aware that when testing occurs late in the year, the oppor-
tunity for public companies to remediate identified control deficiencies decreases.10

10 Bedard and Graham, Accounting Review, 2011 (previously cited) and L. Graham and J. Bedard, “The Influ-
ence of Auditor and Client Section 404 Processes on Remediation of Internal Control Deficiencies at All Levels
of Severity,” Auditing: A Journal of Practice and Theory (November 2013).
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This argues for earlier assessment and testing when possible to identify and correct
serious deficiencies and avoid adverse opinions and public disclosures of weaknesses.
Nevertheless, certain controlled accounting processes, such as the consolidation
process and the tax accrual, are performed after the year-end date and may not be
able to be tested in advance of their performance as easily as revenue and expense
transaction streams.

From the early implementation of SOX, regulators have touted the synergy of
required controls tests and potential reductions in substantive audit procedures to help
offset the costs of SOX implementation. The different test timings of the two objectives
continue to be an impediment to realizing all of these hypothetical synergies.

AUDITOR ALERT

Afrequent concern of inspectors and peer reviewers is the performance of early
tests on internal controls without effective or sufficient follow-up to extend

the test results to the year-end. The greater the gap between the testing date and
the end of the period, the more evidence is expected to be gathered regarding the
operation of controls in that gap period, whether for financial reporting or reporting
on the effectiveness of internal controls. Simple inquiry and observation are usually
sufficient to close only a very small time gap.

Related Financial Statement Areas

Financial statements have related elements. This has been described in the past in
terms of cycles, which describe a process rather than focus on a single trial balance
caption. For example, the sales cycle includes the order process through to the cash
collection process. The accounts receivable generated are also an intermediate step
in cash collection. Similarly, the payments and procurement cycles involve multiple
accounts and control relationships. The risk associated with false sales or uncollectible
sales is embodied in the lack of cash collection. That risk is mostly addressed through
the work performed on receivables, such as the aging of receivables, confirmation of the
obligations, and so on. Some auditors refer to the issue of related financial statement
areas as a holistic approach. To others this is just inherent in their thinking about
financial data.

Inmyview, it is helpful to think about related financial statement areaswhenassess-
ing and documenting and testing controls and identifying what can go wrong. This will
also help in prompting better documentation of the basis for audit decisions about the
procedures performed and evaluating the evidence obtained. While perhaps not fool-
proof, such thought and documentation does not leave the wide ambiguity associated
with cryptic documentation.
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EXAMPLE

Sample of 25 sales selected for existence testing.

Better
Cash receipt controls were tested effective (X-ref). Accounts receivable were aged,
confirmed, and valued, and controls were tested to be effective (X-ref). Because
existence risk for sales would be reflected in issues in these two areas, only a small
amount of evidence is needed to supplement the existence evidence. Risk = 50%,
tolerable 3%, expected = 0, resulting in a sample of 25 items.

Alternatively
Because existence risk for sales would be reflected in issues in cash receipts or
accounts payable controls and accounts, limited evidence was needed to
supplement the existence assertion based on the results of tests in these areas
(X-ref). Risk = 50%, tolerable 3%, expected = 0, resulting in a sample of 25 items.

Sampling and Sample Sizes

Much discussion and debate surrounds the issue of sample size. More attention than
it deserves is given to this important but not all-encompassing detail. The subject of
sampling itself is surrounded by confusion and lack of very specific guidance and expec-
tations for professional training. In the decades preceding, samplingwas deemphasized,
as its effectiveness in identifying error and fraud was debated. However, in more recent
times, we have identified the fallacy of this argument and placed some constraints
around the practices that weakened sampling as a tool (e.g., excusing deficiencies as
isolated, failing to project sample results, failing to use supportable sample sizes). In
recent years, the AICPA Auditing Standards have sought to tighten the guidance but
still not prespecify rigid parameters for auditors.

Sample size is simply a relationship between certain parameters. It is the extent of
testing required tomeet those parameters when samplingwithout bias. The parameters
for controls tests (attribute samples) are:

◾ Risk.
◾ Tolerable deviation rate.
◾ Expected deviation rate.
◾ Population size.

Risk is the allowable risk that the true population condition will not be revealed by
the sample. In terms of the most serious risk, it is that the auditor will accept the func-
tioning of a control when the true population deviation rate exceeds the tolerable rate
specified. If my tolerable threshold is 10%, the risk is that the sample will not detect that
the true population rate exceeds that, and therefore youwill get a false reading and false
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assurance. In statistical terms, the complement of the risk11 is the confidence level of the
test. Guidance regarding risk in the AICPA Audit and Accounting Guide on Sampling
(AAG-S) indicates for reliance on controls (or for attesting to the controls effectiveness),
a high assurance (confidence) or low risk, say, 90% confidence (or above), is usually
supportable. When would higher risk levels (lower confidence levels) be acceptable?

◾ When less than high reliance is placed on controls
◾ When other tests of the control (e.g., regulators) have been performed and had a

good result
◾ When testing the accuracy of the tests of others like internal auditors (tests of tests)

While the general public seems wedded to expecting 95% levels of confidence due
to some sort of pervasive groupthink, there is nothing magical about that specific confi-
dence level. Certainly when critical controls are heavily relied on to provide significant
evidence, levels of 95% or more may be used. When a 25% to 30% increase in sample
size is associated with a few additional percentage points of confidence, it does cause
pause to the wide use of 95% confidence levels. In auditing financial statements, some
substantive procedures must be applied to each significant audit area, so often the 90%
assurance level will overall be sufficient to place high reliance on controls. When attes-
tations regarding controls are not the objective, confidence levels of, say, 50% or more
can be used to size the degree of reliance on controls with the levels supported by the
testing.

Tolerable deviation rate is the rate of deviation that would change your decision
about relying on the controls. This is a judgment, and for some controls, it might be
lower than for other controls. The AAG-S suggests that for reliance on controls, a devia-
tion threshold of 10% or less is commonly used. While a 10% deviation rate may sound
high, not all deviations will result in financial misstatement, so a control failure may
not equate to a financial consequence. It also is pretty impractical to expect any control
(unless computerized) to be 100% effective. Finally, a control is something that oper-
ates over a process, and having a control in place is a lot more assuring than relying
solely on the 100% operation of an uncontrolled process and the proven inconsistency
of human performance. From that perspective, controls help maintain consistent and
accurate processing throughout the period. If designed properly, they reduce risks of
error or fraud more effectively than random tests of the accounting data could likely
discover.

Expected deviation rate is an allowance for a deviation to appear in the samplewith-
out the sample failing tomeet the objective. It needs to be a lesser rate than the tolerable
rate, or there is no sense in performing the test, and a sample size cannot be determined
to meet that condition. Allowing for some level of deviation increases the sample size,
so sometimes this parameter is bypassed to get to a lower sample size. That can be a
false economywhendeviationsmight appear since failing the test (more deviationswere

11 The complementmeans that when risk is 10%, then confidence is 90%.When risk is 30%, then confidence
is 70%. Risk and confidence add to 100%.
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found than were planned for) may cause reduced reliance on an acceptable control or
cause the sample size to be increased to attempt to show the acceptability of the control.
The AAG-S suggests the doubling of the original sample size to overcome an unexpected
deviation. Adding just a few extra items does not dilute the sample result sufficiently for
the purpose. The more costly aspect of this is the additional selection, documentation
gathering, and unplanned time and delay required to increase the sample size, some-
times resulting in similar result as the first sample. When to allow for deviations has a
linkage to where one might get an estimate of the deviation rate—a common question.
Here are some indicators to when and clues as to how to estimate this parameter:

◾ When prior tests of this control revealed deviations
◾ When audit substantive tests previously identified financial misstatements related

to this control area
◾ When the expectationof zero exceptions is based solely on the strengthof the control

design without prior experience of testing the control.

Inmanycases itwill be efficient to reduce the expecteddeviation rate after a periodof
good testing results, so a realistic or slightly conservative estimate (e.g., 1% to 2%)might
be a good starting point. Note that a high rate of expected deviation (e.g., over 5%)might
indicate the need to remediate the control and not just increase testing levels.

Deviations are not just a numeric. Deviations need to be examined to determine the
nature and cause of the deviation. Sometimes deviations reveal issues that transcend
the number that were identified in the sample. These are some examples of such rea-
sons that may have more serious impacts on the assessment than the sample numbers
may imply:

◾ Indications of management override of controls
◾ Indications of fraud or deliberate control failure
◾ Systematic errors (e.g., computer glitches), which are likely to occur in many other

transactions of a similar nature

Population size is a factor here, but a far less important one thanmost people think.
This is the first “parameter” many people name when asked for a factor that influences
sample size. Once we are dealing with larger populations of controls (e.g., over 500
items12), the population size often has a negligible effect on the resulting sample
size. That assumes the parameters of tolerable and expected deviation are expressed
in percentage terms. The AAG-S has, in Chapter 3, illustrations of how sample size
responds to diminishing population size as well as changes in the expected deviation
rate for a given situation. Tables and formulas for determining sample size often assume
a large population. To deal with smaller populations, the AAG-S has suggested small
population guidance based on practice input to more standardize higher reliance

12 While different sources cite different “large population” sizes, the point atwhich sample sizes change appre-
ciably changes depending on the other parameters. Once populations are over 2,000 instances, it is safe to
assume population size will not impact the sample size.
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TABLE 8.1 Infrequently Operating Controls

Control Frequency and Population Size Sample Size

Quarterly (4) 2
Monthly (12) 2–4
Semimonthly (24) 3–8
Weekly (52) 5–9

Source: AICPA, AAG-S, Chapter 3.

testing of these infrequent controls. When populations fall between 52 instances and
a large population calculation, 10% of the population has been suggested by some
sampling guidance for Office of Management and Budget (OMB) A-133 engagements
as an estimate of a supportable sample size for high assurance. These guidelines do not
anticipate expected deviations, since any identified deviation in a small population is
likely to indicate ineffective controls. (See Table 8.1.)

Appendix 8A illustrates the determination of sample sizes using various methods,
including a computer programapplication example. Before playingwith the sample size
methods, it is important to understand the inputs and the guidelines around the sample
size guidance.

Determining the sufficiency of your tests is affected by anumber of factors. Table 8.2
lists these factors and indicates how they will affect the extent of your tests.

TABLE 8.2 Factors Determining the Extent of Tests

Effect on the Extent of Tests

Factor to Consider Increase Number of Tests Decrease Number of Tests

How frequently the control
procedure is performed

Procedure performed often
(e.g., multiple times daily)

Procedure performed
occasionally (e.g., once
a month)

Importance of control Important control (e.g., high
reliance on this control,
control addresses multiple
assertions or it is a period-
end detective control)

Less important control

Degree of judgment required
to perform the control

High degree of judgment Low degree of judgment

Complexity of control
procedure

Relatively complex control
procedure

Relatively simple control
procedure

Level of competence of the
person performing the
control procedure

Highly competent Less competent
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These factors are generally reflected in the sampling plan by considering themwhen
setting the risk parameter in testing plans.

Sample Sizes for Computerized Controls

A special consideration (benefit) generally exists for controls that are programmed into
the computer system. These controls generally relate to transaction controls and con-
trols that operate frequently. Sometimes these controls are called application controls.
For example, a control that might be in place could be a three-waymatch among a sale,
relief of inventory, and the invoice and receivable posting (or cash receipt). In other cases
such controls might simply identify unusually large transactions for a second level of
authorization and review. Thus the automated portion of a control could identify any
anomalies for further (e.g., manual) follow-up and resolution. To test that this whole
control identifies exceptions, it often need not be tested by a representative sample of
items, but if it is identified to operate properly based on one or two instances, that may
be sufficient to establish the control’s effective periodic operation. Theprerequisite to this
guidance is that effective ITGCs be in place, since failure of those controls could negate
the assumed consistent effective operation of the automated control.

The accompanyingmanual process cannot be assumed to be accuratewithout test-
ing, so a sample of exceptions and resolutionswill often be necessary to ensure the effec-
tive operation of the overall control and process. The efficiency of built-in controls is
encouraging more entities to build controls into the computer systems when possible,
to reduce manpower and streamline operations.

Although not often thought of as software, spreadsheets serve important roles in
accounting systems in some entities and lack of controls over that software can be dam-
aging. Entities need to considerhowspreadsheets andused in their accountingprocesses
and how the spreadsheets are developed, controlled, and maintained. A very thought-
ful white paper was produced over a decade ago by PricewaterhouseCoopers on the use
and control of spreadsheets in the accounting process. Additional reading on this topic
and suggestions for establishing controls over spreadsheets integral to financial report-
ing and be found in various publications, but this article can be very informative on the
issues and risks:

http://seeseven.squarespace.com/storage/external-and-analyst-research/PwC%
20The%20Use%20of%20Spreadsheets%20Considerations%20for%20Section%20404
%20of%20the%20Sarbanes%20Oxley%20Act.PDF

NONSAMPLING SITUATIONS

While a lot is said about sample sizes and controls, many controls cannot be assessed
or tested by using sampling techniques. For example, the important issue of segrega-
tion of duties that pervades all the controls components, transactional controls, and
the computer environment needs to be considered through analysis (do individuals hold
duties that could cause a circumvention of controls or allow the initiation, processing,

http://seeseven.squarespace.com/storage/external-and-analyst-research/PwC%20The%20Use%20of%20Spreadsheets%20Considerations%20for%20Section%20404
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and approval of transactions without oversight?). Controls from the control environ-
ment and risk assessment components are often the result of analysis and inquiries, and
sampling may have limited application. When assessing whether the right tone at the
top exists in an organization, the examination of the code of conduct itself would not give
rise to a sample application. However, when establishing that employees have completed
the requiredannual attestation to thepolicy, samplingmaybe employedunless thenum-
ber of employees is small enough to perform a census (examine all). When establishing
the competency of the governance and audit committee, sampling may not be a logical
method. Assessments of the adequacy of ITGCs will often call for informed judgments
based on inquiries and observations and may not utilize sampling principles. Sampling
may be appropriate when verifying computer log entries or verifying password access in
larger organizations.

Each principle and the means for gathering evidence regarding that principle will
need to be examined and the best methods for accumulating evidence determined.
Frequently operating, transactional controls are most likely to be best tested with a
sample.

CONFUSION OF SAMPLE SIZE GUIDANCE
IN PRACTICE TODAY

Confusion has arisen since 2009 over the sample sizes that can be used to test inter-
nal controls, when sampling is appropriate. The confusion is the conjunction with the
application of the guidance in the AICPA Government Auditing Standards and Circular
A-133 Auditsguide13 for CircularA-133audits to tests of internal controls over financial
reporting. This guidance sets out required high-assuranceminimum sample sizes of 25,
40, and 60 items for testing controls over compliancewith laws and regulations. Under-
lying the sample sizes are a number of inherent risk criteria identified in the OMBA-133
guidance that drive these testing levels. For example, new federal programs, recovery act
programs, high volume or complexity in transaction processing, and so on, will indi-
cate that the larger sample size (60) should be used for testing an important control.
The guidance states that these sample sizes do not need to consider expected control
deviations, and there is no requirement to modify the samples to allow for deviations or
extend samples when deviations are found. The results of these tests then drive specific
substantive compliance test sample sizes. The objectives of the OMB and Government
Accountability Office (GAO) in having these guidelines differs from the purpose of test-
ing and relying on financial statement controls.

While 25, 40, and 60 are potential sample sizes, so is any other number. AAG-S
applies to controls tests over financial reporting performedunderAICPA standards. Both
PCAOB and AICPA standards indicate that risk, tolerable deviation, and expected devi-
ation rates (and population size) lead to sample sizes. As the AAG-S explains, high con-
trols assurance is generally considered to be attained with 90% or more assurance and

13 American Institute of Certified Public Accountants, Audit Guide: Government Auditing Standards and Circu-
lar A-133 Audits, AICPA, 2014 Available through www.cpa2biz.com.

http://www.cpa2biz.com
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10% or less tolerable deviation rates. Tables and formulas are presented in the guide
to illustrate sample sizes that meet the sampler’s criteria and consideration of expected
deviations.While attestations of internal control effectiveness expect a high level of test-
ing assurance, when auditors are just leveraging the testing work of internal auditors
or regulators or external consultants, testing levels less than “high assurance” are often
sufficient to the purpose. AICPA audits do not require high assurance on tests of controls
but permit a continuum (low to high) of reliance, depending on the quality of the control
and extent towhich itwas tested. Thus anauditor onlywishinga50%assurance regard-
ing controls might only test seven items (tolerable rate of 10%) if no deviations were
expected to support that level of controls reliance. In practice, very critical controls, such
as controls over revenue recognition, may sometimes be designed at 95% ormore levels
of confidenceand1%or less of tolerable deviation, resulting inhigh-reliance sample sizes
of hundreds of items. Thus, the strategy or purpose of the controls test determines the
parameters for sampling, and those parameters drive the sample size. Documentation of
the parameters should support the sample size chosen for various tests.

Caution is urged when the 25-40-60 sample sizes are suggested, since that may
be an indication that inappropriate guidance is being applied to controls over financial
reporting, when the guidance is not designed for that purpose.

INFORMATION TECHNOLOGY GENERAL CONTROLS

Principle 11 addresses the COSO ITGC expectations: “selects and develops general con-
trols over technology.” Assessing the effectiveness of ITGCs is often performed by or in
conjunction with IT specialists, particularly for more complex computer environments.
This does not preclude the participation and collaboration of other company project
team members and general practice auditors. In fact, an integrated team approach is
more likely to lead to an effective response to any issues identified and may help direct
an efficient evaluation by the IT professionals. Some IT specialists aremore attuned than
others to the audit and controls evaluation teamneeds for the audit reliance and/or SOX
assessment. The involvement of IT specialists is recommended when:

◾ Systems and operations are more complex and involve home-grown software.
◾ Technologies employed in the business are more advanced or are new.
◾ The entity is highly reliant on systems for operations and accounting functions

(e.g., e-commerce).
◾ There is much data sharing between applications.
◾ Little audit evidence is produced to demonstrate the application of automated

controls.

A number of the IT benchmark standards for systems evaluation (e.g., COBIT14)
may set a very high theoretical “ideal” that is likely to be beyond the project team needs.

14 COBIT5 is a framework for developing, implementing,monitoring, and improving IT governance andman-
agement practices. The framework is published by the IT Governance Institute (ITGI) and the Information
Systems Audit and Control Association (ISACA).
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A more targeted tool is available from www.isaca.org entitled IT Control Objectives for
Sarbanes-Oxley, 2nd edition. However, even this tool may exceed what is needed to meet
theprinciple effectively andefficiently.However, these resourcesmaybehelpful inunder-
standing the general nature of the systems issues.

Different literature may identify either four or five elements of ITGCs. The common
elements often include:

◾ Access and security.
◾ Systems modifications.
◾ New systems development.
◾ Operations.

Another potential element is the IT organization and IT “environment.” Some have
placed this element as a subset of the overall control environment since the two are
indeed highly correlated in systems-dependent enterprises. Under all these elements,
an assessment should be made whether segregation of duties issues could arise with IT
personnel or in interactions of IT personnel with other employees. In smaller IT envi-
ronments, issues such as incompatible functions and segregation of duties issues are
more common, andmanagement needs to identifymonitoring procedures to detect and
correct problems as a result of this condition.

The reason ITGCs are singled out for attention and are good candidates for early
attention when following the top-down guidance is that deficiencies in these controls
can have a pervasive impact on other programs and the processing of accounting data.
The theory is that while these overarching controls do not directly cause financial data
processing error, they can permit it to happen.

Gathering evidence to support effective ITGCs requires consideration of each of the
elements and assessing the extent towhich they impact the processing of financial infor-
mation in the entity. While all audits (AICPA, GAO, PCAOB) need to consider the design
of the ITGCs in an organization, when reliance is placed on the computer systems and
attestations are publicly made about controls effectiveness, a greater-than-basic level of
understanding and evidence that these elements are consistently functioning effectively
is required.

TESTING SECURITY AND ACCESS

A very important element is security and access controls. These controls should restrict
access to transaction processing programs and databases to only those persons autho-
rized to have access. These controls can be exercised at a network or a program (applica-
tion) level, or both. Failure to protect databases and programs fromunauthorized access
and changes can nullify the results of other tests performed to validate the data content.
Some procedures used to assess and test security and access include:

◾ Inquiries and corroborating evidence regarding unauthorized access or network
intrusions.

http://www.isaca.org
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◾ Recent tests of system penetration or security adequacy by internal or external
specialists.

◾ An analysis of the physical and password accessibility of the servers and worksta-
tions to unauthorized persons during or after business hours.

◾ Amapping of the network, showing the programsused and the controls over autho-
rized access.

◾ Amatrix of personnel and programs, identifying access permissions, including the
access or programmers and other systems personnel while performing their duties.

◾ Identification of network and program password protections. Some systems control
application program access at the network level, others may control access at the
program level, and somemay control access at both or some combination of the two.

◾ Review and testing of the policy regarding passwords and required periodic
changes. A policy should be in effect regarding adding and deleting authorized
users of programs (new employees and terminated employees). Passwords should
be changed periodically and may be set to meet certain external standards (e.g.,
ISO/IEC 27001:2005 > Information technology > Security techniques > Information
security management systems > Requirements).

◾ Many systems have the capacity to create running logs of system or application
access and functions. In most cases these logs should be enabled, to assist in identi-
fying any unauthorized access or changes to data or programs.

◾ While programmers, vendors, and others may be granted temporary access to sys-
tems and applications under revision or development, once programs are tested and
functioning, care should be taken to remove that access.

Entities today face severe state and federal financial penalties for the failure to
protect personal information from hackers and data thieves. Even apart from possible
distortions of accounting data, unauthorized access can create contingent and real
financial liabilities when employee data is compromised. Revised AICPA audit standards
now require auditors to be proactive in ensuring that laws and regulations are not
violated. This heightened responsibility makes it necessary for entities to ensure
documented controls are in place to prevent or detect violations.

Testing Program Modifications

There comes a time when programs and systems need to be modified to meet additional
regulatory requirements or business needs. Historically many programs were written
specifically to address the needs of the entity at the time of the computerization andwere
modified as needed. When changes were required, programmers modified the program
and it was put back on line. How that process of change and implementation occurred
often determined whether it was a successful change. Best practices, including written
change specifications, extensive testing before the program was made “live,” and gath-
ering user feedback at various stages in the change process, became the controls that
benchmarked an effective change process.With some packaged systems there are fewer
opportunities tomodify the underlying programoperations, but the same principles can
applywhen activating or deactivatingmodules or features or functions thatmay be part
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of the accompanying software toolkit. Clear objectives and a quality testing plan can
mitigate the risks that financial statement errors will be introduced into the process.
Interestingly, if the entity has not undergone any program changes in the period, then
this ITGC is not relevant. A forward-thinking organization, though, should consider
having a controlled process plan available for when this does occur. Some procedures
relating to this element include:

◾ Identification of any program changes affecting financial reporting information
during the period.

◾ Examination and testing of the controls over the changes—user specifications,
preservation of existing data, documentation of program changes, testing plans,
user feedback, and evidence of effective testing and implementation.

◾ Identification of any corrective changes necessary after implementation that may
indicate controls ineffectiveness. Note that just a lack of corrective changes does
not imply a well-controlled implementation process, as controls might not exist.

Testing New System Development and Implementation

Similar to the issues associated with program changes, new systems/program imple-
mentation is just at a grander scale. For example: Replacing legacy (home grown)
software with packaged or enterprise software can be a daunting process with conse-
quences. However, continuing to maintain home-grown software despite technology
and operating system changes can be even more expensive and risk-laden. If not a
managed process, a bad experience can lead to data loss and financial loss. Many
organizations, including the government, are transitioning to commercial software and
abandoning homegrown software that has become difficult to maintain. The quality
and flexibility of commercial software continues to improve. If a company has skipped
several updates, even upgrades to later versions of simpler software (e.g., QuickBooks,
Peachtree) can create risks that the datamay not transfer properly. Changing to a differ-
ent software raises the risks associated with data transfer or information loss, requiring
even more careful testing.

Many of the benchmarks for effective control of this process are similar to the ones
for programmodifications:

◾ Specifications are documented for the functionality and performance of the new
system.

◾ Timing of the change is considered relative to the entity business cycle.
◾ Mapping the data elements to be transferred to the new system before it will resume

on-line operations. Overall, there should be a map of data that flows or might flow
between systems as part of the systems documentation, so thatwhenever a program
change or new system is implemented, the data flows affected can be identified in
advance.

◾ Backup and recovery plans in case the implementation fails.
◾ Identification of the programchanges affecting financial reporting information dur-

ing the period.
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◾ Robust testing of the software and transferred data before it goes live.
◾ Gatheringuser feedback and evidence of effective implementation as part of the test-

ing process and after the system goes live.
◾ Identification of any corrective changes necessary after implementation that may

indicate controls ineffectiveness. Note that a lack of corrective changes does not
imply a well-controlled implementation process, as controls over the process might
not exist.

TRUE STORY

Amajor corporation decided to replace its legacy inventory and receivables
system in part of the country with well-known commercial enterprise software.

To save money, the organization identified several of its top IT professionals to
attend three days of training on implementation. While the training was more of an
orientation course than a how-to, the techs set out anyway to make the conversion.

Not only was the system implementation unsuccessful, but in the process there
was a corruption of the data and a material amount of receivables information
was lost. At the end of the year, accountants were challenged to determine if
there should be losses recorded, since the information and systems had not been
restored at that point. It was decided not to record estimated losses since it seemed
improbable that the data was not recoverable.

Unfortunately, the company and its auditors were under challenge in this time
period in a class action shareholder suit alleging misstated financial statements. The
missing data was material to that allegation, and its treatment in the financials was
important.

In the end, significant losses due to the systems issue were recorded in the
following year. A saving grace for the company and its auditors was an astute audit
committee action, which, when faced with the dilemma of the accounting issue,
solicited a written report from an independent, large auditing firm confirming the
judgments made in the financial statements.

The company and its auditors nevertheless paid a stiff price trying to avoid
professional installation consulting expenses. This situation brings to mind the Ben
Franklin quote: “Penny wise and pound foolish.”

Testing Operations

Over time, the operations aspects of ITGCs have changed importance. Today some pri-
mary functions relating to this area include: maintenance of software and hardware
acquisition, meeting user needs and issues through the help desk or some alternative,
and backup and disaster recovery functions. Whenmainframe computers were the pri-
mary computing tool, the sequencing of various batch processing functions (e.g., sales,
receipts, etc.) was an important element of effective operations. This no longer is amajor
concern since batch processing is rarely practiced. Of course, there are exceptions to
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every rule, and the individual entity situation drives the issue the relevance of controls.
Some controls commonly associated with operations will include:

◾ Controls to ensure the policies and procedures for hardware and software acquisi-
tion and upgrades and maintenance are followed.

◾ Effective and timely resolution of user problems and issues.
◾ Controls to ensure the monitoring of any open issues for resolution or reporting of

deficiencies that could impair financial reporting.
◾ Ensuring that timely backup procedures are performed, including the propermain-

tenance of software and backups if needed. Some entities may require that images
of software platforms be retained so that past information can be accessed and read
or printed as potentially needed for regulatory or commercial purposes.

◾ Adisaster recovery plan. Events like 9/11,HurricanesKatrina and Sandy, and other
incidents prove the importance of creative thinking in designing these plans.

BEST-LAID PLANS

On 9/11 a high-tech computer service business in a World Trade Center building
that tracked hardware and software licenses for many businesses had a sophis-

ticated backup and recovery operation that still failed to be effective. The backup
and recovery site was located in the other World Trade Center building that also
collapsed in the attack. What were the chances?

Further Thoughts on Testing ITGCs

For the most part, ITGC tests will involve inquiry and observation and some examina-
tion of evidence. Sampling may be used in some situations, and that may depend on
the size of the operation and number of systems and personnel involved. For example,
when testing the accuracy of thematrix of personnel and programs for permitted access,
one could think of the matrix as a group of cells, a selection of which could be tested to
ensure access is or is not permitted as indicated in thematrix. In a log of “issues” calls, a
sample could be selected to ensure timely and adequate resolution and that issues that
should have been reported regarding hardware or software operation were carried to
appropriate levels in the organization.

Obviously, user changes or new systems implementation cannot be tested in peri-
odswhen they do not occur. Therefore, deficiencies in these controls cannot be identified
except through current issues that can be traced back to prior periods. For themost part,
absence of these activities makes direct testing impossible, even if policies and controls
are described to be applicable during such activities. In various guidance, it has been
noted that disaster recovery plans need not be directly tested for SOX if they seem ade-
quate, but of course a dry run of the procedures to ensure completeness and feasibility
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is a wise investment. Similarly, material weaknesses in disaster recovery could not be
identified in a period where disaster recovery was not employed.

Some IT professionals question such guidance and believe that in the absence of
seeing these controls working, plans can be assessed sufficiently for feasibility to reliably
identifymaterialweaknesses. Different auditorsmay reachdifferent conclusions regard-
ing this issue from their perspectivewhen performing financial statement audits. Audits
of internal control are directed to follow the guidance on severity assessment. Best prac-
tice says that a good recovery plan is advisable in all cases, whether implemented and
tested or not.
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Sample Size Tutorial

THE SAMPLE SIZE determination approaches described in this appendix assume
that a representative sample of controls will be selected. By representative, it is
meant that the selection is madewithout bias, not that the sample will result in a

mini-version of the population in all respects. Random selection procedures are consid-
ered to be appropriate for this purpose. Other selection approaches, such as haphazard
selection, that simulate random selection or systematic sampling (e.g., every nth item)
are oftenused by thenonstatistical sampler and thosewithout access to sample selection
software.

Recent sampling guidance has reinforced the linkage between the sampling param-
eters (e.g., risk, tolerable, expected) that have been long established in professional
standards and computed statistical sample sizes. American Institute of Certified Public
Accountants (AICPA) AU-C No. 530, Audit Sampling, paragraph A.14, states:

An auditor who applies nonstatistical sampling exercises professional judg-
ment to relate the same factors used in statistical sampling in determining the
appropriate sample size. Ordinarily, this would result in a sample size compa-
rable with the sample size resulting from an efficient and effectively designed
statistical sample, considering the same sampling parameters.

In practice, the Public Company Accounting Oversight Board (PCAOB) also seems to
embrace this guidance, as tables and other practice aids seem to be in commonusewhen
they assess the adequacy of sample sizes.

Unless we are among the privileged who were born with an embedded chip in
our heads for calculating probabilities, most mortals need to reference some decision
aids to estimate sample sizes that meet our specifications. However, over time and with
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experience, many professionals can estimate sample sizes similar to the tables or formu-
las without formal reference to these aids. In this appendix, several aids are described.

Different sample size estimation approaches may result in slightly different sample
sizes even when the same sample parameters are used. These differences are usually
negligible and should not be amatter of concern. The sampling policewill not be visiting
you to discuss sample sizes of 59 versus 60 items. Challenges will arise when 10 items
are sampled and the sampling parameters suggest 22 or so items should be examined.

SAMPLE SIZE FORMULA

It is not always practical to have computer programs or extensive tables close at hand
when determining sample sizes for planning purposes. Sample sizes can be roughly esti-
mated using a few factors and a simple formula.

For situations where more precision in the sample size determination process is
desirable (e.g., when designing the sample to allow for some level of expected deviation,
or when the population is small), tables or computer programs can be used to determine
more precise sample sizes.

A simple formula composed of two key sampling parameters—confidence level and
tolerable deviation rate—can provide a rough estimate of a sample size (assuming zero
exceptions) from a large population.

N = F∕T
where

N is the sample size.
F is the confidence level factor from the next table.
T is the tolerable % (deviation rate or misstatement) expressed as a percentage of the

population.

Factors

Confidence Level 99 95 90 87 80 75 63 50

Factor (F) 4.61 3.00 2.31 2.00 1.61 1.39 1.00 .70

Source: Adapted from AICPA Audit Sampling Guide, 2014 ed., Appendix C.2.

Example—Test of Controls
Check Authorizations: 3,000
Tolerable Deviations: 300 (10% rate)
Confidence: 90%
N = F/T
N = 2.31/.10
N = 23

The formula is based on attributes sampling theory and assumes no deviations will
be found. To allow for a low level of deviation in the sample, double the computed sample
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size or use a more refined tool, such as a table or computer program, to determine the
sample size.

The formula assumes the use of a random selection where each population item is
given an equal chance of selection.

The formula assumes a large population (over 1, 000 control operations). It will be
overly conservative (the sample size will be excessive) when used in smaller populations.

To consider expected deviation rateswhendetermining sample size, a computer pro-
gramsuchas IDEAcanbeused to determineprecise attribute sample sizes for a full range
of confidence levels, tolerable deviation rates, expected deviation rates and population
sizes.1 In addition, the AAG-S has tables that can provide sample size guidance at the
90% and 95% confidence levels (Tables A-1 and A-2).

DECISION RULE FOR RESULTS

If no deviations are found in the sample, the sample achieved the planned-for level of
reliance. However, if a deviation is identified in the sample, since none was planned for,
then the test fails to provide the planned-for level assurance. In nonpublic engagements
and when attestations regarding controls effectiveness are not relevant, an option is to
reduce or eliminate reliance on the control depending on how many deviations were
identified. When attestation is still sought although the test failed, adding additional
sample items to the first sample is also possible. If the first sample was for 45 items (90%
confidence, 5% tolerable), an additional 45 itemswith no deviations is suggested to sup-
port reliance on the control. Adding just a fewadditional items to the original sample is a
meaningless procedure and does not support control effectiveness. When results reveal
many deviations, a first step is to make sure the test person understood the control and
what to look for, but then it may be prudent to have the control remediated (redesigned
and personnel trained in its performance) and retested after remediation. A remediated
controlwill not affect attestation at a later date butwill preclude reliance on that control
for financial reporting purposes in the period when it was ineffective.

USING A TABLE TO DETERMINE SAMPLE SIZES

In general:

1. Select a table appropriate for the confidence level (100% – Risk%) desired. The
AICPA guide has tables for 90% and 95% assurance. Tables in other publications,
such as Montgomery’s Auditing,2 may include many other confidence levels.

2. Locate the sample size where the tolerable and expected rates intersect within the
table. The number in parentheses in the table is the number of expected deviations
than can be tolerated.

1 See www.audimation.com.
2 V. O’Reilly, P. McDonnell, B. Winograd, J. Gerson, and H. Jaenicke. Montgomery’s Auditing, 12th ed. (New
York: JohnWiley & Sons, 1998).

http://www.audimation.com
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TABLE 8A.1 Sample Size Table: 90 Percent Confidence/Reliability3

Expected
Rate Tolerable Rate

2% 3% 4% 5% 6% 7% 8% 9% 10% 15% 20%

0.00% 114(0) 76(0) 57(0) 45(0) 38(0) 32(0) 28(0) 25(0) 22(0) 15(0) 11(0)
.50 194(1) 129(1) 96(1) 77(1) 64(1) 55(1) 48(1) 42(1) 38(1) 25(1) 18(1)

1.00 * 176(2) 96(1) 77(1) 64(1) 55(1) 48(1) 42(1) 38(1) 25(1) 18(1)
1.25 * 221(3) 132(2) 77(1) 64(1) 55(1) 48(1) 42(1) 38(1) 25(1) 18(1)
1.50 * * 132(2) 105(2) 64(1) 55(1) 48(1) 42(1) 38(1) 25(1) 18(1)
1.75 * * 166(3) 105(2) 88(21) 55(1) 48(1) 42(1) 38(1) 25(1) 18(1)
2.00 * * 198(4) 132(3) 88(2) 75(2) 48(1) 42(1) 38(1) 25(1) 18(1)
2.25 * * * 132(3) 88(2) 75(2) 65(2) 42(1) 38(2) 25(1) 18(1)
2.50 * * * 158(4) 110(3) 75(2) 65(2) 58(2) 38(2) 25(1) 18(1)
2.75 * * * 209(6) 132(4) 94(3) 65(2) 58(2) 52(2) 25(1) 18(1)
3.00 * * * * 132(4) 94(3) 65(2) 58(2) 52(2) 25(1) 18(1)

Example

Determine an appropriate substantive sample size for a sample requiring 90% confi-
dence, a tolerable deviation rate of 5%, and an expected deviation rate of .5%.

The highlighted sample size is 77 items. The sample can tolerate 1 deviation of a non-
critical nature and still meet the 90% assurance being sought.

A similar decision rule to that previouslymentioned is followed for table-based sam-
ple sizes. If the planning criteria are met, then the sample is assumed to support the
planned-for confidence level/risk level. If not, then the test fails, and similar optionsmay
exist regarding the next steps.

In some cases, the expected deviation rate is very hard to estimate (a new control,
first test of a control, recently remediated control, etc.). In such cases, a formal two-stage
sample may result in a valid conclusion at the most economical cost. In a two-stage
sampling the sampling can be stopped (and the sample result “passes”) if after the first
stage no deviations are found. If a deviation is found, the test continues to an additional
number of items. When two deviations are found, the overall plan “fails,” and it is rec-
ommended that the underlying process be fixed before further sampling. For example, a
two-stage sequential sampling plan (see Table 8A.2) is described inMontgomery’s Audit-
ing and the AICPA guide for a 90% confidence level. Other tables at different confidence
levels are also shown in Montgomery’s Auditing.

3 Adapted fromAAG, Audit Sampling (AICPA, 2014) Table A-2, page 133. An asterisk (*) indicates an imprac-
tical sample size for general audit situations due to the close proximity of the tolerable and expected rates. In
such situations the use of software to compute a more accurate sample size is recommended.
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TABLE 8A.2 Two-Stage Sequential Sampling Plan

Tolerable
Rate

Initial Sample
Size

Second-Stage
Sample Size

10 23 29
9 26 30
8 30 30
7 35 32
6 41 38
5 51 39
4 64 49
3 89 56
2 133 87

COMPUTER-DETERMINED SAMPLE SIZES

Today the use of computer-assisted audit tools (CAATS) by internal and external audi-
tors is common. Such programs may have functions to generate sample sizes based on
supplied parameters, including population size estimates. ACL and IDEA are two com-
mon tools with such capabilities. IDEA4 has granted permission to illustrate its program
in this volume.

Suppose there were a population of 800 control operations and you wished a 90%
assurance that the control would not fail to operate more than 5% of the time. No
exceptions were expected. Using IDEA, you would identify the program that generates
attribute sample sizes under the Analysis tab, and complete the input screen as shown
in Figure 8A.1. The computed sample size is 43 items.

Some additional information is observable from this output that is not evident from
the tables. If 1 deviation is found (see the row under 1 Deviation in the output), the
achieved confidence from the test is shown to be 66%, which is less than designed. But
such informationmay help assess youwhat level of reliancemight still be placed on this
control for financial reporting purposes even though for the attestation of controls effec-
tiveness purposes, this lower level of assurance might not be acceptable. An additional
benefit of the computer analysis is the ability to test the impact of different parame-
ters, such as population size, on the computed sample size. This function can be most
useful when population sizes are between small and large, and when less than high
levels of assurance (e.g., less than 90%) are sought. For example: Would the sample
size change if the true population size was 1200 instances rather than my estimated
800 instances?

4 IDEA Data Analysis Software V9 2013. CaseWare IDEA, Inc. Toronto, Canada, www.caseware-idea.com/
fsh.asp. See also www.audimation.com.

http://www.caseware-idea.com
http://www.audimation.com
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FIGURE 8A.1 IDEA Sample Size Determination

CAUTIONS ABOUT DEVIATIONS

Care needs to be taken that when “accepting” a control deviation, even when it is
planned for, the deviation does not represent qualitative characteristics that indicate
a serious issue, such as a fraud, or a systematic error that is likely to be repeated
throughout the population of controls under certain conditions. Seemingly infrequent
fraudulent transactions are not to be overlooked due to their serious nature. You may
only have identified the proverbial tip of the iceberg.

The old concept of excusing an isolated exception found in a sample result has pretty
much disappeared from reputable sampling practice because, more often than not, the
selection of a representative sample of items did indeed select a “representative” excep-
tion of some sort. Even if the exception seems to be explainable, there could be other
deviations in the population with different explanations. Recall that it is the incidence
of deviation that is of interest when selecting an unbiased sample, not the exact cause
or nature of the deviation. It may be tempting to dismiss identified deviations, but it is a
dangerous practice in the real world. Don’t fool yourself here.
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Developing Questionnaires
and Conducting Interviews

THE TOPICS OF developing questionnaires and conducting interviews are not
standard academic or certified public accounting (CPA) firm training topics
for accountants and auditors. Prior to Sarbanes-Oxley (SOX), many financial

audits were conducted primarily by substantive procedures that tested balances and
transaction streams with direct tests. The requirements of SOX for public companies
and a reinvigorated set of American Institute of Certified Public Accountants (AICPA)
risk standards required companies and auditors to look at broader controls issues on
all audits, including the control environment. As a result, information not previously
directly gathered needs to be evidenced in the controls documentation of both entities
and auditors. In addition, the continued improvement in controls of public and nonpub-
lic companies and governments have made the reliance on effective internal controls
a plausible and efficient strategy for many more audits than ever before. Management
benefits from effective systems of internal controls by experiencing fewer fire drills and
surprises and by opening the door to more efficient audits.

Sometimes “difficult” and sensitive inquiries and assessments must be made dur-
ing this process. For example, it is not easy to openly acknowledge the chief executive
officer (CEO) is an overbearing and abrasive executive when it was that person’s initia-
tive that founded the company; similarly, it is difficult to assess that the controller is not
qualified to address the complex accounting issues the entity faces. But when manage-
ment style interferes with effective governance or competence in financial reporting or
borders on intimidation and management override, the issue is important to the con-
trol environment assessment. Sidestepping these issues has risk implications for entities
and auditors. Cases have been launched against CPA firms for failing to pass along to
governance issues of control weaknesses the CPA firm was well aware of. In a number

217
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of cases, top leadership changes in corporate offices has been attributed to the focus on
responsible and ethical leadership brought about by the new controls and governance
emphasis in the business environment. Some “leaders” simply knew their style would
not result in a passing grade.

Management of public companies is required to have support for their assertion
regarding the effectiveness of the internal controls. Securities and Exchange Commis-
sion (SEC) Release No. 33-8809 states:

Management’s assessment must be supported by evidential matter that pro-
vides reasonable support for its assessment. …

Reasonable support for an assessmentwould include the basis formanage-
ment’s assessment, including documentation of themethods and procedures it
utilizes to gather and evaluate evidence. (p. 31)

Similarly, auditors of public companies are required to have evidence to support
their opinion regarding the effectiveness of internal controls. Even entities and audi-
tors not in the public company environment, but still seeking an audit, are expected
to have evidence regarding the implementation and effectiveness of internal controls.
COSO reminds us that the responsibility for establishing effective controls lies withman-
agement and not the auditors. That goes for nonpublic entities also. Testing and evi-
dence gathering are critical to supporting the assertions that the controls are effective.

When we talk about tests supporting controls effectiveness, we invoke thoughts of
sampling and examining entity documentation supporting transactions. Indeed, sam-
pling is a primary testing procedurewhen evaluating the effectiveness of a control activ-
ity, such as the approval of a credit sale or an expenditure. Often the nature of the control
itself will suggest a test. If the stated control is that employees annually review and sign
that they have read and understood the code of conduct, then a sample of employees
could be drawn to ensure the signatures were obtained and the employees stated that
they comprehended the policy. Sampling and evidence gatheringwere also addressed in
Chapter 8 of this book.

However, gathering evidence regardingmany control environment, risk assessment
and monitoring principles may not involve sampling as a test since there may not be a
population of examples fromwhich a sample canbe drawn. For example, howwould you
evidence the effectiveness of the board and governance structure? Often such informa-
tion is gathered from readingmeetingminutes, attendingmeetings, observing behavior
and actions, and reviewing the qualifications of board members. The full gamut of evi-
dence gathering may be considered in the process of supporting the effectiveness of the
control—observation, inquiry, examination of specific documents, and so on.

What is often overlooked is the evidence gathered every day by every person on the
entity project or audit team that supports the controls environment assessment. While
a daily journal of observations would be overkill, a summary paragraph or two from
project teamandaudit teammembers of their periodic observations andanynoteddirect
evidence of effective (or ineffective) controls monitoring (e.g., management questioning
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the lack of timely bank reconciliations) canadd considerable evidence to the information
gathered by direct inquiries and questionnaires.

Whilemore of an art than a science, there are some principles and considerations to
developing questionnaires and conducting interviews that can be employed by project
and audit staff.

SURVEYS OF EMPLOYEES

Surveys can be an effective way of collecting documentary information. In particular,
surveys are often used to evaluate whether an entity’s culture and personnel policies
create an environment that enables the effective functioning of activity-level controls.
In otherwords, a company’swritten code of conduct or personnel policies, by theirmere
existence, will not be sufficient to support an assertion about these control environment
examples. In order to determine whether the policies are operating effectively, feedback
from employees is most useful. For most entities, that information will be gatheredmost
efficiently through a survey. (See Figure 9.1 for common problems with surveys.)

Whom and How Many to Survey

The reliability and validity of the survey results are directly related to the survey tech-
niques, whom you survey, and how many responses you receive. For the purposes of
your assessment, whether you use formal random selection procedures for identifying
respondents or use less formal methods (provided you try to avoid bias in the selection
process), the method should not matter. Nonstatistical sampling methods and qualita-
tive analysis of the results will usually suffice.

Some common problems with surveys, which will reduce their reliability, include:
◾ Questionnaire is too long or hard to read.
◾ Questions are difficult to answer because:

◾ Language is unclear or ambiguous.
◾ More than one question is being asked.
◾ Respondents do not have information available to answer question (e.g.,

asking the wrong person).
◾ Choices in multiple-choice questions are incomplete, hard to interpret, or not

mutually exclusive.
◾ There may be bias in framing the questions that suggests or prompts an answer.
◾ Directions or transitions between sections of the survey are hard to follow.
◾ Respondents may be reluctant to provide written answers to sensitive questions.

This can also be a response to autocratic management and a culture of fear of
reprisal.

FIGURE 9.1 Common Problems with Surveys
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However, in order to ensure themost reliable andvalid results, you should design the
survey in a way that incorporates some main concepts underlying statistical sampling
methods, including:

◾ The more respondents, the more reliable the results. If it is feasible, ask for responses
from a reasonable proportion (e.g., 5%–10%) of the employees.

◾ Stratified samples yield better results. If the entity has several divisions or locations,
make sure that your survey includes employees from these different segments. You
also should try to obtain results fromdifferent levels of employeeswithin the organi-
zation, from top management on down. Include operating and administrative per-
sonnel in surveys of the control environment

◾ To be valid, a sample should be representative of the population. Representative is defined
in terms of a lack of bias in selection. Representative does not mean that each sub-
group at each location has to be sampled in proportion to the totals. The survey
can be varied to include other groups and locations over time. When entities take
surveys and report results, independent audit evidence could include a few over-
lapping responses to verifymanagement assessments, and look at other groups and
locations to confirm the assessment.

◾ Think twice before knowingly excluding a group from the population. Your engagement is
limited to testing the effectiveness of internal control over financial reporting. How-
ever, it would be amistake to limit your survey about corporate culture and person-
nel policies only to those individuals directly involved in the financial reporting pro-
cess. Current fraud and risk assessment guidance suggests that operations and sales
personnel can provide insight into issues of financial reporting significance (e.g.,
budget stresses and management interference in business practices). Operational
and administrative personnel can provide valuable insights into the operating effec-
tiveness of several components of the entity’s internal control. For example, sales
personnel may relate excessive management pressure to meet aggressive sales tar-
gets. That could signal risks of period-end cutoff control failures or channel-stuffing
or using bill-and-hold sales to boost sales in the current period.

Determiningwhether you have received enough responses to your survey to draw a
valid conclusion is a matter of judgment, but as a control procedure, the extent of con-
trols sampling guidance can help guide the minimum extent of testing to reach valid
conclusions. More evidence may be needed when exceptions are noted or expected in
the survey responses. For example: When a disgruntled employee is surveyed in a small
sample, the result stands out and will need further investigation and likely call for more
evidence. Significant issues arising from the survey usually call for an investigation and
resolution anyway, which can take time. For example, in the course of a litigation case
against the company and its auditors, it was noted by the plaintiff that an employee had
made a fraud accusation against the company. On further review, itwas determined that
the company’s audit committee was alerted to this accusation, and they hired indepen-
dent counsel to look into the matter. In the end, it was concluded that the accusation
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was baseless. That example of the responsible handling of the situation neutralized the
(baseless) assertion that fraud risks were ignored by the company and its auditors.

When and How Often

Most of the tests youwill performwill have to consider their timing. Perform the tests too
far in advance of the entity’s reporting date, and you run the risk that the tests will need
to be updated or reperformed. If you test too close to the reporting date, you have little
or no time to take corrective action if the results identify a deficiency or a weakness.

Surveys can also take a long time. Even when management provides support and
sets deadlines, survey responses are rarely all completed timely andwhen due. Individu-
als need time to respond, and if they do not respond, you will need time to follow up and
obtain responses. The evaluation of survey results, especially if they include open-ended,
written responses, can also be time consuming.

Additionally, you should consider the nature of the subject matter of the survey,
which often addresses the entity’s culture and the effectiveness of its personnel policies.
Both of these typically change slowly over time. Thus, in most instances, your biggest
riskwould be in performingyour tests too late to take corrective action,not in performing
them early and having the results subject to dramatic change.

If you do perform a survey well in advance of the entity’s reporting date, you should
consider resurveying later in the reporting period if:

◾ The entity makes significant changes to its policies or takes corrective action for
identified control environment weaknesses.

◾ Other significant events occur that could affect the entity’s culture or effectiveness
of its personnel policies. For example, unanticipated layoffs can alter employees’ per-
ceptions about the entity’s culture.

Update the earlier evidence by observation, inquiry, or asking a sample of respondents if
their responses would differ if the questions were asked today.

Testing the Survey

Plan on pilot testing your survey. By pilot testing and making necessary corrections to
the survey, you will increase response rates and create more reliable and valid results.
In her book How to Conduct Surveys, Arlene Fink provides suggestions for pilot testing a
survey:1

◾ Pilot test in segments. For example, youmaywant to start by testing just the instruc-
tions or the wording of a few questions or one section. Is the question clear? Can it
be answered by the person being surveyed? Is there a need to provide a comment
area where the employee can clarify, explain, or provide examples to support the
assessment?

1 Arlene Fink, How to Conduct Surveys: A Step by Step Guide, 4th ed. (Thousand Oaks, CA: Sage, 2008).
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◾ Test the administrative details. If the survey is relatively simple, such as a paper-based
survey that is filled out and mailed back to you, this test may not be that crucial.
However, if the administration of the survey ismore complex, such as an online sur-
vey, testing the delivery mechanism (e.g., Web-based surveys) in advance will be
more important to make sure the respondents can work the delivery technology.

◾ Informal testing can work just fine. The whole point of pilot testing is to identify weak-
nesses in either the surveyquestionsor theway the survey is delivered that canaffect
the reliability of its results. That objective may be accomplished in a relatively infor-
mal fashion, such as by showing the questions to several prospective respondents
and asking them if they could respond.

◾ Focus on the clarity of the questions and the general format of the survey. These issues
may indicate that the survey is unreliable or otherwise needs revision:

◾ Failure to answer questions
◾ Several different types of answers provided to the same question
◾ Comments written in the space provided or in the margin

◾ If you expect your survey will result in a range of responses, then be sure that your
pilot test allows for responses from both ends of the range.

Data Analysis and Reporting Results

When planning your survey, give some thought to how you will analyze and interpret
the data and report your conclusions tomanagement. For example, a report tomanage-
ment on a survey of employees about the company’s culture may read:

We sent a survey to all of the company’s 750 employees asking for their
feedback on the company’s culture and climate for ethical behavior. Four
hundred of those surveys were returned to us. Approximately 60% of those
who responded were not even aware that the company has a code of conduct,
which is posted on the company intranet and reproduced in the employee
handbook. Only 15% of respondents had read the code. However, of those who
read the code, nearly 80% agreed with the statement: “The company’s code of
conduct helps me identify unacceptable business practices.”

The response to this survey question, combined with our own reading of
the company’s code of conduct, led us to conclude that, as written, the code
could contribute toward creating a control environment that is conducive to
the effective operation of activity-level controls. However, in order to be effec-
tive, the company should take steps to ensure that more employees are aware
of the code’s existence and familiar with its contents.

So did the survey support or not support the effectiveness of the control objective?
Even the conclusion is confusing. Potential effectiveness is not effectiveness. The
response rate was low, and the exception rate for those not having read the code was
high. This response would not lead to a conclusion of effective implementation of
the code. When designing your survey, if you cannot anticipate how you will ana-
lyze the data and set criteria to be able to report your conclusions, then you should
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reconsider the survey design. Establish some advance criteria, based on expectations
and preliminary inquiries against which to evaluate the results.

Writing Your Own Survey Questions

You shouldmodify any sample survey tomeet the needs of your specific entity or engage-
ment. Fink offers this advice for writing survey questions:

◾ Each question should be meaningful to respondents. If you introduce questions that have
no obvious purpose (e.g., demographic information), youmay need to provide some
explanation to the respondent why you are asking the question.

◾ Use Standard English. Avoid specialized words, such as “entity-level controls,” or
even “COSO” whose definition is not readily known, particularly when the survey
will go to operations and administrative people. Legal terms such as “fraud” are gen-
erally not understood by respondents nor are the names of fraud schemes, such as
kiting or skimming.

◾ Make questions concrete: Questions should be as close to the respondent’s personal experi-
ence as possible. For example, the question “Ismanagement ethical?” is very abstract.
A more concrete question that addresses the same issue would be “Has your super-
visor ever asked you to take action that appears unacceptable under the company’s
code of conduct?” Alternatively, in a more general way: “Has your supervisor ever
asked you to take action that has made you feel uncomfortable?”

◾ Avoid biased words and phrases.
◾ Avoid questions that are simply unanswerable because they are predicated on an incorrect

premise. A common example is “When did you stop beating your spouse?” One that I
like in the context of testimony is the question “Are you or are younot a pathological
liar?” Those questions boggle the mind.

◾ Each question should have just one thought. For example, a respondent could be con-
fused by the question “Are the activities of the company’s employees and board of
directors consistent with the company’s ethical values?” What if the respondent
believes that the actions of board members are consistent with the ethical values
but those of the employees are not? How should he or she respond? To avoid con-
fusion, the question should be split into two, one that asks about the board and a
second that asks about employees.

While best practice indicates that bias in survey questions can taint the survey
results, there is some evidence that the wording of questions sometimes can help
the respondent’s recall of facts. For example, a questionnaire asking recall about the
existence of certain audit risks in an entity they audited was completed by engagement
audit seniors and managers. This experiment involved a number of audit teams and
engagements and different CPA firms. The questionnaire was manipulated between
the managers and seniors so that they would alternatively receive the two different
versions of the questionnaire (to neutralize the difference between the two levels of
respondents). Across the groups, it was shown that questions that focused directly on
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risks in the “negative” frame (e.g., “there are instances of management ignoring control
deficiencies brought to their attention”) were more effective than neutral or positively
worded questions (e.g., “management responds appropriately to control deficiencies
brought to their attention”) in eliciting more specific recall of engagement facts and
risks. As a result, some major CPA firms started to use more pointed, negative-framed
questions in their surveys to facilitate recall and deeper thought. The positive and
negative wording also may have focused more attention on the question being asked,
in lieu of having each question only framed in one way.2 In sum, building some variety
in the format and structure of the questions can encourage more effective, detailed
responses and avoid the risk of mechanical just checking the box for each answer.

Few questionnaires provided by outside vendors or even industry groups will be
appropriate for every entity and circumstance. It is worthwhile to review and customize
these instruments before dissemination. When questions do not meet the nature of
the business (e.g., questions regarding inventories in a service business or government
agency), the result can be low response rates and confusing responses when respon-
dents try to answer these questions. Even CPA firms need to tailor their tools to specific
audit client circumstances since rarely does one size fit all in questionnaires.

CONDUCTING INTERVIEWS

The skill of interviewing is an art, and you will conduct more effective interviews
through practice and through further training. Watching others conduct successful
interviews will also help you to build skills. However, executives and politicians are
warned to watch for loaded questions from press reporters. An effective interview is
not designed to trip up the respondent or trigger a confession but to gather reliable
information that relates to the control issue being studied. So, the “interviews” most
familiar to you from the news media you may not be the best models to follow.

Interviewing will generally be used to:

◾ Obtain your understanding of the procedures and controls that employees perform.
◾ Obtain information regardingwhat other evidence exists to support the five compo-

nents of internal control.
◾ Gain evidence of consensus regarding the overall control environment. Control

environment evidence is often gathered frommanagement and employees through
surveys, focus groups, or direct interviews.

In some cases, the information being sought through the interview process is qual-
itative, such as the tone at the top. Such responses do not generally lend themselves
to quantitative measurement, but certainly observations of the tone are evident in the

2 Lynford Grahamand Jean Bedard, “FraudRisk andAudit Planning,” International Journal of Auditing7, No. 1
(2003): 55–70; and Jean C. Bedard and Lynford Graham, “The Effects of Risk Orientation, Underlying Risk,
and Client Experience on Risk Factor Identification and Audit Test Planning,” Auditing: A Journal of Practice
and Theory (Fall 2002): 39–56.
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auditor’s, internal auditor’s, or evaluator’s daily activity on site.When other evidence is
not practical to obtain, such observations of the evaluator are certainly appropriate to
support inquiry responses. However, some questions in a questionnaire may include a
scale of agreement (e.g., 1= disagree, 10= agree) with a statement like “Management
sets a positive ethical tone to operations.” Such questions can create opportunities to
identify anomalies and also provide a quantitative rating of overall impressions. In gen-
eral, more senior executives are likely to be interviewed as opposed to completing awrit-
ten survey. In addition to the more personal touch of an interview, astute interviewers
who are observant sometimes can obtainmore than the specific answer. The respondent
avoiding answering a clear question, unclear and rambling responses, physical clues to
stress, and the like can all lead to important follow-up situations.

For some tasks, inquiry will provide a principal (and not the only) source of evi-
dence regarding some internal controls. Inquiry may be a principal source of evidence
in assessing the effectiveness of the governance group (e.g., board and audit committee)
or whether ethics policies have been well implemented. Thus, a procedure that is often
combined with inquiry regarding the more qualitative information about internal con-
trols is observation. Your team’s on-site observations can also provide corroborating or
disconfirming evidence that should also be considered when drawing conclusions.

The auditor will want to assess any evidence the entity has gathered about the con-
trol environment. Sometimes reviewing those procedureswill help auditors reduce their
audit effort or design other tests that do not duplicate the efforts of management to doc-
ument their design, implementation, and compliance with the COSO Principles. Nev-
ertheless, it is hard to envision a circumstance where the auditor will reach a more
favorable conclusion from applying his or her tests than the one reached by manage-
ment in documenting and assessing their own controls. Human behavior often suggests
a more favorable result when grading your own paper.

Examples of Where Interviews Are Used

Oral communication is an important element of documenting and assessing internal
controls over financial reporting. Some common areas where interviews will be used to
gather evidence include:

◾ Walk-throughs—confirming documented procedures with employees performing
the controls.

◾ Tone at the top and other control environment principles, objectives, and attributes.
◾ Antifraud program awareness, implementation, and effectiveness.
◾ Ethics policies and employee awareness.
◾ Personnel policies covering ethical issues and laws protecting workers.
◾ Possible evidence of management override of established controls. The AICPA

published a study that identified management override as the “Achilles’ Heel of
Fraud Prevention.” This report can be obtained at the AICPA site: www.aicpa.org/
audcommctr/download/achilles_heel.pdf

◾ Review of the password and security policies and the process for their implementa-
tion and periodic change.

http://www.aicpa.org/audcommctr/download/achilles_heel.pdf
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◾ Information systems reports and databases and how they relate to the overall busi-
ness objectives and COSO Principles.

◾ The receipt of relevant, timely, and accurate information used in the employee func-
tions or in the executive management of the business.

◾ The proper functioning of the computer systems and appropriate response times for
resolving reported issues.

◾ Monitoring and supervision practices.

Wherever there is objective evidence available, make it a practice to review and cite
that as part of your assessment process. Inquiry alone is weak evidence. When asking
questions, a common follow-up is: Can you think of an example?, which can often lead
to other evidence.

Remember that the overall purpose of your inquiries is to gather evidence about
the effectiveness of specific controls. Your primary purpose is not to gather information
about what the policy is; you should be able to gather that information mostly through
reading existing, relevant documentation. If there are corporate ethics and code of con-
duct policies youwish to inquire about, read them first to assess their content for poten-
tial effectiveness as well as for developing a basis for the questions in the interviews.
Consider their potential effectiveness as they are written. In larger entities, the human
resources (HR) function may keep records of employees completing any required ethics
or code of conduct policy review. Examine these records (consider sampling if the pop-
ulation is large) for completeness and inquire about how exceptions are handled. Are
the records, policies, and interview results consistent? If so, document this. Together,
your various procedures contribute to the evidence supporting your overall assessment
regarding an attribute or characteristic.

Planning and Strategy for Interviews

Planning for interviews is essential. Consider up front when and where interviews will
be needed to support your assessments. Often, but not always, entities sharemany com-
mon elements of the control environment, so itmaybe possible to gather a small amount
of information from a broad number of locations to support some of the overall control
environment objectives (e.g., integrity, oversight, structure). However, in some entities,
a few locations, branches, or segmentsmay be very different in culture and nature from
the entity as a whole. If so, and if the location is part of the core of the business, you
may need to apply sufficient tests and perform separate, sufficient inquiries at that loca-
tion to be able to conclude that the control environment design and implementation are
acceptable at that location.

Whenmanagement or internal audit is visiting remote locations, consider doubling
up the purpose of the visit so that separate trips are not necessary for different pur-
poses.Whenprocedures are performed early in the year, consider howyouwill update or
confirm your earlier assessments. Generally this is performed by inquiry and some evi-
dence of continuity of the controls operation. For example, cycle counts of inventorymay
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be performed at different locations at different times of the year. Independent auditors
often observe some of these counts. When on site for the counts, management and/or
the auditors may be able to gather other information useful to the controls assessment
purpose.

Consider having alternative ways of getting at the information for your assessment.
If last year you used primarily written surveys, youmaywish to relymore on interviews
or focus group discussions another year. Targeting the same people every year also does
not demonstrate objectivity, so share the wealth. If you are aware that internal audit
will likely use group interviews, then maybe the independent auditor will use a sur-
vey of issues to be more effective and less invasive, and vice versa. It is desirable to vary
the mode of information gathering to keep the process from becoming stale. Just going
through the motions every year is a time-wasting exercise, and the entity often receives
little or no constructive feedback in the process.

Be candid in discussing any issues raised inmanagement’s interview and question-
naire process with your auditors and identifying any actions you have taken in response
to things that were brought to your attention. This shows that the process is meaning-
ful to you and avoids nasty shocks when the auditor later (sometimes too late) identifies
these issues as part of (or after) the audit. Shared informationworks twoways and helps
build a trusting relationship. Auditors of public entities are required to share controls
issues identified by the auditorswithmanagement on a timely basis. The SEC anticipates
management will do the same.

Focus Groups

Focus groups (group interviews) can be complex to conduct, due to group dynamics,
but can also be very revealing and provide multiple responses for a given investment
in interviewer (called a moderator) time. For example, it usually takes a few minutes
to get a group to open up, and it may be may be difficult to keep the conversation on
track to ensure that the important points are fully covered and all participants have a
chance to contribute. There may also be a reluctance to discuss highly sensitive issues
or provide strongly negative information while in a group. A sensitive and experienced
moderatorwill understandwhen to circle back later to address touchy issues orwhether
to address them at all. When using focus groups, I suggest using a mix of focus groups
anddirect interviews to get the best out of bothprocedures—withandwithout the group
dynamics. Somemarketing research firms have trained focus group facilitatorswho can
maximize the time spent in the session and garner worthwhile observations and feed-
back. Selection of an appropriate facilitator would include inquiries regarding business
acumen and experience.

Corporate and country cultures can be important considerations in evaluating
responses during interviews. In certain country cultures, onemight be very reluctant to
question any person in authority, even in the face of overwhelming evidence of a prob-
lem. When interviewing people from other cultures, nonverbal cues can be confusing,
as a head movement back and forth that would ordinarily indicate a negative response
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may indicate “I agree,” or “I am following you.” This was very unnerving when I
experienced it in a classroom lecture situation. Be alert to such situations and factor
this into your analysis. Some corporate cultures are more relaxed and conversation is
encouraged; in others, formal memos (and even e-mails between persons in adjoining
workstations) are the desired means of communication. These factors can impact the
information that is communicated and the way it is communicated in an interview or
in a group session.

Tips for an Effective and Efficient Interview
◾ Do your homework before the interview. Know the information you wish to gather

and other relevant information regarding the topic.
◾ Make sure the interview is conducted by the right person. A new junior accountant

should not be put on the spot to conduct an interviewwith the chief financial officer
(CFO). In some cases, hiring an experienced third-party interviewer can facilitate
the discussion.

◾ Interviewing is not everybody’s bag, so do not expect that college or life experience
has taught the skill of how to have a worthwhile conversation or conduct a fruit-
ful interview. The stereotypical accountant is an introvert, but there are certainly
exceptions. In addition, the digital age has reduced the level of personal interactions
thatmight otherwise occur. Socialmediamay increase communication but not per-
sonal interaction. Over time,most people can learn to improve their skills, and there
are courses and development programs that can help refine such skills.

◾ Don’t get this task tied up with fraud-focused interrogation skills. The last thing
that you want to do is give the impression you are conducting an interrogation of a
suspect. You may stumble across some salient information, but you should not feel
empowered to ratchet up the conversation into something you would expect to see
on TV. There are good interrogator courses out there for that sort of investigation,
but that is not the immediate purpose here. Youwant to obtain information quickly
and efficiently and have the on-your-feet skills to be able to follow up on leads and
comments without becoming a blunderbuss.

◾ You may identify some surprising information in the course of an interview, and it
will be tempting to run off in a new direction based on that. There is a judgment
call here. In general, remember your main purpose for the interview and be sure to
complete the planned purpose of the interview. You may be able to circle around at
the end to probe that “surprise” a little more. Again, you are not a fraud examiner,
and itmay be important to relay the information to supervisors and let themhandle
next steps. A risk here is that perpetrators who becomewary of an investigation can
destroy evidence that would have been a valuable lead had a careful and thoughtful
investigation been conducted.

Interview Process

Unless you just have a quick question or two, try to arrange a time when the person
being interviewed is not hassled. It’s a good idea to start the interview by introducing
yourself (if you are not known to the person) and noting the purpose of the interview.



Conducting Interviews ◾ 229

Early on in the interview, start by asking some short factual questions andmix those
with a few open-ended or opinion questions to put the respondent at ease.

◾ How long have you been with the company?
◾ How long have you been in your current position?
◾ Describe for me some of your daily responsibilities.

Pay attention to nonverbal cues. Come back to an area later in the interview with
some open-ended questions if something comes to your attention, such as an obvious
shift in demeanor or attitude when you mentioned the boss’s son. “How long have you
been working with Joe? Do you work together on some projects?”

Withnonaccounting personnel, avoid technical terms that relate to accounting and
auditing (e.g., SAS, FASB) and alarming wording (“We are required by our regulator
to assess our internal controls … ”). Sometimes respondents will not understand the
context in which the question is being asked. Be prepared to restate the question and
clarify or explain. However, the question that is being posed should still be asked. Don’t
be led into asking a different question or accepting an answer to a different question.
Sometimes an apparent inability to understand a question that seems clear means that
the respondent would rather not answer the question as it is posed.

Whenever possible, make the questions “personal” (“Have you ever become aware
of an instancewhere … ? “Howdo you think the companywould respond if they became
aware of an instance where … ?”). Respondents often have a difficult time speaking for
the company (“Howwould the company respond if … ?”).

Be prepared for the unexpected. Follow up, and gather enough information so that
matter can be pursued later if necessary (“Sure, I was asked to override the normal pro-
cedures … lots of times … but I refused.”). Ask:

◾ What happened when you refused?
◾ Did they say why they asked you to do that?
◾ When was the last time?
◾ Are you aware of others that have been asked?

Listen carefully. If you are so busywriting notes or thinking about the next question,
you will miss the current answer. A slight pause to formulate the next question is not a
bad thing. Don’t rush.

One of the most alarming and distracting things you can do is to start to scribble
or type furiously when the respondent is speaking. The use of recording devices can
also unnerve respondents and diminish the effectiveness of the interview. Trying to type
notes on a portable computer during the interview can be distracting. Learn to take
notes by jotting down a few key words on a small pad next to the questions and fill in
the details after the interview ends. Leave yourself time to do this after the interview
while your memory is fresh, not later in the day or the next day. That means that when
several interviews are conducted, a buffer between them is desirable when possible to
organize your notes and flesh them out.
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Ask for information rather than prompt with an answer. For example:

◾ How would I know by looking at this that you have performed the reconciliation?
versus Do you then initial the invoice?

◾ Start with: Are you aware of whether the company has an antifraud policy? ver-
sus Did you take the required refresher course this year on the company’s antifraud
policy?

When the interview is completed, thank the participant for his or her time and ask
if you can follow up later if there are further questions. You may need to ask for the
telephone extension or other contact information.

Corroborate other responses and observations to identify any issues or inconsis-
tencies in responses. Experienced interviewers sometimes ask a few similar (not exactly
the same, to avoid respondent annoyance) questions over the course of an interview to
ensure that consistent answers are received on important issues.

Examples of Setting the Scope of Interview Procedures

Of course, when the purpose of the documentation is limited to design and some evi-
dence implementation, such as can be the case with nonpublic company audits, less
extensive direct interviewing or surveying is necessary. You can probably get a pretty
good sense of the situation through observations and some limited inquiries. However,
when the scope of the documentation is for the entity and/or the auditor to report on
controls, more evidence is needed to support the assertion regarding controls effective-
ness, and for that circumstance sampling principles and more extensive evidence gath-
eringmaybeneeded. The remainder of this section discusses somedesign considerations
when management plans to report on controls.

Reporting on Controls

Consider the nature of the inquiry, and identify a potential population of respondents.
When the scope of the inquiry includes the company as a whole (e.g., awareness and
acceptance of the corporate ethics policy), evidence should be gathered from a variety of
personnel groups including production and sales personnel, administrative personnel,
andmanagement.While not necessarily covering all groups in any one year, the sample
should include a variety of personnel groups andmay study some groups more intently
some years than others.

The extent of testing (sample size) is a difficult concept to operationalize in this
context. Examples of determining the extent of required procedures when assessing the
awareness and understanding of the company code of conduct and code of ethics by
employees are presented next.

Example 1: Company A is composed of a single plant in one location. It is a public
company andmakes an assertion regarding the effectiveness of its internal controls. HR
instructs all new employees on the company code of conduct and ethics and requires
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an annual confirmation by existing employees that they have read and understand its
provisions. The total number of employees is 5,000. Documentation of compliancewith
the policy is available in HR.

◾ The code should be reviewed for content and understandability.
◾ The companyhas tested its records of policy compliance by30 interviews of 10min-

utes each and also through a short company-wide e-mail survey. Confirmations in
these 30 employees’ files were examined. No exceptions were identified.

◾ Toward the end of each interview, an open-ended question was asked about the
employee’s awareness of any risks or instances of fraud.

Example 2: Company B comprises one manufacturing and distribution location
with 20 employees. Many of the employees have been with the company for more than
10 years. It is a private company. The company is profitable, and its employees seem
fairly compensated and appear dedicated to the company and long-term service. Top
management comprises two individuals. This year the company drafted and circulated
an ethics policy and posted it in a common location. The policy was reviewed at an
all-hands meeting. The audit strategy followed by the independent auditor places some,
but not high, reliance on internal control when auditing the financial statements.

This entity does not need to make a public controls assertion, but COSO suggests it
still should have some evidence that it has implemented the code of conduct and ethics
policy as part of its control environment. To this objective, the minutes of the all-hands
meeting, the policies discussed and handed out, and the list of attendees were main-
tained. The auditor reviewed the policies for content and observed their posting in a
prominent location. The auditor selected two employees (10% of employees) and one
member of management to interview and confirm the meeting discussion and aware-
ness of the policies. This was considered sufficient for the company and the auditor to
meet their objectives.

Follow-up

There will be instances when some follow-up will be necessary. Often issues and com-
ments can be clarified by a simple phone call, but if significant additional information is
needed, schedule a follow-up meeting.

Remember that a strong suspicion of fraud or evidence of fraud should be commu-
nicated within the organization to a level above the suspected person involved, and it
may call for a timely communication to the entity’s governance body. Your organization
may need to consult with legal advice to clarify what next steps to take. Most organiza-
tions have legal advisors or in-house counsel who may be helpful. Management or the
governance body may engage independent, trained, forensic investigators to examine
a suspected fraud situation more closely. Employees, and even CPAs, are not generally
trained as fraud examiners, and important evidence can be altered or destroyed in a
short time if employees believe that they have been targeted for investigation. Don’t play
detective. Time and proper action is of the essence if fraud is active.
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Inquiries Supporting Walk-throughs

Your goal in gathering evidence is to determine whether the stated controls are func-
tioning as intended. To accomplish this objective, you will need to consider:

◾ Whom to ask. Inmany instances, several peoplemay be involved in the controls cov-
ered by a single walk-through. Plan on making inquiries of several people involved
in the process. By gaining multiple perspectives, you will increase the effectiveness
of the procedure. By asking a similar question or two of two different persons, you
can get corroboration of what has been communicated. If the trade-off is available,
try to talk to more people with fewer questions than just a few people with a long
series of questions. Most frauds and misconduct are discovered through tips from
employees. Just having any sort of conversation can evoke disclosures thatmay lead
to important revelations.

◾ What to ask. Ask questions that will allow you to evaluate whether the described
procedure and control is being followed regularly and if it is effective. A list of sample
questions is provided later in the appendix to this chapter that may be helpful when
gathering your thoughts. Assess whether employees are likely to understand the
concepts of assertions like completeness and existence and formulate questions that
do not rely on technical or unfamiliar terms.

◾ Ask for specific examples. You should know the stated policy already. Ask if the intervie-
wee can provide some recent examples that illustrate that the control is working.

◾ What to look for. As an inquiry technique, it often is helpful to ask objective questions
first to break the ice. Questions like “How long have you been in this role?” can be
good lead-ins. Next, you might ask, “What process do you follow to … ?” While
the literal answer to the question is important (e.g., “First we … then we … ”),
you also need to evaluate the qualitative, subjective aspects of the response. For
example, based on the way the respondent answers the question “What is the
procedure for … ?” consider whether:

◾ The control seems well defined as opposed to ad hoc.
◾ The respondent understands the control at a level that is appropriate, given his

or her responsibilities for implementing or monitoring the control.
◾ The person’s attitude about his or her role and the value of the control is appro-

priate. Does the person think the control is effective? Is it valuable ormore trou-
ble than it’s worth?

Discussing Entity-Level Controls with Management

Inquiries of management regarding the effectiveness of the control environment and
entity-level controls are fundamentally the same as inquiries you make in other profes-
sional contexts. However, recognize that some of the questions that you are asking may
be sensitive. You will rely on the techniques and interpersonal skills you have developed
throughout your professional career to conduct the interviews required at this level.
Be sure to choose the right person to conduct the interview. Junior staff are not a good
match to interview senior executives. The interviewer needs sufficient stature to elicit
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serious responses and be able to follow up as needed in the situation. As noted previ-
ously, a couple of principles can be applied to make these discussions more productive
and valuable.

1. Ask more than one person. For inquiries to be a reliable source of evidence about the
effectiveness of controls, you should conduct interviewswithmore thanoneperson.
Thismaybe especially important in discussing issueswithmanagement, since there
are fewer potential respondents andmanagement should be on the same page as to
the issues being discussed. When several different people tell you the same story,
you become more confident that the evidence you have gathered is more reliable.
However, be sure to ask if concrete examples can be cited of what is being commu-
nicated and what you could look at that would reflect that (e.g., “… implemented
an enhancedmonitoring policy this year, and here is the schedule of the procedures
and persons responsible for following through the various elements of the policy”).

2. Ask factual questions first. This strategy will help:
◾ Put the respondent at ease. (People usually are more comfortable describing

facts than offering an opinion.)
◾ Establish a factual basis for asking additional questions. An example would be:

“I see you have hired additional production staff recently.”

Once you establish the facts, you can then probe deeper to understand the respon-
dent’s attitudes, opinions, or interpretations of those facts.

Other tips you should consider include:

◾ Start a new topic with open-ended questions. Try to get the respondent talking so he
or she will be in the frame of mind to volunteer information. (Example: “Tell me
a little about your new marketing plan and how it is expected to affect sales and
production.”)

◾ Don’t tip your hand. Before performing the interview, you should have prepared thor-
oughly, for example, by reading the client’s documents related to the policy. You also
may have interviewed one or more other people about the same subject. It is impor-
tant that you get an unbiased answer from the person you are interviewing. Avoid
prefacing questions with information that could lead to a biased or predetermined
answer, such as “Your code of conduct states … ” or “Other people I have talked to
say … ”

◾ Nonverbal cues matter. A study by the Institute of Internal Auditors (IIA)3 concluded
that only 7%of amessage communicated in an interview is conveyed throughwhat
is said. Thirty-eight percent of the message is conveyed by word emphasis and tone,
and 55% is conveyed through nonverbal cues. Be mindful of your presentation and
the body language and the nonverbal cues of the respondent.

3 J.W. Harmeyer, S. P. Golden, and G. E. Summers, Conducting Internal Audit Interviews (Altamonte Springs, FL:
Institute of Internal Auditors Research Foundation, 1994). Cited in Canadian Institute of Chartered Accoun-
tants, Audit Enquiry: Seeking More Reliable Evidence from Audit Enquiry (Toronto: CICA, 2000).
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◾ Debrief with other team members. Research4 indicates that the effectiveness of
inquiries can be improved when the information about interviews is shared among
audit team members. Through the comments and questions received from others,
you will be able to identify pertinent information gathered and recognize the
importance of things that otherwise might have been overlooked or forgotten. Care
needs to be taken that staff conducting controls walk-throughs are informed of
inherent risks that relate to those walk-throughs, issues of IT that are relevant, and
any potential fraud risks relating to the area.

◾ This is not an interrogation. It is best to step back and remember this is not a police
investigation and you are not seeking a confession. Many good opportunities to
identify and remediate fraud situations have been ruined by a bumbling Inspector
Clouseau investigation that spontaneously sprang from an information-gathering
exercise.

◾ Don’t take too many notes and become a distraction. During the interview, you should
focus on making sure that you are receiving all the information you need to make
your evaluation. You might consider making short, abbreviated notes during the
conversation and then writing more detail immediately after the interview is over.

MANAGEMENT INQUIRIES: SAMPLE QUESTIONS

Most of the sample questions in Figure 9.2 are relatively objective and focus on actions
taken by management. They are intended as a way to introduce the subject matter in

Commitment to Integrity and Ethics (Principle 1)

1. What was the process followed to develop the company’s code of conduct?
2. Has the code been revised and updated? How often does that happen?
3. What was the main reason for developing the code?

a. Has that objective been fully met?
◾ Yes. How can you tell?
◾ No. What major barriers did you encounter along the way?

4. If management becomes aware of an allegation of unacceptable behavior, what is
the process for investigating the matter?
a. Can you give me a recent example?

5. Has the board identified compensation policies or other incentives that may
motivate unethical behavior by employees?

◾ Yes. What are they? How do you monitor these policies for possible
unintended consequences?

◾ No. What criteria are considered when setting incentive policies and
programs?

FIGURE 9.2 (continued)

4 Ibid.
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6. Have you become aware of any significant control deficiencies in the last year?
a. How did you become aware?
b. What action was taken?
c. (public companies) Did this affect your SOX Section 302 certification?
d. Did the deficiency need to be disclosed in a filing (or to a regulator)? If not,

why not?
7. Do you receive all the business information needed to perform your job

effectively1?
◾ Yes. Is it reliable? Timely?
◾ No. What seems to be the problem?

8. Does the governance group periodically discuss the company’s culture and tone at
the top and how these affect the overall effectiveness of controls?

◾ Yes. How is this assessment made? Is the assessment available for review?
◾ No. What prevents you from doing so?

Establishes Structure, Authority and Responsibility (Principle 3)

1. How did management determine the overall organizational structure for the
company?
a. When was the last time the structure was reviewed for continued relevance

and effectiveness?
b. How could you determine that the structure is effective?
c. How are internal control and financial reporting problems that are

internally identified handled within the company’s organizational structure?
2. Is there a process used to determine which responsibilities should be delegated to

upper management or lower levels? Can you describe that process for me?
a. How do you ensure that responsibility and authority are sufficient for

management or staff to be successful in their position?
3. How do you ensure that incompatible functions such as initiating a purchase and

approving payments are not vested in the same individual?
4. Once management decides to pursue a certain strategy (such as your . . . .), what is

the process for determining the human resource needs required to implement the
strategy? Consider:

◾ Number of people needed
◾ Required skills
◾ Experience level
◾ Training

5. What is the process for determining the resources that are necessary for
employees to perform their responsibilities effectively? Resources include:

◾ Training
◾ Budget/funding
◾ Personnel
◾ Supervision and feedback

6. Who in executive management oversees the Information Technology function? Is
there evidence that they oversee the issues and operations of the IT function?

FIGURE 9.2 (continued)
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Identification of Risk: Selection of Accounting Principles (Principle 6)

1. What is the process used by management to:
a. Identify emerging accounting issues or other circumstances or events that

may require a consideration of new accounting policies?
b. Identify the accounting policies described as “critical” in the entity’s 10K?
c. Choose appropriate accounting policies?

2. Are there currently any accounting principle issues that have not been resolved to
everyone’s satisfaction?

3. Describe any conversations management and the board has had recently
regarding the quality of the entity’s accounting principles. What actions did the
board take as a result of those discussions?

4. How does management view the concept of materiality? Whom does the entity
consider its primary financial statement user(s)?

Identifies and Analyzes Risk (Principle 7)

1. Describe the process used to identify the risks reported in the company’s most
recent Form 10K.
a. Who is involved in the process?
b. What criteria are used to determine the risks to report?
c. Are there risks that were not reported? Why was it decided not to report

them?
2. How does the company decide how to manage or mitigate the identified risks?
3. Is a rating or severity assessment made for identified risks? Who makes this

assessment? Is it reviewed or communicated by anyone?
4. How is the board of directors or governance group involved in the risk

identification and management process?
5. What recent concerns and issues have been raised about the risks facing the

entity?
6. In the past year, what new risks has the company encountered?

◾ When did management recognize these risks? What triggered the
awareness?

◾ How did the company respond?

Assesses Fraud Risk (Antifraud Programs and Controls) (Principle 8)2

1. In what ways is the entity vulnerable to fraud?
Consider:

a. Employee defalcation
b. Fraudulent financial reporting
c. Theft

2. Have there been any recent discoveries of fraud in the organization? If so, what
was done? How was the issue identified?

3. Is there a process followed if a fraud is alleged or suspected? Is the process written
or described? Is it communicated, and if so to whom? Does the audit committee
get involved? At what point?

FIGURE 9.2 (continued)
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4. What steps does management take to mitigate the risk of fraud within the entity?
For example, consider:

a. Hiring and promotion policies
b. Training
c. Investigation and resolution (including disciplinary action) of alleged

incidents of fraud
d. Anonymous hotline for incident reporting, vulnerabilities assessment by

Certified Fraud Examiner, whistleblower protection policy, etc.

Deploys controls (Period-End Financial Reporting Processes-Partial Principle 12)

1. Are there written procedures governing the year-end close process, development
of estimates and consolidations?

2. Who is responsible for this process and how is it monitored or controlled?
3. How is the accounting for unusual, non-routine transactions handled? Were there

examples of these types of transactions in the past year?
a. What was the motivation behind these transactions? Do they relate to the

entity’s strategic plan? Do they affect the forecasted financial results?
b. At what point in the process does management receive input on the

accounting treatment of these transactions?
c. What factors do management and the board consider when reviewing and

approving these transactions?
4. What process does the entity follow for making its most significant accounting

estimates? What are the most sensitive or high risk estimates?
a. Is this a formal or informal process?
b. How is information relating to the underlying assumptions gathered?
c. How do you know the information used in the estimation is reliable?
d. What factors are considered when making significant assumptions about

the estimate?
e. Are there circumstances where outside expertise is usually employed when

making the estimate? What procedures and controls are in place to ensure
the competence of the hired expert resource?

f. How are senior management and the board involved in the review and
approval of significant estimates? In the company’s most recent financial
reporting cycle, what were the most significant issues raised regarding the
estimates?

Monitoring (Principles 16 and 17)

1. What specific responsibilities do you have to monitor the continuing operations
of controls?

2. Has your responsibility for monitoring changed in the last year? If so, what
prompted the change?
a. Change in business
b. Change in regulation
c. Routine change in order to vary the controls monitored

FIGURE 9.2 (continued)
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3. Do you use any benchmarks or rules of thumb to assess the effectiveness of the
controls operations? Are there metrics that are helpful in assessing the continuity
of some controls?

4. How might you be alerted if a control became ineffective other than during your
periodic review of that control?

5. How do you document your reviews?
6. What oversight is provided to ensure that outsourced functions (e.g., payroll,

benefits administration, IT support) have adequate controls for your reliance on
their performance?

7. Is there any linkage or coordination between your monitoring activities and your
internal audit activities?

8. Are you using any tools or checklists to guide and document your monitoring
activities?

9. How are control deficiencies communicated with the management group? Can
you give some examples of recent issues and how they were communicated and
resolved?

10. How can you be sure the issues are adequately resolved?
11. In your view is the monitoring program effective? What in your view is the

weakest link in that program?

FIGURE 9.2 Sample Questions.
1This also is a reflection on the Information and Communication COSO component.
2Note: Independent auditors are expected to make extensive fraud inquiries of man-
agement and other personnel based on the specific requirements of SAS 99 (public
companies) or AU-C 240 (AICPA) Consideration of Fraud in a Financial Statement Audit.
These questions are not a census of those requirements.

a relatively nonthreatening way. Follow-up questions should be asked to develop an
impression of the respondent’s awareness, understanding, and attitude toward the
subject. Since follow-up questions will depend primarily on the responses the individual
gives to the initial question, the samples include only a limited number of follow-up
questions.



9AA P P E N D I X 9A

Sample Practice Aids

THIS APPENDIX CONTAINS several practice aids that will help you in designing
employee surveys and structure interviews related to the operating effectiveness
of entity-wide controls. Included are:

◾ Sample Letter to Employees in Advance of Employee Survey
◾ Sample Employee Survey of Corporate Culture and Personnel Policies
◾ Guidance on the Evaluation of Employee Survey Results
◾ Sample Inquiries for Walk-throughs and Transaction Controls

SAMPLE LETTER TO EMPLOYEES IN ADVANCE
OF EMPLOYEE SURVEY

Dear ___:

We annually review and report on the policies and procedures we use to manage and
control our company. The scope of this review is quite broad and includes evaluating not
just individual tasks you perform in your daily work assignments but also the environment
in which you perform those assignments.

To help us perform our review, we are conducting a survey of all [a sample of … ]
employees to obtain their observations about the way in which they perceive our company
is managed.

239
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You will be receiving this survey within the next two weeks. We have tried hard to balance
our need for comprehensive feedback with everyone’s desire to keep the survey as short as
possible. We believe we have reached a suitable balance.

I urge you to complete this survey and return it as soon as possible to ___________. Your
prompt attention to this matter is important, not only because it will allow us to comply
with certain reporting requirements, but also because it will help us to continually improve
our management practices. All individual responses to the questionnaire will be kept
strictly confidential.

/s/Chief Executive Officer

Notes
◾ This letter should be sent out a week or two in advance of sending the actual

employee survey. The purpose of the letter is to prepare employees for the survey’s
arrival and to encourage them to complete it as soon as possible.

◾ If not sending the survey to all employees, then the letter should explain how the
individual employeewas selected—for example, “We are sending the survey to 10%
of all our employees and management. Your name has been selected at random by
the vendor we are using to conduct the survey.”

◾ To convey a proper sense of urgency and importance to the completion of the survey,
the letter shouldbe signedbyamemberof seniormanagement, suchas thepresident
or the chief executive officer (CEO).

◾ To provide confidentiality, the survey could be sent to a neutral third party that will
compile and summarize the results. If this is the case, youmaywant tomention this
in the letter.

SAMPLE EMPLOYEE SURVEY OF CORPORATE CULTURE
AND PERSONNEL POLICIES

Suppose a company is required to review and report on internal controls, including the
policies and procedures used to manage and control the company. The scope of this
review is broad and includes an evaluation of the overall environment in which indi-
vidual employees perform their assigned responsibilities.

The most effective responses are provided when individual results will be kept con-
fidential and responses will be available to management only in summary form. If con-
fidentiality is intended, it should be clearly communicated to potential respondents and
respected when analyzing the results.

Web-based surveys are common today, and many vendors are available to provide
assistance in the design of the Web interface and summarization of the survey. Mail
surveys can be cumbersome and expensive for large entities, but are more practical in
smaller organizations.

The purpose of the sample survey that follows is to obtain input from employees to
help management assess Principles 1 and 4. The sample employee survey focuses on
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points of awareness and attitudes regarding two control environment topics: company
culture and human resource policies. As discussed before, management is in the best
position to answer certain pointed questions about the development of policy and pro-
cedures, but employees need to be aware of the policy and be able to refer to it should
the need arise. The questionnaire illustrated here is a mixture of some factual ques-
tions and some opinion questions. Some questions are worded in the “negative” frame
to encourage careful reading and consideration of all the questions. To create a custom
questionnaire, you can develop questions relevant to the entity based on the relevant
principles, approaches, and examples from theCOSOFrameworkvolume,A Compendium
of Approaches and Examples.

Strategies to avoid painfully long questionnaires that diminish response rates
include having several versions of the questionnaire that ask only some of the
questions, with some overlapping sections or questions to assess continuity and validity.

Sample Employee Survey

Instructions

Youhave been selected at random to participate in this confidential survey.Management
will receive the survey responses only in summarized form. The identification number
on this survey is used only by the survey company to log completed responses and to
send reminders for surveys not received.

◾ As indicated on the form, provide a yes or no response or assign a numeric value
to each of the 5 possible responses: for example, “strongly agree” = 5 and “strongly
disagree” = 1.

◾ Feel free to add comments or examples to support your ratings. Please donot include
any personal identifying information in your responses.

◾ [Due date information and return address]

Ethical Values (Principle 1) Yes/No
1–5 Value
Scale

Comments,
Examples

1. I have read the company’s code of conduct.
2. The company’s code of conduct helps me identify

unacceptable business practices
3. If I observe unacceptable behavior on the job and

report it to a member of the management team,
I believe that the matter will be investigated and
resolved appropriately on a timely basis.

4. I believe that people who demonstrate a
commitment to high ethical standards of behavior
are valued and will be rewarded (e.g., through
compensation or advancement).

(continued)
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Ethical Values (Principle 1) Yes/No
1–5 Value
Scale

Comments,
Examples

5. I believe that people who act in an unethical
manner will be punished (e.g., through diminished
compensation, lack of advancement, or
termination).

6. In the last year, I have been asked by someone
senior to me to take action that I considered to
possibly be unethical or contrary to stated policies.

7. I believe that in the past year, someone else in the
company has been asked by someone senior to
them to take action that would be considered
unacceptable.

8. For the most part, company employees act in an
ethical manner.

9. For the most part, company management acts in
an ethical manner.

10. There is an effective process in place for
reporting violations of company policies,
regulations, or laws.

Competence (Principle 4)
1. My job responsibilities have been clearly

communicated to me.
2. The criteria for assessing my performance have

been communicated to me.
3. The feedback I receive on my performance is fair

and balanced and helps me to improve and
succeed.

4. The information I need to do my job well is
available when I need it. The information is
complete, accurate, and timely.

5. The training I receive helps me do a better job.
6. I have been delegated the decision-making

authority necessary to effectively perform my job.
7. For the most part, I have been provided with the

resources necessary to perform my job effectively,
including time, budget, and supervision.

8. For the most part, compensation and promotion
policies seem to be fair.

GUIDANCE ON THE EVALUATION OF EMPLOYEE
SURVEY RESULTS

The example employee survey focuses on two entity-level control objectives: company
culture and personnel policies. It is designed to gather information about the effective-
ness of each of these elements of the control environment. Unless the survey responses
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are summarized and properly analyzed and responded to, the survey timewill have been
wasted.

First of all, it is unlikely that all of the survey responseswill be properly and promptly
completed. Some responses may clearly be inappropriate or may stem from corrupted
electronic data. Careful consideration should be given to just ignoring improperly com-
pleted surveys. In some tainted environments, deliberate attempts to subvert the efforts
of the surveys may occur. Tabulate the nonusable responses on a whole questionnaire
and on a by-question basis. There may be hidden information value in such responses
even though they do not address the survey purpose. Patterns of nonresponse may call
for follow-up procedures.

Tabular information about the survey could include:

◾ Number of surveys distributed and number returned.
◾ Number of fully, partially, and unusable responses.
◾ Functional departments included in the survey.
◾ Employee levels surveyed (e.g., General Service [GS] grades, salary ranges, etc.).
◾ Locations surveyed.

Try to be sensitive not to summarize the data in a way that a particular respondent
can be clearly identified (e.g., a one-person sales office in a particular location). Presum-
ably most surveys already were stratified for some of these characteristics before they
were distributed, so information on these characteristics may not need to be collected
from respondents. If you need to add this information to the survey, be sensitive that
the respondent may feel this information may be used to identify them. Use very broad
categories.

Question responses should be tabulated by question. For yes/no responses, a provi-
sionmay beneeded for unusable responses to the question. The total number of question
responses should agree with either the number of responses received or the number of
surveys sent. Responses to the scaling exercise can be summarized by computing an
average or using statisticalmeasures such asmean,median, andmode or by using a bar
chart to show the number of responses for ratings 1 to 5. Again, a provision needs to
be made for reporting unusable responses. Survey designers can benefit from reviewing
the questions where nonresponses are more regularly noted to improve questionnaire
design in future questionnaires.

If there are numerous comments and examples provided in the responses, these
might need to be summarized separately (by question) from the more objective sum-
mary data to make the review of the information less distracting and cumbersome to
review.

Some important aspects of the review of the responses include:

◾ Did the respondents seem to understand the task?
◾ Do the responses (including comments) generally support the related principle?

Responses can trigger information about the awareness of policy and procedures as
well as employee attitudes on a variety of topics and levels.
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◾ Are there outlier responses and comments or examples that need to be considered
further? Disconfirming evidence cannot be ignored. Serious accusations and issues
may need to be further investigated through independent counsel. Note that a deci-
sion to try to identify an individual respondent could destroy any trust thatmanage-
mentwill hold the results as confidential. In such cases, some entities have launched
broad investigations to address the issue and still preserve confidence.

When several versions of the questionnaire are used, thought needs to be given in
advance to the most useful way to tabulate the results. Generally this will still result in
a by-question analysis under the relevant principle.

While the purpose of the survey was to obtain a snapshot view, it would be a shame
formanagement to not considerways to enhance awareness or createmore positive atti-
tudes based on the responses received. Such actions would also be confirming evidence
thatmanagement is responsive to identified issues andproblems if theneed for corrective
action was implied by the responses.

Additional investigation is sometimes required to determine the root cause of an
issue. For example, if a number of responses point to insensitive management attitudes
during routine oversight, itmaybe that somemanagers are simplyunaware of how their
actions affect employees, or it could be that they are overburdened with other respon-
sibilities (lack of resources), which causes them to devote less time than is necessary to
effective supervision. If the behavior of managers needs to change, the company should
consider one or more of these changes:

◾ Formal training
◾ Informal coaching or mentoring of managers
◾ Changes to the way the company provides incentives to its employees
◾ Allocation of additional resources where necessary

Ignoring poor interpersonal skills on the part of management or supervisory staff gen-
erally results in higher employee turnover, which is costly.

Low scores in any one area by itself may indicate amaterial weakness in the system
of internal control. For example, employees with significant control responsibilities for
financial reporting must have a clear knowledge of their responsibilities if the control
procedures are to be effective.

However, it is possible that weaknesses identified as a result of the responses to this
survey may be compensated for by other controls. For example, close supervision or
redundant control procedures that address the same control objective may adequately
compensate for a lack of employee understanding of a particular control procedure. Just
do not be too quick to wipe away the problem without some evidence that the compen-
sating or redundant procedure really works. And why should the issue continue when
communications, training, and education often resolve the issue? Fix the problem.

While not a focus of the sample questionnaire, accounting department staff might
receive a number of questions focused on controls over financial reporting and con-
trols over certain processes, such as the year-end close process. A common weakness
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in smaller companies is a weakness in the controllership and senior accounting officer
positions. These issues can be overcome with more support, training, and supervision
of the accounting functions. However, such weaknesses have very serious implications
for financial reporting and are identified as such by auditing standards. Better that the
entity identify the potential deficiency and begin a remediation program than the inde-
pendent auditor reach this conclusion.

In response to identified possible control weaknesses, you should modify your
assessment approach by:

◾ Revising the control to become effective. (Do this first.)
◾ Expanding the scope of internal and external auditor direct testing of the data in the

area affected by the control problem for the period before the control procedure was
fixed to identify any errors introduced into the system.

◾ Testing to ensure the remediated control is effective.

SAMPLE INQUIRIES FOR WALK-THROUGHS
AND TRANSACTION CONTROLS

These sample questions may assist you in structuring the walk-through interview or to
support other evidence regarding the effective implementation of a transaction control.
Watch carefully for disconfirming information, personnel who may have new duties,
and indications of problems or issues that arose during the period. Be prepared to ask for
additional information and follow up on significant issues identified. This is a wonderful
opportunity to gather control environment confirming or disconfirming information, as
you are often one on one with a nonmanagement person.

For Design Effectiveness
◾ What documents or electronic files are necessary for you to perform your job? From

whom do you receive this information? How do you access the electronic informa-
tion?

◾ Is the information you use normally available to you timely and accurate? Have you
encountered any problems with the information in the past year?

◾ In what ways do you add to, combine, manipulate, or change the data you receive?
◾ What happens to a file or document when you’re finished with it?
◾ How to you indicate you have performed your function? Can I tell by looking at

something?
◾ When you discover errors, how do they get corrected?
◾ What checks do you perform on the information you use tomake sure it’s accurate?
◾ Howwouldyouknowthat you receivedall the transactions you should receive?How

do you make sure that you process everything you receive and that some transac-
tions don’t accidentally get dropped from the process?

◾ When you’re processing the information, what steps do you take to make sure that
no errors are introduced into the system? What controls are built into the system
itself?
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◾ Are any preapprovals necessary or other types of documentation required before
you process a transaction/perform your function? How do you know that the trans-
actions presented to you for processing are valid ones?

For Operating Effectiveness

Your inquiries of operating effectiveness should be directed toward gathering infor-
mation about two broad areas: the consistency with which the control procedure
was applied and the qualifications of the person who performed the control. Ask if
there have been problems or issues, and how they were resolved. You also should
consider asking employees for their opinion about the operating effectiveness
of controls. As with any sample, the questions here may not be relevant for all
walk-throughs in all types of entities. The questions need to be customized to be
relevant for different entities and circumstances.

For Consistency

◾ Do you encounter situations where company policies or procedures do not exist or
are unclear? How often do you encounter these situations?

◾ If you encountered a situation or transaction for which no clear policy existed,
what would you do? Can you describe an instance where this happened and
what you did? How frequent are such transactions?

◾ If youwere in charge of designing policies and procedures, what changeswould you
make to improve their effectiveness and efficiency?

◾ When is it okay to not follow written policies exactly? Have you been asked to not
follow policy? Who asked you to do this?

◾ If there are others in the company with the same job functions as yours, do you
think they perform the job in the sameway? If differences exist,what are they?What
causes these differences?

◾ Have you performed the procedures since the last annual evaluation of internal
control effectiveness? Who took your place if you were not available to perform the
procedures?

◾ Have there been any changes to the procedures since the last annual evaluation of
internal control effectiveness?

Qualifications of Personnel

◾ Do you feel adequately trained and the training updated to be able to perform your
duties?

◾ If you had to design training for a new person for your position, what topics
would you be sure to include? How did you learn these things? How long did it
take you to learn them? What else would you like to be trained in that would
help you do your job better?

◾ Is training or education relevant to your duties available to you?Have you taken
advantage of this? If not, why not?

◾ Incompatible responsibilities exist when one individual is in a position where he or
she must both process data (e.g., prepare invoices or post the general ledger) and
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check his or her ownwork for errors and no one checks the individual’s work. Have
you observed situations like that in your department?

◾ Suppose that someone was inclined to deliberately create an error in the reporting
process, for example, by introducing a fictitious or unauthorized transaction. How
could they do it without getting caught?

◾ Which company assets are most vulnerable to employee theft? How could these
assets “disappear” without someone finding out?

◾ Do you feel your coworkers and supervisors are qualified and trained to perform
their responsibilities well?

Assessment of Effectiveness
◾ Overall, how effective is your job (area of responsibility) at preventing or detecting

and correcting errors that might occur?
◾ Consider the overall reliability of your systemof processes and controls. If youhad to

give it a letter grade, what grade would you give it? Do you have recommendations
you would make to improve the system?

◾ Have you brought issues and problems to the attention of your supervisor or man-
agement? What happened as a result of the communication?

◾ Suppose that you leave the company, and shortly after you leave, you learn that
there was amajor error in the company’s financial statements relating to your divi-
sion/location. What do you think might be the source of the error? Why would it
not have been detected?
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Assessing the Severity of
Identified Controls Deficiencies

IT’S INEVITABLE

In the process of assessing and testing controls, youare likely to encounter deficiencies in
the design or operating effectiveness of the controls. For example, an important control
objectivemight not be addressed ormight be only partially addressed by the control that
is in place. If you do not have a control over the selection of vendors for fulfilling various
serviceneeds, youmight run the risk that business could be diverted to a vendorwhowill
share some overbillingswith the accountant or businessmanager directing the business
to it. In addition, even if the control is designed properly, unless it operates effectively, it
is deficient. For example, you might find through the auditor’s procedures or through
customer returns and complaints that your controls failed and led (or could have led)
to substantive errors on the financial statements, even though your tests showed that
the controls seemed adequate and to be working. This happens in all sorts of entities,
including governments and nonprofits.

Finding control deficiencies is not a rare event. Most businesses have some if the
assessment is done competently and fairly. Little public data about deficiencies and their
rates of occurrence is available. The reported material weaknesses of public companies
are only the tip of the iceberg when it comes to the total deficiencies found. Since defi-
ciencies of less severity than a material weakness or deficiencies remediated prior to the
year-end are not reported, we see only a fraction of the deficiencies discovered in the
period. One study examined all the deficiencies identified by entities and auditors for a
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two-year period involving 76 engagements and 44 entities.1 The study revealed that
3,990 deficiencies were identified. The study involved accelerated filer public compa-
nies with revenues of less than $1 billion and not in a specialized industry. One might
think that public companies of this nature would be pretty well controlled, but there
were a wide range of findings in these companies. One engagement identified over 200
deficiencies in a single-year period. One can just imagine the deficiency conditions of
smaller, nonpublic entities.

An odd aspect of controls assessment is that finding errors in the financial state-
ments generally implies a control failure of some sort, but not finding a substantive
error in the financial data does not imply the controls are working (or even exist). This
oddity is caused by the fact that even in the absence of any real controls, the processes
may be performed by individuals who are honest, competent, and diligent. Thus, even
though what we call controls may be lacking, correct financial data and reports can be
produced. Asmentioned previously, the “could” factor drives the severity of a deficiency.
In assessing the severity of control deficiencies, you need to look beyond the amount of
any actual misstatements associated with the deficiency and assess the likelihood and
magnitude of potential deficiencies that could result from the misstatement. This has
been a difficult concept to communicate to entities and auditors. In the aforementioned
study, more severe deficiencies seemed to be assessed when an actual misstatement of
some magnitude was identified. This bias toward linking severe control deficiencies
only with misstatements is important to recognize and consider in rating the severity
of control deficiencies.

Only automated controls (controls implemented using computerized processes)
should be expected to operate the same way each time. We humans have our ups
and downs and sometimes fail to give each detail the attention it deserves, so manual
controls generally are considered more risky and less reliable. The upside and downside
of automated controls is that they will operate exactly as programmed. If programmed
incorrectly, they will be consistently ineffective. Also, when unusual situations arise
(transactions may be unique or require special considerations), automated controls
may not perform as you would want, depending on how the function is programmed.
Computers are generally not able to exercise judgment (expert systems try to emulate
judgments, but such systems are not commonly employed in accounting systems).

Expect to encounter some deficiencies when undertaking to document and test
internal controls. A survey by Ernst & Young in 2005 noted that 25% of companies
with over $5 billion in sales remediated over 500 controls in their first year of assessing
and reporting on the effectiveness of their internal controls.2 Recall that these were
considered among the largest andmost well-controlled entities in the world, manywith
significant internal audit staffs. In prior years, their auditors may have actually relied
on their internal controls for audit assurance, but a closer scrutiny revealed quite a
few holes. The application of the controls framework based on COSO concepts, while

1 Bedard, J., and L. Graham. 2011. Detection and severity classification of Sarbanes-Oxley Section 404 inter-
nal control deficiencies. The Accounting Review 86 (3): 825–855
2 Ernst & Young, “Emerging Trends in Internal Controls: Fourth Survey and Industry Insights” (September
2005).
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not new, was certainly performed with greater depth and structure under the rigorous
Public Company Accounting Oversight Board (PCAOB) Auditing Standard (AS) No. 2,
An Audit of Internal Control over Financial Reporting Performed in Conjunction with an Audit
of Financial Statements.

As attributed to Yogi Berra, “It’s amazing what you see when you look.”
The fact that deficiencies and weaknesses in controls are identified does not make

the entity a bad business entity, and the identification of a deficiency does notmean that
the entity messed up. Do not attach a moral label to the issue at the outset. If issues
are identified and the entity refuses to make adjustments, then it is okay to flog it in
shame. Let’s look at the worst thing that can happen here. Suppose you are an audited
entity. Even if you have weaknesses in controls, as long as your auditor can gather the
information necessary to audit the financial statements, you can still receive a “clean”
(unmodified) audit opinion on the financial statements.

However, under reinvigorated auditing standards on communications regarding
internal control, auditors should communicate significant deficiencies and material
weaknesses in controls to management and those charged with governance (e.g.,
owners, boards, township committees, etc.) in writing.3

The frauds and financial statement misstatements found in private, not-for-profit,
and government entities over the years can be traced directly to the ineffectiveness of
controls design and operation. This was the genesis of the Sarbanes-Oxley (SOX) Act of
2002 that followed the colossal frauds at Enron, WorldCom, and others. For the most
part, this required auditor communication to the entity creates a clear record of the
issues auditors and management and owners discussed so that later finger-pointing
about who told who what is less subjective. The auditor does not share this communi-
cation with third parties in private companies, and unlike when an entity voluntarily
chooses to or is required to report on internal controls, the communication is not part
of the financial statements. Over time, it is possible that venture capitalists, entities that
award grants and contracts, regulators, and other third parties may ask companies
about these communications, but right now is the time is right to fix the issues. Indeed,
it seems likely that in a few years, governments and agencies may have to report on
internal controls as a measure of their stewardship of public funds.

Additionally, the private entity seeking someday to go public or attract a suitor
(buyer) might use a report on effective internal controls as an indicator of value that
can provide a competitive advantage in the marketplace. Some private entities, such as
charities, may hire auditors to perform an attestation on the effectiveness of their inter-
nal controls, and that auditor report on internal controls (currently under AT No. 501
of the AICPA auditing standards) can be published with the financial statements and
communicated to potential investors.

Various levels of deficiencies have been identified in controls writings. In order of
decreasing severity, they are:

◾ Material weaknesses.
◾ Significant deficiencies.

3 Public company standards require this, and nonpublic engagements under American Institute of Certified
PublicAccountants (AICPA) Standards require this also underAU-C SectionNo. 260.Additionally, the Securi-
ties and Exchange Commission (SEC) and PCAOB require public company unremediatedmaterial weaknesses
to be reported to the public.
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◾ Deficiencies.
◾ Exceptions.

The good news is that many issues encountered in the assessment, testing, and
monitoring of controls are simple to identify and assess as to severity. There is no need to
go through a tortured assessment of likelihood andmagnitude and follow a step-by-step
process in thinking through the classification. For example, if there is no identified con-
trol to ensure that credit sales will be collectible, and such sales are voluminous (such as
with a retail operation where consumer credit sales are common), then the deficiency
quickly rises to the level of amaterialweakness. If a company does not have the technical
resources to account properly for its transactions under generally accepted account-
ing principles (GAAP) and prepare financial statements, that also is a pretty easy call.
However, at the margins, the need for following a structured approach to assessing the
severity of the deficiency becomes more evident.

Manymanagers and auditors note that after they follow amore structured decision
process a few times, the calls and judgments are easier to make. The simple process
of building experience will assist you over time in making consistent judgments.
Experience has been successfully gained and disseminated in organizations by having
a few individuals initially act as a filter for all deficiencies identified. At a certain point
they can leverage some of their understanding and experience to others. Sharing
their thought processes will also help auditors and companies reach supported shared
conclusions.

Unfortunately, studies of earlymanagement internal control deficiency assessments
in public companies are not encouraging. Besides not even identifying over 70% of the
deficiencies found after auditors made their assessments, public companies underrated
the more severe deficiencies (when they were found) over 70% of the time. While some
specific factors may have contributed to the poor showing, such as the newness of the
legislation and focus on controls, lack of assessment guidance directed at companies,
and the inability to collaboratewith independent auditors during this process, theremay
alsohave beena tendency to simplyundergrade the deficiencies.After all, itwasnot long
into grade school thatwewere no longer being asked to grade our own quizzes and tests.
Why is this so different?

If management is committed to changing the processes and meeting the controls
performance expectations when deficiencies are identified, the need to precisely rate
such deficiencies also declines, since change and correction are likely to follow shortly.
When management is more cost–benefit focused or is reluctant to make changes, the
assessment process can bemore important as it will help prioritize what deficiencies will
need to be corrected.

ALIGNMENTOF PUBLIC AND PRIVATE COMPANY STANDARDS
FOR ASSESSING DEFICIENCY SEVERITY

One saving grace in this process of severity assessment is the alignment of the various
regulators and auditing standards setters of many of the criteria used to assess the
severity of control deficiencies. This has been purposeful, to reduce confusion and cope
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with a rather vague set of definitions and standards to begin with. Examples from
public company SEC, PCAOB, and AICPA guidance can be considered when assessing
your deficiencies. However, be alert that it may be necessary to follow the thought
process underlying guidance directed to you when explaining your reasoning for
a rating.

In my view, the COSO guidance remains at a very conceptual level when it comes
to this very important practical step of evaluating deficiencies. COSO only identifies the
categories of deficiency and major deficiency and provides little discussion of a method-
ology or approach to rating severity. Most of the guidance on assessing severity comes
from the regulators and audit standard setters. However, to encourage some consistency
in assessments, we discuss the examples and available guidance.

CONTROL DEFICIENCIES AND DEFINITIONS

COSO indicates that an unremediated major weakness (or an aggregation of lesser defi-
ciencies to create a material weakness) in a principle or component precludes assessing
the system of internal control as effective. This has special meaning for public com-
panies whose managements have a responsibility to publicly report on the system of
internal controls. For accelerated filers, auditors are required to make their own assess-
ment and separately report on internal controls. The following excerpt fromSECRelease
No. 33-8810 relates to specific SEC guidance for public companies.

Management may not disclose that it has assessed ICFR [internal control over
financial reporting] as effective if one or more deficiencies in ICFR are deter-
mined to be a material weakness. As part of the evaluation of ICFR, manage-
ment considers whether each deficiency, individually or in combination, is a
material weakness as of the end of the fiscal year. (p. 34)

Deficiencies in internal control can arise in two ways:4

1. Design deficiency. A design deficiency exists when either:
◾ A control that is necessary to achieve a control objective does not exist.
◾ An existing control is not properly designed so that, even if the control operated

as designed, the control objective would not be met.
2. Operating deficiency. An operating deficiency exists when either:

◾ A properly designed control is not reliably operating as designed.
◾ The person performing the procedure does not possess the necessary authority

or qualifications to perform the control effectively.

4 As stated in SEC Release No. 33-8810: “A deficiency in the design of ICFR exists when (a) necessary controls
are missing or (b) existing controls are not properly designed so that, even if the control operates as designed,
the financial reporting risks would not be addressed” (p. 15). “If management determines that the operation
of the control is not effective, a deficiency exists that must be evaluated to determine whether it is a material
weakness” (p. 30).
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INCONSEQUENTIAL SIGNIFICANT MATERIAL

FIGURE 10.1 Internal Control Deficiencies

Note that the 2013 COSO Framework tees up these concepts under the headings
of present and functioning, but this has not yet replaced the terms design and operating
in most internal controls literature or in the auditing standards at the date of this
publication.

As indicated in Figure 10.1, internal control deficiencies range from inconsequen-
tial to a material weakness. Note that the levels of deficiency are placed in a continuum.

An issue iswhere one should draw the lines between severity classes; that is, atwhat
point is a deficiency no longer inconsequential, and when does a significant deficiency
become a material weakness?

When an assessment reveals that control deficiencies exist as of year-end, the
severity of those control deficiencies must be evaluated. If a public company, this
assessment may affect its public reporting responsibility. If a nonpublic entity, the
severity defines which control deficiencies must be communicated to governance and
management.

However, it is a best practice to assess the severity of a deficiency as soon as pos-
sible. This permits the early identification of issues that need to be addressed and may
accelerate the remediation process and lessen the risk of error or fraud affecting the
financial statements. When control deficiencies are outstanding, auditors cannot rely
on the associated controls in performing their audit procedures. That may mean more
costly auditor procedures may need to be performed later in the year, driving up audit
costs. Early attention to the correction of identified deficiencies is a goal of the current
focus on controls. Public companies need to be alert to weaknesses that may be iden-
tified during the year, as Section 302 certifications in quarterly filings are expected to
consider such findings during the year.

The definition of a material weakness is aligned in SEC, PCAOB, and AICPA guid-
ance. The term reasonable possibility is an important one and has a history. Quoting the
PCAOB AS No. 5:

A material weakness is a deficiency, or a combination of deficiencies, in internal
control over financial reporting, such that there is a reasonable possibility that a
materialmisstatement of the company’s annual or interimfinancial statements
will not be prevented or detected on a timely basis.

Note: There is a reasonable possibility of an event, as used in this standard,
when the likelihood of the event is either “reasonably possible” or “probable,”
as those terms are used in Financial Accounting Standards Board Statement
[FASB] No. 5, Accounting for Contingencies . . . . (paragraph A7).5

5 Nowre-codifiedunder thenewAccountingStandardsCodification inFinancialAccountingStandardsBoard
(FASB) Accounting Standards Codification (ASC) 450.
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An issue arose where many companies and auditors believed that the original
definition of the term material weakness in the earlier standards biased deficiency
assessments toward more severe assessments—and more material weaknesses. The
original definitions used the phrasemore than remote (possibility) to express the thought
we today have replaced with reasonable possibility. In defining this level, the explanation
points the reader to the use of this terminology in existing accounting literature.

The irony is that when you compare these definitions to FASB usage, the concepts
expressed in Statement No. 5, Accounting for Contingencies, they do not say anything dif-
ferent. The lower threshold in the accounting standard is “remote,” and the next level
in the scale is “reasonable possibility,” so “more than remote” is the same as “reasonable
possibility.” It is not clear that the change in definition had any effect on the assessment
of deficiencies, but the kinder and gentler language has attained greater acceptance.

Assessing the Likelihood and Significance of Possible Misstatement

For the purposes of evaluating the severity of control deficiencies, the key terms in this
definition are:

◾ Reasonable possibility. Means that you have to assess the likelihood that a financial
misstatement will result from a control failure

◾ Material.Means that you should assess the potential amount of themisstatement that
could result from the control failure

It’s important to note that under this definition, the severity of a deficiency does
not depend on whether a financial statement misstatement actually occurred. Rather, it
depends on the likelihood that an event could happen, namely, whether there is a rea-
sonable possibility (more than a remote chance) that the company’s control will fail to
prevent or detect and correct a material misstatement.

When assessing likelihood and significance, consider these points. Likelihood is the
chance that the deficiency could result in a financial statement misstatement. When
assessing likelihood, you may consider:

◾ The nature of the financial statement accounts, disclosures, and assertions involved
(e.g., suspense accounts and related party transactions involve greater risk).

◾ The susceptibility of the related assets or liability to loss or fraud (i.e., greater sus-
ceptibility increases risk).

◾ The subjectivity, complexity, or extent of judgment required to determine the
amount involved (i.e., greater subjectivity, complexity, or judgment, such as that
related to an accounting estimate, increases risk).

◾ The interaction or relationship of the control with other controls (i.e., the interde-
pendence or redundancy of the control).

◾ The interaction of the deficiencies (e.g., when evaluating a combination of two or
more deficiencies,whether the deficiencies could affect the samefinancial statement
accounts and assertions).

◾ The possible future consequences of the deficiency.
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If you did a good job of risk assessment and scoping, many of these issues will already
have been considered regarding the control before getting to the evaluation of an iden-
tified deficiency.

The last point is interesting, though. It says that you need to consider future conse-
quences. Some examples of future situations to consider could be that the deficiency is
in a part of the business that is expected to grow larger in future periods, and what may
be a less severe deficiency todaymight havemuch bigger implications in the near future.
Another situation to watch for is that in a high-income year, the materiality threshold
might be higher now, but it may be much lower when misstatements from the control
deficiency are identified.

Some companies and auditors find thatmany of these suggested considerations also
involvemateriality (the second criterion). The real focus of the term likelihood is the prob-
ability that if a misstatement or error were introduced, the controls might not catch it.
Materiality is an elusive accounting concept all by itself. To try to project it into future
periods and different circumstances is not easy.

Whenmaterialmisstatement is identified during the course of an audit, that discov-
ery seems to be obvious evidence of somematerial control failure anda100%probability
that the existing controls did not catch it. An important control that is missing (a design
deficiency) also has a 100% likelihood of missing the error, since the control does not
exist. When deviations appear in a controls test, then the possible deviation rate (the
“upper limit” in statistical terms at a high level of confidence) relates to the likelihood
criteria. (Appendix 10B to this chapter illustrates how to compute this limit.) Remem-
ber that the criteria are based on the possible misstatement; any actual misstatement is
not the only factor to be considered.

Significance relates to the magnitude of potential misstatements resulting from the
deficiency. When assessing significance, consider:

◾ The financial statement amounts or total of transactions exposed to the deficiency.
◾ The volume of activity in the account balance or class of transactions exposed to

the deficiency that has occurred in the current period or that is expected in future
periods.

When evaluating the significance of a potential misstatement, the maximum
amount that an account balance or total transaction could be overstated generally is
the recorded amount, while understatements could be larger. For example, consider
the risks related to the amount of cash reported on the company’s balance sheet. If that
amount was $10, 000, then:

◾ The magnitude of the misstatement that could result from the company’s overstate-
ment of its cash balances is, at most, $10,000. That is, the company’s cash balance
is zero, but it has reported $10,000.

◾ The magnitude of the misstatement relating to the company’s understatement of its
cash balances could be much larger than its reported balance. Suppose that the
company’s true cash balances were $50,000, but $40,000 was omitted from the
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financial statements by “accident.” In that case, themagnitude of themisstatement
was $40,000, which is much greater than the reported account balance itself of
$10,000.

Thus, the account balance provides some information about the potential signifi-
cance of the misstatement that could result from a control failure, but that balance, by
itself, may not give you the complete picture of the risks andmagnitude of misstatement
associated with the account in an understatement situation.

By understanding the transaction cycles and business processes, you can better
assess the volume of dollars flowing through the control point that is deficient and thus
“at risk” regarding control failure.Accounts that process trivial amountswould not trig-
ger the materiality criteria, but if the risk assessment was correct, that control might
have been scoped out of the assessment from the outset.

The likelihood and magnitude criteria may be difficult to implement in assessing
the severity of some control deficiencies—for example, the control environment. A defi-
ciency related to the effectiveness of the governance function (the board of directors and
the audit committee) is generally assessed on the facts and circumstances of the defi-
ciency. Pervasive and entity-level control deficiencies will often involve mega-material
amounts and often involve design deficiencies, so thematter quicklymoves up the ladder
to a material weakness. The issue is whether there exist compensating (or monitoring)
controls that can mitigate the problem.

For example, a strong and effective board may compensate for some deficiency in
the audit committee composition when assessing severity, but the issue should still be
addressed and scheduled for correction.

Special Deficiencies that May Be Material Weaknesses

Auditing standards draw attention to certain control deficiencies, suggesting that they
may indicate a deficiency in internal control, which may be a material weakness. The
initial PCAOB/AICPA standards presumed these “special” conditions were at least a sig-
nificant deficiency and a strong indicator of a material weakness. We call these “special
deficiencies” to identify them as we work through the book.

The current, softer SEC guidance in Release No. 33-8810 reads:

Management should evaluate whether the following situations indicate a defi-
ciency in ICFR exists and, if so, whether it represents a material weakness:

◾ Identification of fraud, whether or not material, on the part of senior man-
agement;

◾ Restatement of previously issued financial statements to reflect the correc-
tion of a material misstatement;

◾ Identification of a material misstatement of the financial statements in the
current period in circumstances that indicate the misstatement would not
have been detected by the company’s ICFR; and
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◾ Ineffective oversight of the company’s external financial reporting
and internal control over financial reporting by the company’s audit
committee. (p. 37)6

The PCAOB guidance (paragraph 69) is a bit less polite and states: “Indicators of
material weaknesses in internal control over financial reporting include… ” The
current AICPA guidance in AU-C Section 265 is similarly direct: “Indicators of material
weaknesses in internal control include… ” While there is wiggle room to not classify
such situations as material weaknesses, few successful arguments can be raised against
such a classification.

You are required to assess all control deficiencies to determine whether they are
material weaknesses. However, the fact that these conditions are singled out is a reason
to pay very special attention to them. As a practical matter, if these deficiencies exist
at your company as of the reporting date, and if you somehow determine that they are
not material weaknesses, you should document your rationale and be prepared to fully
explain your reasoning to the independent auditors and possibly the regulators.

Significant Deficiencies

A significant deficiency is a broad category of deficiencies that includes material weak-
nesses and somewhat lesser deficiencies. Stated another way, material weaknesses are a
more severe classification of significant deficiencies.While operationally of limited prac-
tical importance, this distinction does make a difference in communications with third
parties, so it helps to know the relationship of the concepts. Its definition is even more
amorphous than material weakness.

A significant deficiency is a deficiency, or a combinationof deficiencies, in internal
control over financial reporting that is less severe than amaterial weakness, yet
important enough to merit attention by those responsible for oversight of the
company’s financial reporting.7

While that is a fairly imprecise concept, it can be further refined in practice. Early
SOX implementation guidance used by the major firms and published for company and
auditor use initially set a somewhat arbitrary significance level of 20% of materiality as
a threshold to distinguish “just” deficiencies from significant deficiencies. If the materi-
ality test of a deficiency indicates the “at risk” dollars were less than material and more
than 20% of materiality, then it was a candidate for significant deficiency status. While
some firms no longer use this threshold, it is important to remember that COSO and the
standards ask that you consider the aggregation of deficiencies in determining whether
there might be a material weakness. How many related significant deficiencies might

6 Similar wording is used in AICPA AU-C Section No. 265.
7 PCAOB AS No. 5, paragraph A11, and also AU-C No. 265, Communicating Internal Control Matters, para-
graph 7. The AICPA references “governance.”
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constitute a material weakness if they existed in the same component, principle, line of
business, or account in the financial statements?

Would you call a deficiency that you assessed could have an impact of 90% of
materiality a significant deficiency? Most would. How about 50%? Many would also
call this a significant deficiency since just a couple of these significant deficiencies in
concert could create exposure to a material misstatement if they occurred in the same
account, balance, or other logical grouping, such as COSO component. Since there is no
authoritative threshold to rely on, it may be helpful to develop some internal criteria for
assessment, and document the thought process behind your assessments of individual
deficiencies. Such a policy also helps to create more internal consistency in assessments
within the project team.

A practice that has been in use by some firms and companies for assessing the sever-
ity of operating deficiencies arising from tests of control activities is based on approx-
imating the potential monetary misstatement associated with the sample result and
incidence of control deficiencies identified from the test. This procedure is described in
Appendix 10A to this chapter. It is also illustrated in the AICPA Audit and Accounting
Guide (AAG) Audit Sampling (2008, 2012, and 2014 editions8).

When Is a Material Weakness Not a Material Weakness?

The reasoning behind deficiency assessment as it relates to the information technology
(IT) general controls (e.g., security and access, changes in systems, new systems devel-
opment and operations) is different. The rationale for this difference is that IT general
controls (ITGCs; unlike the applications and programmed procedures) do not causemis-
statement themselves butmay allow for irregular or ineffective operation of the applica-
tion controls over which they operate.

Deficiencies in the underlying computer applications and programmed control
procedures are assessed for severity like any manual control, but ITGC deficiencies are
theoretically different. They are only assessed as significant deficiencies (or material
weaknesses) if they have impacted the quality of the underlying applications. Recent
trends have resulted in more ITGC deficiencies classified as significant deficiency or
material weakness even in the absence of application deficiencies. While this makes
sense in some situations (e.g., deficiencies in security and access), this continues to
be an evolving area of practice. A conservative approach would recognize the severely
deficient ITGCs. Since ITGC now is a specific principle under COSO 2013, it seems
logical that a material weakness in ITGC would preclude the assessment of effective
internal controls under COSO. This would be a major change.

The organization might have the worst new systems implementation approach in
the world, but if it had no new systems implemented in the current period or if any
failures of the underlying applications cannot be traced to the ITGC deficiency, then
the otherwise material weakness in the ITGCs is not identified as a deficiency in that
year. When systems changes do occur during a period (common in complex entities),
then the concept is relevant and evaluated. Generally, poor processes eventually yield

8 Sections 3.85 to 3.95 in the 2012 and 2014 editions. This guidance was also released in the 2008 revision
of the AICPA AAG (Guide) Audit Sampling.
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poor results. The key here is that the underlying automated process may need to be
tested sufficiently to detect an operating effectiveness problem if it exists. If there are
deficiencies in the underlying application controls that are related to the ITGC issue, the
severity of those deficiencies determines the minimum severity ranking of the observed
ITGC deficiency. Quite frankly, IT professionals often have difficultywith this conclusion,
as it seems to denigrate the importance of ITGCs, to which COSO now assigns a specific
principle. However, this is howmanyfirms and companies had viewed such issues under
SOX and other auditing standards.

A situation that really requires further thought is a severe ITGC deficiency in access
and security controls. If the proverbial barn door is wide open, how can that risk be
classified as just a deficiency, even if there has been no apparent compromise or loss?
In such circumstances, it may be possible for unauthorized persons to commit mischief
in the system and then cover their tracks to escape detection. Such problems may be
more closely related topotentialmisstatements in thefinancial statements andveryhard
to detect in underlying applications. It is best to fix that problem if it exists right away
rather than debate the severity of the classification. The blessing here is that security
deficiencies are usually pretty easy to remediate, and that is also the best answer. This is
one of those issues your COSO project team may want to discuss with your IT staff and
also with your independent auditors.

Further muddying the waters surrounding this approach to ITGC severity classifi-
cation is that the 2013 COSO Framework identifies effective ITGC controls as a principle
(Principle 11) that must be satisfied to consider controls over financial reporting to be
effective. The author suggests the reconsideration and refinement of the current condi-
tional premise surrounding the security and access ITGCs to recognize poor security as
a material weakness, as consistent with the definition of a material weakness.

Deficiencies and Exceptions

Exceptions or deviations are findings from tests that donot even rise to the level of deficien-
cies but are simply findings that need to be considered, as they might, in combination
with other exceptions, indicate deficiencies. For example, in documenting a control, sup-
pose therewere somepoints in the documentation thatwere inaccurate or not complete,
but not to the point of beingmisleading orwrong. Suppose in the controls testing process
you found that certain data fields, other than the financial data fields you were focus-
ing on, had missing or inaccurate information, but such issues did not affect the data
you were working with or your ability to verify the reported transaction information.
Those might be exceptions. While not major issues, sloppy documentation and record
keeping in general could indicate a more serious issue and should not be ignored or
underassessed.

Deficiencies are control issues (more than exceptions), but not at the significant
deficiency level. Deficiencies lie in the broad area between exceptions and significant
deficiencies. They cover awide continuum of combinations of likelihood andmagnitude
(amounts at risk). Inmany projects, distinctions between exceptions and deficiencies are
not very important except when a large number of them seem to cluster around com-
ponents, principles, accounts, and the like. Then it may help to separate the lesser from
the greater issues to consider the required aggregation issue.
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In my view, the most critical distinction that needs to be made by entities and audi-
tors is between deficiencies and significant deficiencies. This threshold distinguishes
between those issues that will be clearly discussedwith and likely addressed bymanage-
ment and those that may not be. While uncorrected material weaknesses are critical to
public companies because they will be reported to shareholders, significant deficiencies
are, by SEC regulation, to be corrected or they will become material weaknesses at
some point. Therefore, the more severe deficiencies are going to be addressed. This was
where company assessments were shown to fall short, as 70% of the time, companies
underassessed the severity of significant deficiencies in the early implementation period
of SOX. One might also assess there to be a control environment weakness in an entity
refusing to address or correct known significant deficiencies. Why would management
and the board ignore such issues?

Compensating Controls

Suppose a control deficiency meets the likelihood criterion (there is a reasonable pos-
sibility that misstatement could slip through) and the materiality criterion (a material
amount is “exposed” to the deficiency); then the deficiency is a potential material weak-
ness. However, further considerations will determine whether it will be finally assessed
as amaterial weakness. The initial criteria of likelihood andmagnitude do not create an
“automatic” classification. There are a few get-out-of-jail cards (in the Monopoly sense)
that can mitigate or lessen the severity of the assessment.

Before concluding on severity, you should consider the effect of any compensating
controls that are identified. The guidance by the SEC in SECReleaseNo. 33-8810 is clear
in this regard:

Management should evaluate the effect of compensating controls when deter-
mining whether a control deficiency or combination of deficiencies is a mate-
rial weakness. Compensating controls are controls that serve to accomplish the
objective of another control that did not function properly, helping to reduce
risk to an acceptable level. (p. 37)

Note that a compensating control is one that is designed to achieve the same control
objective as a missing or ineffective control. For example, the company may have an
ineffective control related to verifying that a vendor is on the approved vendor list before
ordering merchandise or services. That is, a risk exists that some expenses may not be
valid, and the control to prevent this error is poorly designed or not operating effec-
tively. However, the objective review of all the documentation for expenses over $500 by
a supervisor before payment is sentmay somewhat “compensate” for the ineffective pre-
ventive control or reduce the severity of an otherwisematerial weakness to a lesser level.

The existence of a strong compensating control can sometimes fully mitigate the
risk of misstatement and therefore was probably another choice for initially testing and
relying on the control. To have a full mitigating effect on the relative magnitude of a
missing or ineffective control, the compensating control (in the example, the reconcilia-
tion) should operate at a level of effectiveness and precision that would prevent or detect
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a misstatement that was more than inconsequential. In reality, there are few of these,
despite their frequent citation when controls clearly fail.

The sources of compensating controls are varied, but to seek a compensating
control, there are some places one might consider first:

◾ Tests of internal audit performed as a routine part of their audit responsibilities.
There may be a duplicate or redundant control. Sometimes there is a manual

control that performs the same function as an automated control, such as checking
that the customer credit limit has not been exceeded when accepting a new order.
Unfortunately, efficiency experts over the years have driven many of these redun-
dant procedures out of existence. Also, look farther down the line and see if a later
control might also detect the problem the earlier control might miss. The example
here would be the final review of the support for the expenditure before the check
is sent. In some cases it will be most efficient to seek out controls that operate later
in the process and have this overview quality that verify many attributes before the
transaction is approved or accepted.

◾ Monitoring controls may partially or fully mitigate the deficiency.

You should be prepared to support your conclusion that the compensating control
effectively mitigates the risk posed by the missing or ineffective control. To support your
conclusion, you should evaluate the design of the compensating control and test it or
observe it in operation to verify its operating effectiveness. Of course,misstatements that
have slipped through this compensating control in the past are indicators of the ineffec-
tiveness of the compensating control and need to be considered before relying on the
newly identified “compensating” control.

In early SOX experience, the most often cited compensating control was a mon-
itoring control. Monitoring was so often the “well” that was gone to as to why a
weakness was not really a weakness that in 2009 COSO released separate guidance on
monitoring, reiterating how the concept might and often might not mitigate detailed
deficiencies in the controls. Unfortunately, before then, company sophistication regard-
ingmonitoringwas in its early stages, and estimates of the precision of somemonitoring
procedures were greatly exaggerated. The 2009 COSO guidance on monitoring was
designed to increase understanding of the component. Further, the compensating
control was rarely sought out and documented when the various detailed controls
were documented, so when the detailed control failed by design or by performance, the
hunt began to find the compensating or mitigating control. This sometimes resulted in
rationalization regarding the significance of any deficiency in the absence of identified
misstatements traced to the control deficiency. Compensating controls should be able
to be identified in advance from a good understanding of the accounting procedures
and controls. If documented (even if not tested), it is more likely they will be readily and
correctly identified when needed.

In most instances, there are no real compensating controls in place that are truly
precise enough in operation to be able to replace lower-level controls or fully reduce
material weaknesses to simple deficiencies. This was true with respect to accelerated fil-
ers, and it seems reasonable that it would be even more so in smaller public companies
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and other entities. However, there might be structures that can mitigate the severity of
a deficiency, so the concept still has relevance.

While the literature is encouraging in terms of describing this concept, do not be too
excited about this being a nearby rescue boat in all the rough seas you will encounter.

“Prudent Official” Test

Beforemaking a final determination about the severity of a control deficiency, your final
step should be the “prudent official” test. That is, if you determine that the control defi-
ciency is or is not a material weakness, then the auditor (and SEC) guidance directs you
to step back from your assessment and consider whether a prudent official would agree
with your determination.

Ask yourself this question: Would a prudent official, having the same knowledge of
facts and circumstances that I have, conclude that this control deficiency (or combina-
tion of deficiencies) was (less than) a material weakness?

If the answer is no, then you should reconsider the severity of the deficiency. This
“gate” supposedly swings in both directions, and in some cases itmay be appropriate not
to assess an apparently severe deficiency as severe. As tempting as thismay sound, there
are few instances where valid arguments have been crafted to downgrade a severe defi-
ciency based on the prudent official test. Readers are encouraged to submit to the author
examples of successful arguments to this point so they can be shared in a future edition.

Think of this prudent official test as a reality check, one final, objective look at your
assessment to see if itmakes sense.Oneof the examples sometimesposed iswhether read-
ing the facts and circumstances of the issue in the newspaper would cause a reasonable
businessperson to agree with your conclusion regarding the severity of a control defi-
ciency. If you identified 35 deficiencies and errors in a sample of 58 items and concluded
that the balance and the controls were fine because each one of the deficiencies had a
different “reason, ” then you probably could not pass a prudent official test—the answer
is simply implausible. An incident like that once made the front page of the Wall Street
Journal, column one. The company was in bankruptcy and litigation. Even the nonac-
countant reporter did not think that the audit judgment made any sense.

A Framework for Assessing the Severity of Deficiencies

In 2004, amid the sorting out of the public company requirements, an implementation
task forcewas formed fromthe larger certifiedpublic accounting (CPA)firmsplus anaca-
demicmember.Amajor problemwith the implementation of the severity definitionswas
that companies and auditors seemed unable to apply consistent judgments. An inher-
ent limitationwith conceptual guidance and definitions is that once the documentation,
control design assessments, and tests of controls are complete, assessing the severity of
the identified deficiencies is more of an art than a science. Both companies and audi-
tors found it hard to dollarize the implications of control deficiencies, particularly when
misstatements of amounts were not associated with control deficiencies or control fail-
ures. Additionally, when company reporting and auditor inspections motivate the play-
ers in the process to reach different conclusions, clashes can result. The author recalls
a late-night call with board members of a public company who wanted to argue the
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classification of each of over 100 significant deficiencies and material weaknesses iden-
tified during the audit. The end result was still an adverse opinion on internal controls.

Entities and auditors with the same information could reach different conclusions
regarding the severity of a deficiency, particularly when the deficiency is on the margin
betweenone category andanother.However, the assessment processwasnever intended
to be a subjective, random guess, or decided on the basis of the strength of personalities
and debating skills. There should be principles and reasoning approaches that can lead
reasonable people to reach a similar conclusion about a given situation.

It was in this spirit that the implementation task force created a document,A Frame-
work for Evaluating Control Exceptions and Deficiencies, which was posted to theWeb sites
of the major firms and organizations such as the AICPA for wide dissemination. While
not endorsed or required by the PCAOB or AICPA, it was referred to in speeches as being
a way to meet the concepts in the standard, which was a sufficient-enough blessing to
encourage many companies and auditors to follow its principles. The document was
produced in three progressive releases; the third and final release in the cumulative
series was December 20, 2004, rather late in the process for 2004 annual reports. That
document is updated to 2013 context/terminology in Appendix 10A for current user
reference.

While public company guidance may seem irrelevant to those entities operating in
nonpublic company markets, to unify concepts and terms, the AICPA has tried to avoid
creating nuance-level differences in the implementation of private company and pub-
lic company deficiency definitions. After all, the genesis of the current public company
guidance was guidance and definitions developed for all companies (public and private)
years ago and adopted first by the AICPA, and it has been in supposed use for a long
time in audit practice. The COSO Framework has not been as explicit in how to assess
the severity of identified deficiencies as the auditing guidance in this area, so that is the
reason for the focus on the auditing literature regarding this issue. SOX requirements
for all public companies to report on internal control heightened the need for compa-
nies and auditors to share a common vision of how to assess the severity of identified
deficiencies. Companies, in particular, were unfamiliar with the concepts; and thus the
need for broad communication of the guidance.

The pioneers in 2004 (including the author) laid the general groundwork for how
to assess the deficiencies, and that is the perspective taken in this book. The Framework
may bemost helpful to those assuming responsibility for the severity assessment in their
entities or for testing the current methods of determining severity. Discussions continue
between entities and auditors over the assignment of severity to specific deficiencies.
Many of those discussions are simply unnecessary.

KEY FACTORS WHEN ASSESSING THE SEVERITY
OF A DEFICIENCY

Before getting further into the mechanics of assessing deficiencies in design and opera-
tion, we should take a bird’s-eye view of the factors and characteristics that can affect
your assessment. These variables include the:
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◾ Purpose and level of the control.
◾ Objectives and timing.
◾ Potential likelihood and magnitude of the misstatement.
◾ Business characteristics and risk environment.

Gaining familiaritywith these factors will help you towork through the assessment
process andover timewill help you tobuild the judgmentnecessary toassess control defi-
ciencies more consistently. These factors should be considered by entities and auditors
alike and may assist in discussing any differences in opinion that may arise in assessing
the severity of a deficiency.

Purpose and Level of the Control

Before severity can be assessed, deficiencies need to be considered in the context of the
purpose and level of the control. Controls that are strictly related to operations are not
the focus of financial reporting. For example, controls over stocking levels in a retail oper-
ation may be ineffective, resulting in lost sales or excess inventory. The lost sales aspect
would not have a financial reporting implication, but the excess inventory, if it might
lead to spoiled or damaged or unsalable goods, might have a financial consequence and
affect the valuationassertion for the inventory. If assessing inventory spoilage or damage
was already included somewhere in the financial reporting cycle procedures, then the
lack of an effective ordering and restocking control might be of negligible consequence,
even though it might have a consequence to the business as a whole.

Recall that the COSO Framework identifies three components of internal control:

1. Operations.
2. Financial reporting.
3. Compliance with regulation.

Our primary focus is on financial reporting controls, but care needs to be taken in
excluding processes that have overlaps and financial implications. In many cases, the
lack of a process and controls to capture risks associated with regulatory issues, such as
environmental and pollution laws, would be a deficiency. A company that is in a highly
regulated industry that fails tohaveaneffective regulatory compliancemonitoring func-
tion is likely to be assessed with a material weakness. A lack of awareness and controls
to prevent or detect violation of labor laws relates to the human resource function and
would generally be scoped into an assessment of a deficiency of some magnitude where
management plans to report publicly on the controls effectiveness. In cases where the
controls are tangential to financial reporting, entities should be prepared to demonstrate
howprocesses and controls are in place to capture information thatmight be relevant to
the financial statement amounts or disclosures (e.g., a potential risk or liability). Today
numerous laws restrict or prohibit trade with certain countries (e.g., conflict minerals
restrictions)must be adhered to or serious penaltiesmay be assessed. Controls over com-
pliancewith such laws are certainly “in scope” for entitieswith any transactions covered
under these laws.
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In controls theory, some controls are by their nature controls that other controls
rely on. For example, if a computer report is generated that shows unmatched orders
and shipments for later manual reconciliation, the effectiveness of the manual control
is dependent on the effectiveness of the computerized (automated) control. Similarly,
if automated computer processes are dependent on the integrity of the access control
and security to the computer files and programs, ineffective security can trump the oth-
erwise apparently effective underlying application control. As a final example, if man-
agement is prone to override controls when it is convenient for them to do so, then all
the underlying accounting system controls are potentially compromised. This implied
hierarchy of controls is an element to be considered in the assessment of deficiencies.
Obviously, a related control or process that is out of control can have significant impli-
cations for other controls. A poor control environment can poison the entire system and
can rarely be compensated for by lower-level controls. A chief financial officer (CFO)who
commits a theft affects a controls assessmentmore than a clerkwho lifts some petty cash
or steals office supplies. Pervasive system access and security weaknesses have more
severe consequences than deficiencies in a payroll process, where employees are likely
to notice and report errors such as underpayments. So the concept of both underlying
and overarching controls helps position the control and provides clues to how severe a
deficiency in that control might be.

Objectives and Timing

Many using this book to better understand controls are not intending to report publicly
on internal controls anytime soon. Nevertheless, there is not a lower standard by which
controls are assessed or deficienciesmeasured for smaller or for nonpublic entities. Your
overall objectives can still impact your approach to the analysis and the severity and
implications of some identified deficiencies.

Let’s say you or a consultant under your direction embarked on a controls assess-
ment assignment early in the New Year as an exercise in identifying opportunities to
improve controls, as you know improvements are probably necessary. The severity of
any deficiencies identified from this exercise may not require as much detailed analysis
as if they had been discovered late in the period or during the audit. Since the intention
of the early project is to correct all major issues, the concern is just to ensure that all
potentially significant deficiencies and weaknesses are promptly corrected. Those that
you choose not to correct because they are insignificant should only be ones that can-
not come back and bite you later on. Thus, the safe way is to plan to correct just about
everything that is identified.

Early experience with SOX paints a rather dismal picture of correcting deficiencies.
Most (76% in 2004 and 70% in 2005) of the deficiencies identified in a 2004–2005
study of 76 audit engagements remained unremediated at the end of the year that
they were identified.9 Data limitations did not permit the tracing of specific deficiencies
into future periods to determine when, if ever, the lesser deficiencies were corrected

9 L. Graham and J. Bedard, “The Influence of Auditor and Client Section 404 Processes on Remediation of
Internal Control Deficiencies at All Levels of Severity,” Auditing: A Journal of Practice and Theory (2013).
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(remediated). The study identifies some of the factors underlying the remediation rates,
noting that late discovery is an important determinant in whether remediation occurs.
Other studies that only were able to observe publicly reported material weaknesses
report higher remediation rates, but this is to be expected since only material weak-
nesses were studied. One factor that could have influenced the findings is that in the
early years of SOX implementation, there was so much going on and often so late in
the year that remediation in the period of discovery was just not practical unless it
prevented a public report of ineffective internal controls.

In general, if deficiencies are identified during the year, care needs to be taken
both by management and the auditor that transactions which were processed but not
effectively controlled were nevertheless still correctly processed and accounted for. This
requires some additional monitoring and testing of those transactions. Auditors cannot
rely on controls during periods of ineffectiveness, so significant deficiencies andmaterial
weaknesses will generally result in more audit testing of transactions and balances and
less reliance on controls in those areas. This usually translates into higher audit costs.
For purposes of this assessment, the severity of the deficiency is more important, as it
will dictate an appropriate audit response to the issue.

An anomaly arises if the entity’s purpose is to publicly report on controls. In public
companies and in some required government entity controls reports, reports relate to
controls “as of” the specific reporting date: the ending date of the balance sheet. Enti-
ties that are not public follow the guidance in AICPA’s current Attestation Standard
(AT) No. 501 when reporting on controls;10 it permits reports to cover controls either
within a period or as of a reporting date. When reporting on controls within a period,
a weakness identified and corrected in that period would still be reported, even if it was
remediated and tested to be effective by the end of the year. When reporting as of a date,
past remediations, if effective, would not be included in the report, and a clean opinion
could be issued. This has important implications for those publicly reporting on controls
or seeking an auditor opinion on the effectiveness of controls. The reporting period or
reporting date selected can affect the importance of the assessment of a deficiency and
determine whether the deficiency will impair your ability to attest to the effectiveness of
your controls.

In addition, in the ITGC area, the as-of date for reporting on controls has another
peculiar wrinkle for deficiency assessment. If a deficiency in, say, change control
procedures or new systems development procedures exists, the practice convention
has arisen that the severity of the deficiency is initially dictated by the severity of any
deficiency in the underlying controls identified as of the reporting date. Say, for example,
it is found that the sales processing system has been incorrectly generating sales and
receivables because of reference to an incorrect data table, and this deficiency can be
traced to a defective change control process (ITGC) earlier in the year. If the deficiency
in the sales system is deemed a material weakness, the ITGC deficiency would also be
identified as a material weakness. Had the same deficient change control process not

10 As this book goes to press, the AICPA is proposing an auditing standard, like PCAOBASNo. 5, for reporting
on internal controls in conjunction with a financial statement audit. That standard, if issued, could modify
the guidance in AT Nos. 501 and 101 for attesting to controls.
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resulted in any known application-level deficiencies, the same deficient ITGC might be
simply a deficiency for purposes of the as-of internal controls report, but its severity
for financial reporting reliance purposes would be assessed separately. Thus, auditors
might be obliged to conduct substantive tests on the underlying data to place reliance
on that data for financial reporting even though the ITGC was not a material weakness
for controls assessment and reporting purposes. This was not an intuitive conclusion
for many IT professionals but is based on the general view that ITGC deficiencies do not
createmisstatements but open the door to misstatements, and the underlying computer
systems and processing controls are the front line in ensuring proper accounting. This
factor can be a point of confusion during discussions of the supposed synergy that
exists between an audit of financial statements and the reporting on the effectiveness
of internal controls. With effective ITGC necessary to satisfy Principle 11 in the 2013
COSO Framework revision, there should be no doubt that the ITGC issue is decided
when the 2013 Framework is followed.

Potential Likelihood and Magnitude of the Misstatement

AICPA and PCAOB literature clearly indicate the important role of the potential like-
lihood and magnitude of misstatement. The term likelihood relates to the chance that
a misstatement might be caused by the deficiency. Generally, if you are at the stage of
assessing the severity of a deficiency, you have already met the likelihood threshold.
A deficiency in design of an important control (the attribute or objective cannot be met
because the design of the control is insufficient to do so) passes this test right away, since
there is no control in place and the “could” factor indicates thatmisstatement is not con-
trolled. For example, when there is no control that specifically ensures the GAAP clas-
sification of revenues, this would usually result in a material weakness due to “design”
(the control is not “present”). When the deficiency is identified as a result of observa-
tions or failed tests of the control, the deviation rate observed can be a strong indicator
of the likelihood that misstatement could occur. If a test is designed at a minimum sam-
ple size and expects no deviations, then finding one or more deviations generally means
that the test cannot support the desired conclusion at the level of assurance desired. The
result fails the likelihood threshold, and the assessment moves on to estimate the possi-
ble magnitude of the deficiency. To clarify this, AICPA guidance specifically states that
identifying more deviations in a sample than planned for results in a deficiency.

Chapter 8 addressed the sampling and testing considerations inherent in assessing
the operating effectiveness of controls and includes guidance on extending tests when
initial ones are inconclusive or provide less assurance thandesired. For reference regard-
ing the likelihood issue, you may wish to look at Figure 10.2.

When assessing the magnitude, the volume of control dollars (gross dollar expo-
sure) that could be affected by the control deficiency is estimated. For example, if the
system fails to add proper shipping charges to a certain type of sales, then the gross expo-
sure can be estimated by the potential misstatement of the shipping charges on the total
volume of affected sales.When important controls fail when tested, the volume of trans-
actions that pass through that control point generally will cause the magnitude of the
deficiency to be significant or material.
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Box 1. Examine and understand cause and results of

exceptions.  Was the test objective met (e.g., was the

actual deviation rate less than or equal to the planned

deviation rate)?

Yes No

Box 2. Considering the results of management’s and

the auditor’s testing and the information obtained in

Box 1, could additional testing support a conclusion

that the deviation rate or observed exception is not

representative of the total population?

Control deficiency

Box 3. Extend testing and reevaluate. Was the test

objective met?

No

Yes

Yes

No

Negligible exception,

not a control

deficiency. No further

consideration needed. 

Individual boxes should be read in conjunction with the corresponding guiding principles. 

FIGURE 10.2 Chart 1. Evaluating Exceptions Found in the Testing of Operating
Effectiveness

Before determining the severity of the deficiency, you should consider if there are
other controls, includingmonitoring controls, thatmight compensate for ormitigate the
ineffective control and limit themagnitudeof thedeficiency to something less thanmate-
riality. Be alert that rationalization may play a part when assessing whether another
controlmight be effective in identifying amisstatement if the detailed control is defective.
As previously noted, the overuse of the concept that monitoring would detect misstate-
ments in such circumstances led COSO to issue 2009 guidance on what monitoring
might realistically be expected to identify. Entities need evidence to support the assertion
that monitoring is an effective compensating control, and not just armchair hypotheti-
cal assertions.

Finally, you need to step back from the situation and apply a reasonable person test
(e.g., the prudent official test) to the misstatement. Does your assessment pass the sniff
test if the circumstances were revealed in the newspaper the next day? Is it a believable
conclusion, considering the contortions you underwent to draw it?

For most control activities, magnitude assessments follow the guidance in
Figure 10.3. This exhibit will be used later on when illustrating the assessment of a few
example deficiencies.

Business Characteristics and Risk Environment

Consider the business as a whole and the relative risks and importance of the function
exhibiting the deficiency when assessing the severity of a deficiency. You may also con-
sider this factor as a component of the likelihood assessment, but some prefer to ensure it
is at least clearly articulated during the assessment process. Suppose your business was
highly dependent on specific company intellectual property and knowledge contained
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Step 1: Determine whether a significant deficiency exists.

No

No 

No 

No 

No 

Yes 

Yes 

Yes

No 

 

No 

Box 1. Is the potential magnitude
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and evaluated that achieve the same
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official conclude that
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a significant deficiency
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statements?  

Step 2: Determine whether a material weakness exists.No 

Box 5. Are there compensating

controls that were tested and evaluated

that reduce the magnitude of a

misstatement of both annual and
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than material? 

Box 6. Does additional evaluation

result in a judgment that the likelihood

of a material misstatement of both
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Deficiency
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official conclude that

the deficiency is a
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Yes
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Significant
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Material
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Yes
Yes

Box 4. Is the potential magnitude less

than material to both annual and

interim financial statements?

Individual boxes should be read in conjunction with the corresponding guiding principles.

FIGURE 10.3 Chart 2. Evaluating Process/Transaction-Level Control Deficiencies
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within your systems. You might expect you would be very concerned about the theft or
corruption of that data and would have industrial-strength security and Internet fire-
wall protection. A community service organization also needs security and intruder
protection, but to the same degree? Of course not, but if it holds important donor list
or personal data in its systems, maybe the organization should rethink its exposure to
loss and fines should such data be stolen.

Suppose that passwords are in place, but password security is simple (e.g.,
five-character minimum), and passwords are not changed several times a year, as
is generally recommended. Although that situation would be a deficiency to both
entities, it might be much more severe for the intellectual property risk entity than
for the community service organization. The importance of the data and the risk of
industrial espionage and even political espionage heighten the severity of the deficiency
in one environment versus the other. Do not generalize that smaller companies have
a lesser standard to fulfill. It is just that the underlying risks might be lower and the
amounts and things at risk might not attract the most sophisticated of fraudsters and
hackers. Relying on their organization as a lesser target for protection is a poor defense
mechanism and not a “control” to place reliance on. There are plenty of examples
of not-for-profit, religious organization, and government program frauds that were
supported by loose controls. However unattractive you think youmight be as a target for
a fraud, there are lots of opportunists who will take you on and exploit any opportunity
you provide. In fact, charities and religious organizations are frequent targets because
they are often so vulnerable and trusting and unfamiliar with security measures.

Because governments often control so much money, they are frequent targets of
fraudsters through a variety of scams. However, according to the statistics, in recent
years, government controls awareness has reduced the instances andmagnitude of gov-
ernment frauds. Actually, as cited before, the 2012 survey on occupational fraud noted
that the median reported fraud in private companies was actually larger than for public
companies and almost twice the median fraud amount for governments.

As another example, suppose a business is paperless, and all transactions and docu-
ments are stored in electronic form and images. Timely data backups, disaster planning,
and off-site storage issues would be more critical to this type of business than many
others due to its reliance on systems and data. The quality of the ITGC should be cor-
respondingly high.

CONDITIONS INDICATING CONTROL DEFICIENCIES

The auditing community standards literature defines a number of issues and situations
that should be considered deficiencies of some level of severity.11 The final assessment of
the severity is dependent on judgment, as there are degrees of deficiency.

Table 10.1 contains examples of more severe deficiencies.

11 Note: There is a reasonable possibility of an event, as used in the definitions ofmaterial weakness and significant
deficiency,when the likelihoodof the event is either “reasonably possible” or “probable,” as those termsareused
in Financial Accounting Standards Board Statement No. 5, Accounting for Contingencies (FAS No. 5).
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TABLE 10.1 Examples of More Severe Deficiencies

Entity accounting expertise insufficient to effectively select and apply the appropriate GAAP
accounting principles to the transactions of the entity.

A lack of antifraud programs and controls, and awareness of fraud risks.
A lack of controls over nonroutine and nonsystematic transactions.
Insufficiently designed controls over the period-end closing process and preparation of the

financial reports. This includes the calculation and recording of periodic adjustments such as
depreciation and amortization expenses, fair value measurements as required by GAAP
(in accounting for changes in some investment holdings and for testing impairment of asset
values), and the provision for accrued expenses, allowances, and reserves.

Lack of oversight of the entity’s internal control over financial reporting by those charged with
governance.

Restatement of previously issued financial statements to reflect past accounting errors. A
restatement to reflect changes in accounting principles to comply with a new accounting
standard or a voluntary change from one GAAP to another would not indicate a deficiency.

The auditor’s discovery of a material misstatement or an aggregate of misstatements that were
material in the financial statements for the period under audit, including misstatements of
estimates and accruals. These would be considered material misstatements even if the
entity corrected these items identified by the auditor. Because the auditor is not considered
an element of internal control of the entity, it is the entity’s responsibility to prepare GAAP
financial statements and disclosures.

An ineffective internal audit function in larger and more complex entities where the monitoring
and risk assessment functions are important to the entity.

For regulated entities, an ineffective regulatory compliance function that could have a material
effect on the reliability of financial reporting. For example, if the issuance of additional debt
instruments is essential for the continued financial viability of an entity, and regulators may
prohibit such issuances due to failing other regulatory requirements, disclosures and
possibly accruals might be necessary to reflect the circumstances. An attitude of contempt
or indifference toward regulatory requirements might also indicate a more general control
environment deficiency.

Identification of any magnitude of fraud on the part of senior management and officials. Senior
management includes owners, the senior financial and accounting officers, and so on. The
reason for this concern is the possible implications on the control environment and the
existence of evidence that such behavior exists in this management group. This issue
includes, but is not limited to, deliberately overstated requests for “expense”
reimbursements and the use of entity funds for items or services of a personal nature
without recording compensation expense.

An attitude on the part of management or those charged with governance that creates
indifference to correcting known significant deficiencies or material weaknesses in internal
controls.

An ineffective control environment. Since the control environment sets the tone of the
organization, an ineffective control environment is unlikely to be overcome by controls at the
more detailed level. Of particular concern in smaller entities is the existence or risk of
management override of controls, where management or owners instruct employees to
perform actions outside the normal operating procedures (e.g., make payments without
adequate documentation or invoice support).
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In-House Accounting Expertise

Smaller entities have particular problems in securing at a reasonable cost the account-
ing expertise and experience necessary to properly account for all transactions and
prepare the financial statements. Not every entity can afford the level of in-house exper-
tise necessary to handle unusual situations, perform the tax accrual (i.e., creation of tax
expense and deferred tax amounts when the tax and financial records are not in sync),
and close the books and make appropriate accruals and draft financial statements. The
inability to perform these functions is considered an internal control deficiency that
may be severe enough (e.g., a significant deficiency or a material weakness) to require
communication to management and those charged with governance every year. While
preparing financial statements for clients is clearly addressed by the restrictive SEC
independence guidance for public company auditors, the previous guidance for AICPA
engagements has been less restrictive, recognizing the limitations of many clients to
perform this function.

Under previous AICPA rules, the independent auditor can assist clients in making
adjustments and preparing the financial statements and disclosures, but he or she still
needs to identify if the reason for performing such services is due to the entity’s lack of
resources to perform these financial accounting functions.When a deficiency is deemed
to exist, the auditor needs to assess its severity and communicate with management
or those charged with governance when the deficiency is a significant deficiency or a
material weakness.

For AICPA audits for years beginning after December 15, 2014, the professional
ethics Section 101-3 is scheduled to be clarified such that cash-to-accrual conversions
and preparation of the financial statements are clearly defined as nonattest services and
could impair auditor independence under certain circumstances. Be alert for numerous
questions and answers forthcoming about this tightened standard as the implementa-
tion date approaches. The rule was tightened to agree with the previously tightened
independence requirements set forth by the Government Accountability Office (GAO)
for audits governed by government auditing standards.

A practical way to address this issue for nonpublic entities may be to upgrade the
skill sets of the accounting staff to include the knowledge and techniques necessary to
perform some of these functions. Another alternative some have found to be cost effec-
tive is to hire another accountant on a consulting basis to perform these basic functions
and to prepare the books, records, and financial statements for the external auditor
review. Often consulting accountant fees will be less than those otherwise charged by
an independent auditor for the same service. Some entities have actually reduced total
costs by securing timely consulting advice and minimizing independent auditor costs.
However, the preparing accountant needs to be aware of all the information necessary
to prepare the statements and footnotes, or deficiencies will be identified and assessed by
auditors reviewing the work performed when omissions are identified.

Other Deficiencies

Other deficiencies in either the design or operation of controls may be identified by
management through testing or the monitoring function, or they may be implied by
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customer complaints and special allowances or returns ormisstated financial statement
amounts. These deficiencies can range in judgment from trivial to material, depending
on the facts and circumstances. Judgment and consideration of qualitative factors are
necessary in assessing severity. Many of the operating deficiencies in control activities
and ITGCs would be run through the deficiency framework charts to assist in assessing
the severity. Table 10.2 presents some deficiencies that might be encountered.

Inadequate Documentation

While documenting company controls has been a requirement of public companies for
many years, lack of adequate controls documentation is still a commondeficiency.With-
out good controls documentation, it may be difficult to identify the controls that exist
and the gaps that should be identified and corrected. It may be difficult for management
tomonitor controls that arenot documented and to create consistency in processing and
controls over time, when entity accounting staff retire or change.Most people can relate
to the parlor gamewhere a joke or phrase is passed via oral communication from person
to person, and the beginning and ending communications often are found to be quite dif-
ferent. The same can happen with oral policies and procedures: They will migrate and
morph over time and circumstances, often becoming something quite unintended.

At a certain level, the total lack of documentation of processes and controls may
render your controls data unauditable/unreviewable and the preparation of financial
statements and disclosures impossible. Your certified public accountant may refuse
to undertake an engagement that includes reporting on controls under such circum-
stances.

Manypeople believe that a robust accountingandproceduresmanual is aminimum
threshold for documenting control activities. To the extent practical, the manual should
also address control environment issues, monitoring (e.g., what and by whom), and the
standardmanagement reports that are to be generated (and when and to whom). Some
accounting manuals include these topics:

◾ Procedures and controls over the main revenues and expenses (including payroll)
of the entity

◾ Measures to protect the personal data of employees
◾ The bank and investment accounts, and authorized persons to sign checks or direct

investments in those accounts
◾ Measures to safeguard entity assets
◾ Insurance information
◾ Bonding information regarding accounting or cash-handling employees
◾ IT policies and procedures
◾ Templates for reports to be generated periodically
◾ Financial statement and disclosure examples
◾ Statements of ethical values or codes of conduct and antifraud programs and

controls
◾ Harassment and whistleblower policies and procedures

When controls are documented and monitored in accordance with the COSO
Framework format discussed in this book, the amount of independent auditor time
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TABLE 10.2 Design and Operating Deficiencies

Design Deficiencies
◾ Inadequate design of internal control over a significant account or process, including the

preparation of the financial statements.
◾ Inadequate documentation of internal control (all five components).
◾ Insufficient attention to creating the proper control environment—for example, tone at the

top, lack of ethics statements, fraud consciousness, or communication of values.
◾ Inadequate segregation of duties within a significant account or process.
◾ Absent or inadequate physical controls over the safeguarding of assets from loss or theft

(e.g., “shrink” in the retail industry). If an entity has excellent accounting controls to identify
any physical loss before the financial statements are prepared, that may be an adequate
compensating control to mitigate the financial reporting weakness, but management should
assess the risks and costs of failing to implement preventive measures to mitigate losses.

◾ Inadequate attention to the design of IT general controls (e.g., security and access, change
controls, new system implementations, and operating issues) and accounting-related soft-
ware application controls that may prevent the information system from processing autho-
rized transactions as needed for financial reporting and monitoring needs.

◾ Employees or management who lack the qualifications and training to apply GAAP in record-
ing transactions or the skills and knowledge to prepare the financial statements and foot-
notes.

◾ Ineffective design or documentation of the monitoring function.

Operating Deficiencies
◾ Observed deficiencies in the performance of controls over a significant account or process.

This may be observed from a failure to perform a control, such as a bank reconciliation or
the failure to adequately follow up on exceptions that should be investigated or as a result
of a financial statement error that would imply a control failure. Recall that the absence of
financial statement deficiencies is not an indicator that controls are operating effectively, but
the identification of misstatements is a valid indicator that controls may have not operated
effectively.

◾ Failures of safeguarding controls to prevent loss from damage or theft that are not timely
detected by financial accounting controls and properly reported in the financial statements
and communicated to management.

◾ Failures of the reports and other information and communication components to provide
timely, accurate, and relevant information to the appropriate levels of personnel and man-
agement to enable them to perform their management functions and monitor operations
and related financial data. Flooding management or auditors with irrelevant information
that obscures relevant information is as much a deficiency as failing to provide adequate
information.

◾ The identification of more deficiencies than planned for in a test of internal controls.∗

∗This issue has implications for sample planning. The frequent design of samples without any allowance
for expected deviations when deviations are possible can result in inefficient testing (extending testing
later) and many “failed” controls tests.
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necessary to obtain and understand of internal controls is reduced, resulting in audit
savings for the entity.

Not-for-profit entities are facing increasing scrutiny from the Internal Revenue
Service for keeping adequate books and records to support their tax status and their
reported Form990 or Form990A. States such as California have enacted statutes, such
as the Nonprofit Integrity Act of 2004, which call for audits and public disclosure of the
financial statements and other requirements for not-for-profits with over $2 million in
gross revenues. There is increasing pressure at various levels for more accountability in
these organizations, and numerous federal, state, and local committees are discussing
the imposition of SOX-like legislation to raise the organizations’ accountability to the
public. Be mindful of any such legislation that relates to your entity.

Government entities should also note that in the development of the AICPAAttesta-
tion Standard for reporting on internal controls, GAO task force participants expressed
the intention of imposing internal control reporting requirements on government enti-
ties at some point in time, perhaps starting with reports on the design of controls and
ultimately resulting in reporting on both the design and operating effectiveness of con-
trols. Smaller banks have been reporting on their internal controls for some years and
continue to do so under the revised auditing guidance in the AICPA’s Attestation Stan-
dard AT No. 501.

Inadequate Evidence of Controls Performance

A source of misunderstanding and potential friction arises when the independent audi-
tor is unable to see any evidence that the control operated or the monitoring occurred.
COSO conceptually accepts the premise that controls could operate but not inherently
leave evidence of their operation. Auditors unfortunately are uncomfortable with this
concept, as there is no evidence they can rely on that the control procedure or oversight
was performed. In such cases, auditorsmay need tomake additional observations of the
control being performed, reperform more examples of the control operation, and per-
form extended inquiries to be satisfied the control exists and is in use. That costs auditors
time, which costs entities money. The 2013 COSO Framework addresses this by simply
noting the entity may be required by regulators or others (e.g., auditors) to document
such activities.

Inmany cases, a simplemethod canbe devised to indicate the performance of a task,
but people often resist such measures, however simple and cost effective they may be.
Initialing and dating a bank reconciliation (or use of a stamp to do so) can serve as attes-
tation of its performance by the authorized person and can also be used to indicate its
review by amember of management as a part of the monitoring process. In some cases,
the stamp or signature may not be evidence of anything, since the “documentation”
may be false. Testing, observation, and inquiry should be used to support the signature
or documentation as evidence that can be relied on. Alternatively, lists of tasks, such as
some of the scheduledmonitoring functions, can be documented quickly and easily that
the task was performed, and by whom andwhen.While auditors generally will test that
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the list or form is accurate, it is simpler and cheaper to audit this form to establish its
reliability than to establish that the individual controls are in place by other means.

Weaknesses over Time

Over time, one might think that entities might learn more about the nature and causes
of material internal control weaknesses, and thus there is a tendency for many types
of weaknesses to be far less prevalent. Laurence Gordon and Amanda Wilford made
an academic study of the proportion of different material weakness deficiency types as
disclosed over time by public companies.12 What emerges from that study is that while
some material weaknesses do shift in importance over time, the proportion of these
material weaknesses still remain rather similar. Gordon andWilford do find “statistical”
significance in the shifts of some of the types, but that simply means there is more
variation in the measure than can be attributed to chance. Overall, from a broader
perspective, the proportions remain similar. While some comfort might be taken from
the decline in the segregation of duties and restatement types of weaknesses, it is
disturbing to see increases in ethical, journal entry, year-end adjustments, and senior
management types of weaknesses. Perhaps some of these observed increases are due to
better detection procedures and refinements of analyses over time. Nevertheless, most
types seem to be rather “sticky” in proportion over time. Table 10.3 is derived from that
research and shows the remarkable similarity in the makeup of deficiencies, despite the
passage of time and increasing experience. Arewe really learning fromprior experience?

TABLE 10.3 Consistency of Material Weakness Deficiencies over Time

Type

Percentage of
Firms Nov
2004–Jan
2006

Percentage of
Firms, Feb
2006–2009

Accounting documentation, policy, procedure 93.3 99.4
Accounting personnel resources and competency/training 42.9 49.5
Ethical or compliance issues with personnel 1.4 7.8
Ineffective regulatory compliance issues .7 1.4
Information technology, software, security, and access issues 17.4 19.2
Journal entry control issues 8.9 10.8
Material and/or numerous auditor/year-end adjustments 51.8 60.1
Nonroutine transaction control issues 15.6 19.1
Restatement or non-reliance of company filings 52.5 42.5
SAB 108 adjustments noted 0.0 0.5
Segregations of duties/design of controls (personnel) 17.7 12.0
Senior management competency, tone, or reliability issues 1.8 7.2
Untimely or inadequate account reconciliations 30.5 22.7
Total Observations 287 752

12 L. Gordon and A. Wilford, “An Analysis of Multiple Consecutive Years of Material Weaknesses in Internal
Control,” Accounting Review 87, No. 6.
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EXAMPLES OF EVALUATING THE SEVERITY
OF DEFICIENCIES

Manual Control Deficiencies

During your monitoring of controls over sales, suppose you note a number of instances
where credit sales were accepted from customers who were not preapproved, as they
were supposed to be in accordance with the documented controls. Further inquiry does
not reveal a reason for these exceptions. Since the preapproval of customers is consid-
ered to be an important control for your organization to prevent losses, the incidence
of the findings is a concern. Whether sampling controls or monitoring, when the inci-
dence found of unexpected deviations exceeds expectations, the likelihood criteria (see
Figure 10A.1 in Appendix 10A) are generally met. Next the review turns to the magni-
tude of the potential misstatement.

Following the general structure of Figure 10A.2 in Appendix 10A, the gross credit
sales annually “exposed” is $1,000,000 and financial statement materiality is assessed
to be $10,000. A second review of all transactions over $2,000 is tested and seems to
be working, and this is considered to be a partial compensating control that limits the
risk of a material misstatement being caused by this control deficiency. Further, sales
monitoring at an even higher level might prevent a single material transaction from
escaping scrutiny.

Based on this information, plus considering any qualitative factors and stepping
back to consider how a reasonable person (e.g., prudent official) might view the
deficiency, management concludes that the compensating control limits the risk
that failure of the lower-level control will lead to a material misstatement. However,
management is unable to conclude that the controls are working well enough to limit
the misstatements to an inconsequential level.13 Thus, this control is considered a
significant deficiency based on the fact that the deficiency could lead to misstatement
of more than an inconsequential amount.

If total credit sales (as a component of all sales, including cash sales) were less than
material to the overall operations, this deficiency might be assessed at just a deficiency,
since there would be a low risk that the control deficiency could lead to a material mis-
statement.

Automated Control Deficiencies

Deficiencies in automated controls that are considered key in achieving a control objec-
tive are generally found to be deficiencies in design, as automated (computerized) con-
trols should operate consistently when in a proper ITGC environment. However, auto-
mated controls can be programmed to process transactions fromdifferent sources differ-
ently, so exceptions need to be investigated to determine the reasons and the conditions
under which the control will not perform as desired.

13 See AU No. 325, Communications about Control Deficiencies in an Audit of Financial Statements, or AU-C
No. 265.
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If the control failure is due to a design deficiency (e.g., the control was not pro-
grammed to be performed with a certain class of transactions, such as credit sales), the
magnitude of the possible deficiency needs to be considered. If the control is important to
achieving a control objective or attribute, and the stream of dollars exposed to the con-
trol deficiency ismore thanmaterial, the initial assessment is likely to result in amaterial
weakness assessment, and any compensating or complementary ormonitoring controls
that might serve to limit the deficiency would then be considered.

A benefit of an automated control (e.g., sales order prices are checked against an
approved sales price database listing) is that it often needs to be tested only once or a few
times for operating effectiveness when ITGCs are assessed as effective, as an automated
control should perform consistently. Despite the “theory” of a single test, on critical con-
trols it is often a practical decision of entities and auditors to observe the control in
operation at a couple of points in the period to provide extra assurance of effectiveness
without busting the budget.

Some controls are actually combinations of automated andmanual procedures. For
example, anautomated controlmay select payments that donot exactlymatchapproved
invoices for a manual reconciliation. In such cases, both the automated and manual
controls need to operate effectively in order for the overall control to be effective. The
automated portion of the control might need to be tested only one or a few times, since
automated controls generally operate consistently in an effective ITGC environment.
However, to reach the same conclusion on themanual control, more instances are gen-
erally examined since deficiencies in the manual process portion can lead to instances
where the control does not function effectively due to inconsistency inhumanprocesses.
In most cases, the combination control is assessed as a unit, as both phases need to be
effective.

If the manual portion of the control fails often enough to meet the likelihood test,
then the magnitude of the potential deficiency needs to be examined. Suppose manage-
ment wanted to use an upper limit methodology (as described in Appendix 10B to this
chapter) to assess magnitude. If one unplanned-for manual procedure deviation was
found in 45 control instances examined, then the observed deviation rate is 2.2%. Using
statistical sampling tables or computer programs at a 90% (“high”) level of confidence,
the upper limit on the error rate can be determined to be approximately 8.4%. If 8.4%
of the population of $1,000,000 is misstated, the corresponding monetary limit on the
amount would be $84,000. This method of quantifying the deficiency amount helps
to relate the test findings to the materiality criteria but rests on assumptions about the
relationship between the incidence of control failures and the dollar amounts. People
who are assessing the severity of deficiencies can use either the upper limit approach
or the approach that considers compensating and monitoring controls; however, both
methods should not be applied to the same deviation since they are both approaches to
quantifying the possible magnitude, but they do not work together in reducing the true
magnitude.14

14 When the likelihood of misstatement is assessed as negligible, then the assessment process can assign an
exception level to any deviation instances.
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IT General Control Deficiencies

As previously noted, ITGC deficiencies do not cause misstatements, but lax ITGCs may
permit misstatements to occur in the underlying applications or data.

A failure to implement any passwords to limit access to programs or data at the
network or accounting software level is generally assessed as a material weakness by
auditors just in terms of an ITGC issue. If anyone can access the software and initiate
transactions, such as to schedule payments or change data files, perhaps to divert funds,
then the entity is highly exposed to fraud risk. A unique aspect of this deficiency is the
ability of talented fraudsters to cover their tracks after making changes to the accounts
or data. Inmany smaller entities where passwords are used, often they are taped towrit-
ing surfaces, inside drawers, or monitors. The appearance of any protectionwhatsoever
is misleading. The blessing here is that such poor practices can be easily remediated.
From a financial auditing standpoint, it would be foolhardy on the part of the auditor to
not respond to this ITGC issue by increasing testing levels of all accounts and disclosures
to respond to the possible fraud risk and to ensure that the reported amounts are fairly
stated.

While smaller entities should change passwords periodically and use appropriate
firewall protection for network connections to the Internet, it is not anticipated that
one size fits all regarding security. Some cost–benefit considerations will enter into the
equation of whether the designed protection is adequate for the assessed risk.

Failure to restrict access to programs and data can expose a company to unautho-
rized, fraudulent activity. Deliberate management manipulations of files and programs
in the case of the SEC v. Livent (seewww.sec.gov/litigation/litreleases/lr16022.txt) show
the importance of security and access controls and the risk associated with this element
of ITGCs.

In the Livent case, the lack of auditor attention to controls (including IT) opened the
doortoamanagementrecord-keepingfraudinvolvingmisdirectingthecostsofprojects to
under budget or incomplete projects in order to hide impending losses in other projects.
The complexity of the scheme required the fraudster managers to keep track of the
true state of affairs so that payments would still be made on time. Unrestricted access
to the accounting system was necessary to create the doctored records from the real
records. Programs were written to help keep track of the true and bogus records and to
transfer costs for the “auditor” books and restore then for the “real” books and records.
Cost transfers are also a fertile technique for making inappropriate charges to certain
government supplier contracts to maximize the overall entity returns on government
projects.

Many smaller and less complex entities use packaged software that has few
user options to customize processing logic. In such cases, the absence of a change
control process may not be relevant, since the underlying software may not allow
user-requested changes. Also, in the absence of implementing new software, the ITGCs
relating to new system development and implementation are probably not relevant to
many businesses, and deficiencies in the procedures would not result in a significant or
material ITGC deficiency finding.

http://www.sec.gov/litigation/litreleases/lr16022.txt
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Failure to perform timely backups or failure tomonitor and evaluate systems issues,
while often easy to fix, could cause serious issues and should be assessed as to severity
and reported to management.

Failures in the ITGC controlsmaypreclude auditors from relying onautomated con-
trols as an audit strategy andmay raise the costs of audits because of the need to perform
extensive substantive detail procedures.

As mentioned, entities reporting on internal controls “as of” a date may not assess
some ITGC deficiencies as significant deficiencies or material weaknesses if the under-
lying application controls can be shown to be effective at the as-of date. Figure 10.4
reflects this thinking as it was prepared to be used in conjunction with public company
reporting on internal controls using the as-of assumption. However, the implementa-
tion of Principle 11 of the 2013 COSO Framework revision is not reflected in following
Figure 10.4. In this case, a stand-alone decision should be made on the effectiveness of
ITGC deficiencies based on their severity.

Box 1. Are there complementary or

redundant ITGCs that were tested

and evaluated that achieve the

same control objective?

No 

No 

Yes

Significant

Deficiency

Material

Weakness 

Box 3. Are the control deficiencies

at the application level related to

or caused by the ITGC deficiency

classified as only a deficiency?

Box 2. Are there control

deficiencies at the application

level evaluated in Chart 2 that

are related to or caused by the

ITGC deficiency?

No 

Yes
Box 5. Does
additional

evaluation result

in a judgment that

the ITGC

deficiency is a

significant

deficiency?No 

OR 
Would a prudent

official conclude

that the ITGC

deficiency is a

significant

deficiency?

No

Yes

Yes 

Yes
Box 4. Are the control

deficiencies at the application

level related to or caused by the

ITGC deficiency classified as a

significant deficiency?

Deficiency

Individual boxes should be read in conjunction with the corresponding guiding principles. 

FIGURE 10.4 Chart 3. Evaluating Information Technology General Control Deficiencies
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Aggregating Deficiencies

If an entity identifies numerous significant deficiencies in controls over revenue and
these deficiencies affect primarily the existence assertion, consideration should be given
as to whether, in combination, the control deficiencies constitute a material weakness
since they are concentrated in the revenue account and the existence assertion.

If the samenumber of significant deficiencieswere spread out to the accounts, asser-
tions, and COSO components, in the aggregate they might not be considered a material
weakness.

In some cases where many, many deficiencies of less-than-material-weakness
severity are identified across many accounts, disclosures, and assertions, it may be
appropriate to assess this “carnival” as a material weakness when viewed from the
perspective of the prudent official. One of the engagements in the 77-engagement
2011 Bedard–Graham study identified over 200 deficiencies of various magnitudes
in the examination of controls. Anecdotally and in other surveys of deficiencies, other
public engagement examinations reported that over 500 deficiencies were found when
controls were examined more closely than before.15

The 2013COSOFramework tries to tie together related control deficiencies in away
not previously emphasized in the COSO guidance. For example, deficiencies in the infor-
mationandcommunication systems (e.g., timeliness andaccuracyof reports) canhavea
negative impact on managing the business (control environment and risk assessment)
and monitoring (e.g., identifying anomalies for follow-up) as well as control activities
(e.g., providing adequate data for developing estimates and allowances for various pur-
poses). In another example, failure to effectively control the purchasing process may
introduce a previously unidentified fraud risk that needs to be considered in the overall
controls structure and audit plan.More than ever before, entities and auditors are being
challenged to link and relate control deficiencies and consider how they might relate to
other controls, principles and components. This is very consistent with the expectation
that entities will implement the controls in an integrated way rather than viewing the
individual components, principles, and controls as mini-stovepipes that stand alone.

OVERALL ASSESSMENT

A conclusion that internal controls are ineffective will arise (1) when a material weak-
ness exists in any COSO component or (2) in one of the 17 Principles or (3) when the
controls are not implemented in an integrated fashion in the entity. This is a refinement
of previous guidance by COSO. The aggregation of numerous deficiencies in a COSO

15 See SEC Staff Accounting Bulletin Topic 1M2, Immaterial Misstatements that Are Intentional, for further dis-
cussion about the level of detail and degree of assurance that would satisfy prudent officials in the conduct of
their own affairs.
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component, account, or process or in an assertion could preclude you or your audi-
tor from concluding that internal controls were effective (akin to death by a thousand
small cuts). You should examine any identified deficiencies from different perspectives
before concluding that controls are effective. Suppose that a particular remote location
was poorly controlled as a business unit. Then all the transactions processed through
that unit could be exposed to those poor controls, and the aggregate exposure to the
entity could be more significant than the relative asset or income base might indicate.
An example could be a remotely located sales subsidiary that services international sales
transactions.

Like some professional examinations, you need to get passing grades on all parts
of the COSO examination in order to pass with an effective controls assessment. No
piecemeal or except-for opinions can be directed to the partial effectiveness of internal
controls. This fact reinforces the overarching concept of the integrated nature of con-
trols. The weakest link defines the strength of the chain.

Additional examples of deficiency assessments from the auditor perspective are
illustrated in the AICPA’s 2014 AA-Guide, Assessing and Responding to Audit Risk in a
Financial Statement Audit.
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A Framework for Evaluating
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Deficiencies
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Adapted and revised for 2013 by Lynford Graham, coauthor of the original framework
in 2004.

Introduction and Purpose
Guiding Principles
Chart 1—Evaluating Exceptions Found in the Testing of Operating Effectiveness
Chart 2—Evaluating Process/Transaction-Level Control Deficiencies
Chart 3—Evaluating Information Technology General Control (ITGC) Deficiencies
Chart 4—Evaluating Deficiencies in Pervasive Controls Other than ITGCs
Terminology

INTRODUCTION AND PURPOSE

This paper outlines a suggested framework for evaluating exceptions and deficiencies
resulting from the evaluation of a company’s internal control over financial reporting.
Issuers and auditors may find this framework useful.

This paper should be read in conjunction with the auditing standards (e.g., PCAOB
Auditing Standard No. 5, An Audit of Internal Control Over Financial Reporting Performed
in Conjunction with an Audit of Financial Statements, and AU-C Section 265, Communi-
cating Internal Control Related Matters Identified in an Audit), especially the definitions
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in paragraphs 8 through 10, the section on evaluating deficiencies, the examples of
significant deficiencies and material weaknesses in Section D, and the Background and
Basis forConclusions inSectionE.The framework isnot a substitute for theCOSOFrame-
work and other relevant professional literature.

The framework was originally developed by representatives of the following nine
firms:

1. BDO Seidman LLP
2. Crowe Chizek and Company LLC
3. Deloitte & Touche LLP
4. Ernst & Young LLP
5. Grant Thornton LLP
6. Harbinger PLC
7. KPMG LLP
8. McGladrey & Pullen LLP
9. PricewaterhouseCoopers LLP

In addition, William F. Messier, Jr., Professor, Georgia State University, also con-
tributed to the development of the framework.

This framework reflects their views on a framework consistent with their under-
standing.

The framework represents a thought process that will still require significant judg-
ment. The objective of the framework is to assist knowledgeable and experienced individ-
uals in evaluating deficiencies in a consistentmanner. Themeremechanical application
of this frameworkwill not, in and of itself, necessarily lead to an appropriate conclusion.
Because of the need to apply judgment and to consider andweigh quantitative and qual-
itative factors, different individuals evaluating similar fact patterns may reach different
conclusions.

The framework recognizes the requirement to consider likelihood andmagnitude in
evaluating deficiencies. It also recognizes that the maximum amount that an account
balance or total of transactions can be overstated is generally the recorded amount.
However, the recorded amount is not a limitation on the amount of potential under-
statement, and the risk of misstatement might be different for the maximum possible
misstatement than for lesser possible amounts.

The framework applies these concepts through the evaluation of a combination of
magnitude and likelihood. Because of thewide variety of control types, population char-
acteristics, and test exception implications, the group did not undertake to develop a
purely quantitative model. Instead, the framework considers quantitative and qualita-
tive factors.

This paper does not address the determination of materiality. This paper recognizes
that the same conceptual definition of materiality that applies to financial reporting
applies to information on internal control over financial reporting, including the rele-
vance of both quantitative and qualitative considerations:

◾ The quantitative considerations are essentially the same as in an audit of finan-
cial statements and relate to whether misstatements that would not be prevented
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or detected by internal control over financial reporting, individually or collectively,
have a quantitatively material effect on the financial statements.

◾ The qualitative considerations apply to evaluating materiality with respect to the
financial statements and to additional factors that relate to the perceived needs of
reasonable persons who will rely on the information.

GUIDING PRINCIPLES

The principles set forth below correspond to the box numbers on the appropriate charts
included in this paper.

The evaluation of individual exceptions and deficiencies is an iterative process.
Although this paper depicts the evaluation process as a linear progression, it may be
appropriate at any point in the process to return to and reconsider any previous step
based on new information.

In applying the framework, the following should be considered in determining
which chart(s) to use for evaluating individual exceptions and deficiencies:

◾ Chart 1 is used to evaluate anddeterminewhether anexceptionnoted inperforming
tests of operating effectiveness represents a control deficiency.

◾ Chart 2 is used to evaluate and classify control deficiencies inmanual or automated
controls that are directly related to achieving relevant financial statement asser-
tions.

◾ Chart 3 is used to evaluate and classify deficiencies in ITGCs that are intended to
support the continued effective operation of controls related to one ormore relevant
financial statement assertions. If an application control deficiency is related to or
caused by an ITGC deficiency, the application control deficiency is evaluated using
Chart 2 and the ITGC deficiency is evaluated using Chart 3. Note: this relates to the
1992 COSO Framework environment, relevant at the time of the publication.

◾ Chart 4 is used to evaluate and classify control deficiencies in pervasive controls
other than ITGCs. Such control deficiencies generally do not directly result in amis-
statement. However, they may contribute to the likelihood of a misstatement at the
process level.

After evaluating and classifying individual deficiencies, consideration should be
given to the aggregation of the deficiencies using the guiding principles outlined in
“Consider and Evaluate Deficiencies in the Aggregate” below.

Evaluating Exceptions Found in the Testing of Operating
Effectiveness (Chart 1)

General

The testing of controls generally relates to significant processes and major classes of
transactions for relevant financial statement assertions related to significant accounts
and disclosures. Therefore, the underlying assumption is that all exceptions/deficiencies
resulting from the testingmust be evaluated because they relate to accounts and disclo-
sures that are material to the financial statements taken as a whole.
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Box 1. Examine and understand cause and results of
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Individual boxes should be read in conjunction with the corresponding guiding principles. 

FIGURE 10A.1 Chart 1. Evaluating Exceptions Found in the Testing of Operating
Effectiveness

The purpose of tests of controls is to achieve a high level of assurance that the con-
trols are operating effectively. Therefore, the sample sizes used to test controls should
provide that level of comfort. In cases in which samples are selected using a statistically
based approach, sample sizes for frequently operatingmanual controls that result in less
than a 90% level of confidence that the upper limit deviation rate does not exceed 10%
typically would not provide a high level of assurance. (Refer to the AICPA Audit and
Accounting Guide, Audit Sampling.)

The magnitude of a control deficiency (i.e., deficiency, significant deficiency,
or material weakness) is evaluated based on the impact of known and/or potential
misstatements on annual and interim financial statements.

While some of the concepts discussed in this paper relate to statistical sampling, the
framework does not require the use of statistical sampling. A statistical sample is (1)
selected on a random or other basis that is representative of the population and (2) eval-
uated statistically. In tests of internal controls, it may be impractical to select samples
randomly, but they should be selected in an unbiased manner.

Box 1. All exceptions should be evaluated quantitatively and qualitatively. A thor-
ough understanding of the cause of the exception is important in evaluating whether a
test exception represents a control deficiency. This evaluation should consider the poten-
tial implications with regard to the effectiveness of other controls (e.g., the company’s
ITGCs and other COSO components).

In concluding whether the test objective was met, considerations include:

◾ The deviation rate in relation to the frequency of performance of the control (e.g.,
absent extending the test, there is a presumption that an exception in a control that
operates less frequently than daily is a control deficiency).

◾ Qualitative factors, including exceptions that are determined to be systematic and
recurring or that relate to the four specific factors outlined in the standards.
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◾ Whether the exception is known to have resulted in a financial statement misstate-
ment (e.g., there is a presumption that an exception that results in a financial state-
mentmisstatement in excess of the level of precision atwhich the control is designed
to operate is a control deficiency).

A control objective may be achieved by a single control or a combination of con-
trols. A test of controls may be designed to test a single control that alone achieves the
control objective or a number of individual controls that together achieve the control
objective.

Box 2. If the test objective is notmet, consideration should be given towhether addi-
tional testing could support a conclusion that the deviation rate is not representative of
the total population. For example, if observed exceptions result in a nonnegligible devia-
tion rate, then the test objective initially is notmet. In a test designed to allow for finding
one or more deviations, the test objective is not met if the actual number of deviations
found exceeds the number of deviations allowed for in the plan.

Box 3. If the test objective initially is not met, then there are two options:

◾ If the observed exceptions and resulting nonnegligible deviation rate are not
believed to be representative of the population (e.g., because of sampling error), the
test may be extended and reevaluated.

◾ If the observed exceptions and resulting nonnegligible deviation rate are believed
to be representative of the population, the exceptions are considered to be a control
deficiency and its significance is assessed.

Evaluating Process/Transaction-Level Control Deficiencies (Chart 2)

Step 1. Determine Whether a Significant Deficiency Exists

Box 1.When evaluating deficiencies, potentialmagnitude (inconsequential, more than
inconsequential, ormaterial) is based on the potential effect on both annual and interim
financial statements. The potential magnitude of a misstatement of annual or interim
financial statements of not more than inconsequential results in the deficient control
being classified as only a deficiency, absent any qualitative factors. Potential magnitude
of misstatement may be based on gross exposure, adjusted exposure, or other appropri-
ate methods that consider the likelihood of misstatement.

Boxes 2 and 3. If there are controls that effectively mitigate a control deficiency, it
is classified as only a deficiency, absent any qualitative factors. Such controls include:

◾ Complementary or redundant controls that achieve the same control objective.
◾ Compensating controls that operate at a level of precision that would result in the

prevention or detection of a more than inconsequential misstatement of annual or
interim financial statements.

Boxes 1, 2, and 3 should be considered separately. Adjusted exposure should not be
reduced by the quantitative impact of the compensating and complementary or redun-
dant controls.
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FIGURE 10A.2 Chart 2. Evaluating Process/Transaction–Level Control Deficiencies
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Box 3.Anunmitigated deficient control that results in a control objective not being
met related to a significant account or disclosure generally results in amore than remote
likelihood of a more than inconsequential misstatement of annual or interim financial
statements and, therefore, is at least a significant deficiency.

Step 2. Determine Whether a Material Weakness Exists

Box 4. The potential magnitude of a misstatement of annual or interim financial state-
ments that is less than material results in the deficient control being classified as only a
significant deficiency, absent any qualitative factors. Potential magnitude may be based
on gross exposure, adjusted exposure, or other appropriate methods that consider the
likelihood of misstatement.

Box 5. Compensating controls that operate at a level of precision that would result
in the prevention or detection of a material misstatement of annual or interim financial
statements may support a conclusion that the deficiency is not a material weakness.1

Box 6. In evaluating likelihood and magnitude, related factors include but are not
limited to the following:

◾ Thenatureof thefinancial statement accounts, disclosures, andassertions involved;
for example, suspense accounts and related party transactions involve greater risk.

◾ The susceptibility of the related assets or liability to loss or fraud; that is, greater
susceptibility increases risk.

◾ The subjectivity, complexity, or extent of judgment required to determine the
amount involved; that is, greater subjectivity, complexity, or judgment, like that
related to an accounting estimate, increases risk.

◾ The cause and frequency of known or detected exceptions in the operating effective-
ness of a control; for example, a control with an observed nonnegligible deviation
rate is a deficiency.

◾ The interaction or relationship with other controls; that is, the interdependence or
redundancy of controls.

◾ The possible future consequences of the deficiency.
◾ An indication of increased risk evidenced by a history of misstatements, including

misstatements identified in the current year.
◾ The adjusted exposure in relation to overall materiality. This framework recognizes

that in evaluating deficiencies, the risk of misstatement might be different for the
maximum possible misstatement than for lesser possible amounts.

As a result of this additional evaluation, determine whether the likelihood of a
material misstatement to both the annual and interim financial statements is remote.
In extremely rare circumstances, this additional evaluation could result in a judgment
that the likelihood of a more than inconsequential misstatement to both the annual
and interim financial statements is remote.

1 It has been identified in practice that truly compensating or redundant controls are rare. If the compensating
or redundant control did not identify a financial issue resulting from a control deficiency, the compensating
or redundant control is probably not effective.
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Boxes 7 and 8. When determining the classification of a deficiency, consider the
level of detail anddegree of assurance thatwould satisfy prudent officials2 in the conduct
of their own affairs that they have reasonable assurance that transactions are recorded
as necessary to permit the preparation of financial statements in conformitywith gener-
ally accepted accounting principles. If the auditor determines that the deficiency would
prevent prudent officials in the conduct of their own affairs from concluding that they
have reasonable assurance, then the auditor should deem the deficiency to be at least
a significant deficiency. Having determined in this manner that a deficiency represents
a significant deficiency, the auditor must further evaluate the deficiency to determine
whether individually, or in combinationwith other deficiencies, the deficiency is amate-
rial weakness.

Additional Considerations Related to Misstatements Identified

Agreater than deminimismisstatement of annual or interim financial statements iden-
tified by management or by the auditor during a test of controls or during a substantive
test is ordinarily indicative of a deficiency in the design and/or operating effectiveness of
a control, which is evaluated as follows:

◾ The design and/or operating deficiency(ies) that did not prevent or detect the
misstatement should be identified and evaluated based on Chart 2—Evaluating
Process/Transaction-Level Control Deficiencies—applying the following:

◾ Aknown or likely (including projected)misstatement that is inconsequential to
annual or interim financial statements is at least a deficiency

◾ A known or likely (including projected) misstatement that is more than incon-
sequential to annual or interim financial statements is an indicator of a poten-
tial significant deficiency

◾ Aknownor likely (including projected)misstatement that ismaterial to annual
or interim financial statements, or is associated with one of the four listed con-
ditions in the standards is at least a significant deficiency

The implications on the effectiveness of other controls, particularly compensating
controls, also should be considered.

Evaluating ITGC Deficiencies (Chart 3)

General. Deficiencies in ITGCs are evaluated in relation to their effect on application
controls.

◾ ITGC deficiencies do not directly result in misstatements.
◾ Misstatements may result from ineffective application controls.

2 This terminologyhas origins in the Securities andExchangeCommission (SEC) literature buthas beenwidely
adopted as it applies to “stepping back” to assess how a business person would view the controls.
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There are three situations in which an ITGC deficiency can/should rise to the level
of a material weakness:

◾ An application control deficiency related to or caused by an ITGC deficiency is clas-
sified as a material weakness

◾ The pervasiveness and significance of an ITGC deficiency leads to a conclusion that
there is a material weakness in the company’s control environment

◾ An ITGC deficiency classified as a significant deficiency remains uncorrected after
some reasonable period of time

In evaluating the effect of an ITGC deficiency on the continued effective operation
of application controls, it is not necessary to contemplate the likelihood that an effec-
tive application control could in a subsequent year become ineffective because of the
deficient ITGC.

Relationship between ITGCs and application controls. An understanding
of the relationship among applications relevant to internal control over financial
reporting, the related application controls, and ITGCs is necessary to appropriately
evaluate ITGC deficiencies. ITGCs may affect the continued effective operation of appli-
cation controls. For example, an effective security administration function supports the
continued effective functioning of application controls that restrict access. As another
example, effective program change controls support the continued effective operation
of programmed application controls, such as a three-way match. ITGCs also may
serve as controls at the application level. For example, ITGCs may directly achieve the
control objective of restricting access and thereby prevent initiation of unauthorized
transactions.

Similarly, ITGC deficienciesmay adversely affect the continued effective functioning
of application controls; in the absence of application controls, ITGC deficiencies alsomay
represent control deficiencies for one or more relevant assertions.

Evaluating ITGC deficiencies.All ITGC deficiencies are evaluated using Chart 3
(under the 1992 COSO framework). Additionally, if an ITGC deficiency also represents
a deficiency at the application level because it directly relates to an assertion, the ITGC
deficiency also is evaluated using Chart 2. In all cases, an ITGC deficiency is considered
in combination with application controls to determine whether the combined effect of
the ITGC deficiency and any application control deficiencies is a deficiency, significant
deficiency, or material weakness.

Box 1. Controls that effectively mitigate a control deficiency result in the deficiency
being classified as only a deficiency, absent any qualitative factors. Such controls include
complementary or redundant controls that achieve the same control objective. An ITGC
deficiency identified as a result of an application control deficiency indicates that other
ITGCs could not have achieved the same control objective as the deficient ITGC.

Box 2. If no deficiencies are identified at the application level (as evaluated in
Chart 2), the ITGC deficiency could be classified as only a deficiency.

Boxes 3 and 4. If there is a control deficiency at the application level related to
or caused by an ITGC deficiency, the ITGC deficiency is evaluated in combination with
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FIGURE 10A.3 Chart 3. Evaluating Information Technology General Control (ITGC)
Deficiencies

the deficiency in the underlying application control and generally is classified consistent
with the application control deficiency, that is:

◾ Amaterial weakness in an application control related to or caused by an ITGC defi-
ciency indicates that the ITGC deficiency also is a material weakness.

◾ A significant deficiency in an application control related to or caused by an ITGC
deficiency indicates that the ITGC deficiency also is a significant deficiency.

◾ An application control deficiency (that is only a deficiency) related to or caused by
an ITGC deficiency generally indicates that the ITGC deficiency is only a deficiency.
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Box 5.Notwithstanding the guiding principles relating to Boxes 7.2, the classifica-
tion of an ITGC deficiency(ies) should consider factors including but not limited to the
following:

◾ The nature and significance of the deficiency; for example, does the deficiency relate
to a single area in theprogramdevelopment process or is the entire process deficient?

◾ The pervasiveness of the deficiency to applications and data, including:
◾ The extent to which controls related to significant accounts and underlying

business processes are affected by the ITGC deficiency
◾ The number of application controls that are related to the ITGC deficiency
◾ The number of control deficiencies at the application level that are related to or

caused by the ITGC deficiency
◾ The complexity of the company’s systems environment and the likelihood that the

deficiency could adversely affect application controls
◾ The relative proximity of the control to applications and data
◾ Whether an ITGC deficiency relates to applications or data for accounts or disclo-

sures that are susceptible to loss or fraud
◾ The cause and frequency of known or detected exceptions in the operating effective-

ness of an ITGC; for example, (1) a control with an observed nonnegligible deviation
rate, (2) an observed exception that is inconsistent with the expected effective oper-
ation of the ITGC, or (3) a deliberate failure to apply a control.

◾ An indication of increased risk evidenced by a history of misstatements relating to
applications affected by the ITGC deficiency, includingmisstatements in the current
year

When determining the classification of a deficiency, consider the aforementioned
prudent official guidance.

Additional Consideration

ITGCs support the proper and consistent operation of automated application controls.
Therefore, consideration should be given to the nature, timing, and extent of the testing
of related application controls affected by, or manual controls dependent on, the defi-
cient ITGC.

Evaluating Control Deficiencies in Pervasive Controls Other than
ITGC (Chart 4)

General. Deficiencies in pervasive controls like control environment issues may not
directly result in a misstatement. However, they may contribute to the likelihood of a
misstatement at the process level. Accordingly, evaluation of a deficiency in a pervasive
control other than ITGC is based on the likelihood that such deficiencywould contribute
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FIGURE 10A.4 Chart 4. Evaluating Control Deficiencies in Pervasive Controls Other than
ITGC

to circumstances that could result in a misstatement. Quantitative methods generally
are not conducive to evaluating such deficiencies.

Step 1. Determine Whether a Significant Deficiency Exists

Boxes 1 and 2. A deficiency of the character of the four “special deficiencies” often
results in deficiencies being at least a significant deficiency. The circumstances in which
an evaluation would lead to the deficiency not being classified as at least a significant
deficiency are rare.
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Box 3. Certain controls could result in a judgment that the deficient control is lim-
ited to a deficiency and classified as only a deficiency, considering qualitative factors.
Such controls include:

◾ Complementary or redundant programs or controls.
◾ Compensating controls within the same or another component (e.g., monitoring).

Box 4. A deficiency with a reasonably possible likelihood that the deficiency could
contribute to amore than inconsequentialmisstatement is a significant deficiency. Such
judgment considers an evaluation of factors such as:

◾ The pervasiveness of the deficiency across the entity.
◾ The relative significance of the deficient control to the component.
◾ An indication of increased risks of error (evidenced by a history of misstatement).
◾ An increased susceptibility to fraud (including the risk of management override).
◾ The cause and frequency of known or detected exceptions for the operating effec-

tiveness of a control.
◾ The possible future consequences of the deficiency.

Step 2. Determine Whether a Material Weakness Exists

Box 5. The evaluation of certain controls could result in a judgment that the deficient
control is limited to a significant deficiencyand classified as such, consideringqualitative
factors, including those associatedwith the “special deficiencies.” Such controls include
compensating controls within the same or another component.

Box 6.A deficiency with a reasonably possible likelihood that the deficiency would
contribute to amaterial misstatement is amaterial weakness. Such judgment considers
an evaluation of factors such as:

◾ The pervasiveness of the deficiency across the entity.
◾ The relative significance of the deficient control to the component.
◾ An indication of increased risks of error (evidenced by a history of misstatement).
◾ An increased susceptibility to fraud (including the risk of management override).
◾ The cause and frequency of known or detected exceptions for the operating effec-

tiveness of a control.
◾ The possible future consequences of the deficiency.

Boxes 7 and 8. When determining the classification of a deficiency, consider the
previously described prudent official test.

Consider and Evaluate Deficiencies in the Aggregate

Deficiencies are considered in the aggregate by significant account balance, disclosure,
and COSO component to determine whether they collectively result in significant
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deficiencies or material weaknesses. Aggregation of control activities deficiencies by
significant account balance and disclosure is necessary since the existence of multiple
control deficiencies related to a specific account balance or disclosure increases the
likelihood of misstatement. Aggregation by the control environment, risk assessment,
information and communication, andmonitoring components of COSO ismore difficult
and judgmental. For example, unrelated control deficiencies relating to design inef-
fectiveness in other COSO components could lead to the conclusion that a significant
deficiency or material weakness in the risk assessment component exists. Similarly,
unrelated control deficiencies in other COSO components could lead to a conclusion
that a significant deficiency or material weakness in the control environment or
monitoring component exists. The COSO Framework released in 2013 emphasizes that
control issues identified in one principle can also reflect on another principle, and these
relationships should also be considered in the aggregation process.

TERMINOLOGY

Adjusted exposure—gross exposure (see below) multiplied by the upper limit devia-
tion rate.

Application controls—automated control procedures (e.g., calculations, posting to
accounts, generation of reports, edits, control routines, etc.) or manual controls that
are dependent on information technology (IT) (e.g., the review by an inventory man-
ager of an exception report when the exception report is generated by IT). When IT is
used to initiate, authorize, record, process, or report transactions or other financial data
for inclusion in financial statements, the systems and programs may include controls
related to the corresponding assertions for significant accounts or disclosures ormay be
critical to the effective functioning of manual controls that depend on IT.

Compensating controls—controls that operate at a level of precision thatwould result
in the prevention or detection of a misstatement that wasmore than inconsequential or
material, as applicable, to annual or interim financial statements. The level of precision
should be established considering the possibility of further undetected misstatements.

Complementary controls—controls that function together to achieve the same con-
trol objective.

Control deficiency—a deficiency in the design or operation of a control that does not
allow management or employees, in the normal course of performing their assigned
functions, to prevent or detect misstatements on a timely basis.

◾ A deficiency in design exists when (a) a control necessary tomeet the control objec-
tive is missing or (b) an existing control is not properly designed so that, even if it
operates as designed, the control objective is not always met.

◾ Adeficiency inoperation existswhenaproperly designed control doesnot operate as
designed, orwhen the person performing the control does not possess the necessary
authority or qualifications to perform the control effectively.
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Control objective—theobjective(s) related to internal control over financial reporting
to achieve the assertions that underlie a company’s financial statements.

Gross exposure—aworst-case estimate of themagnitude of amounts or transactions
exposed to the deficiencywith regard to annual or interim financial statements, without
regard to the upper-limit deviation rate or likelihood of misstatement, and before con-
sidering complementary, redundant, or compensating controls. Factors affecting gross
exposure include:

◾ The annual or interim financial statement amounts or total transactions exposed to
the deficiency.

◾ The volume of activity in the account balance or class of transactions exposed to
the deficiency that has occurred in the current annual or interim period or that is
expected in future periods.

Inconsequential—

◾ Potential misstatements equal to or greater than a threshold (e.g., 20%) of overall
annual or interim financial statement materiality are presumed to be more than
inconsequential.

◾ Potentialmisstatements less than some threshold of overall annual or interimfinan-
cial statement materiality may be concluded to be more than inconsequential as a
result of the consideration of qualitative factors.

Information technology general controls (ITGCs)—policies and procedures that relate
to many applications and support the effective functioning of application controls by
helping to ensure the continued proper operation of information systems. This includes
four3 basic IT areas that are relevant to internal control over financial reporting:

◾ Program development.
◾ Program changes.
◾ Computer operations.
◾ Access to programs and data.

Material weakness—a deficiency, or a combination of deficiencies, in internal
control, such that there is a reasonable possibility that a material misstatement of the
entity’s financial statements will not be prevented, or detected and corrected, on a
timely basis. (See AU-C Section 265 and PCAOB AS No. 5.)

Pervasive controls other than ITGC—the general programs and controls within the
control environment, risk assessment, monitoring, and information and communica-
tion, including portions of the financial reporting process, that have a pervasive impact
on controls at the process, transaction, or application level.

3 Some sources identify a fifth element relating to the organization structure of the IT function.
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Potential misstatement—an estimate of the misstatement that could result from a
deficiency with a more than remote likelihood of occurrence.

Redundant controls—controls that achieve the same control objective.
Remote likelihood—the chance of the future event or events occurring is slight.
Significant deficiency—adeficiency, or a combination of deficiencies, in internal con-

trol that is less severe than amaterial weakness yet important enough tomerit attention
by those charged with governance (AU-C Section 265 and PCAOB AS No. 5).

Test objective—the design of the test of a control activity to determine whether the
control is operating as designed, giving consideration to:

◾ The nature of the control and the definition of an exception.
◾ The frequency with which the control operates.
◾ The desired level of assurance in combination with the reliability of the control; for

example, whether the control is designed to achieve the control objective alone or
in combination with other controls.

◾ The number of exceptions expected.

Upper limit deviation rate—the statistically derived estimate of the deviation rate
based on the sample results, for which there is a remote likelihood that the true
deviation rate in the population exceeds this rate (refer to AICPA AA-G Audit Sampling).
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Assessing the Potential
Magnitude of a Control

Deficiency

IN ASSESSING the severity of a deficiency in a controls operation, calculating the
upper limit on the deviation rate is one way to assist in classifying the deficiency as
simply a deficiency, a significant deficiency, or a material weakness.
The following is a possible approach to quantifying the potentialmagnitude of expo-

sure to misstatement based on deviation rates in the control tests. Qualitative factors,
such as whether the deficiency arose from management override or fraud, should also
be considered when assessing the severity of a deficiency.

When the auditor identifies control deviations in a sample, deficiencies are implied
in the design or operating effectiveness of the control. In a sample that is planned such
that somedeviationsmayappear in the sample result and the sample objectives (in terms
of confidence and tolerable rate) will still be achieved, the sample will meet the desired
criteria as long as the deviations do not exceed the rate used in planning. When the
deviation rate in the sample exceeds the expected deviation rate used in planning, an
approach that may be used to quantify the likelihood and magnitude of the observed
rate or deviation is described below. The prudent official stepwould still be applied to the
result from this procedure.

If, in a sample of 30 control operations, one deviation is found, but the sample was
planned to allow for no deviations, then the “likelihood” criterion of deficiency evalu-
ation is met (assuming the auditor decides not to extend the test). Alternatively, in a
sample of 60 control operations where an allowance for one deviationwas expected and
considered in determining the sample size, one deviation found in the samplewould gen-
erally indicate that the likelihood criterion has not beenmet since the sample size is still
sufficient to conclude the tolerable deviation rate is not exceeded.

299
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A limit on the magnitude of a deficiency may be developed based on an assumption
that the upper limit on the deviation rate can be used to roughly estimate the proportion
of dollars exposed to the control deviation. This estimate may, along with consideration
of other quantitative and qualitative factors, assist the auditor in assessing the severity of
a deficiency.

EXAMPLE FACTS

In a sample of 30 manual control operations from a population of 5,000 control oper-
ations, one deviation was identified. The sample was designed with an expectation that
zero deviations would be found.

One deviation in a sample of 30 is a rate of 3.3 percent. A statistically based upper
limit on the deviation rate at a specified confidence level (e.g., 90%) can be estimated
using software, tables (as illustrated in the following section), or formulas. That upper
limit relates to the criterion of tolerable deviation rate that was used in planning the
sample.

Calculate the Upper Limit in Percent

The following illustrates the use of Table A.4 in Appendix A of the AICPA AAG, Audit
Sampling (AICPA, 2014). A portion of that table appears as Table 10B.1 in this appendix.
Results may also be obtained using software with statistical functions such as the pro-
gram IDEA (www.audimation.com).

1. Locate the sample size (30) along the left column.
2. Locate the number of deviations (1) along the top row.
3. Identify the intersection in the body of the table—this is the upper limit (12.4%).

Relate the Upper Limit to the Magnitude of Exposure

The following illustrates how to relate the upper limit to the magnitude of monetary
exposure:

1. The gross exposure of the dollars processed through this control is $4,000,000.
2. The upper limit on the control deviations, based on the sample result, is 12.4%.
3. The adjusted exposure is $496,000 (12.4% × $4,000,000).
4. The $496,000 potential indicated exposure can be compared to materiality. This
may assist the auditor in evaluating the severity of the control deficiency.

Care should be taken when interpreting these results. The results are based on a
presumption that the rate of deviation in the sample can be equated to monetary mis-
statement. Due to the imperfect relationship between control deficiencies and misstate-
ments, the small sample sizes often used for controls tests, and the variability in dollar

http://www.audimation.com
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TABLE 10B.1 Upper Limit on Deviation Rates at 90% Confidence

Actual Number of Deviations Found

Sample Size 0 1 2 3 4 5 6 7

20 10.9 18.1 24.5 30.5 36.1 41.5 46.8 51.9
25 8.8 14.7 20.0 24.9 29.5 34.0 38.4 42.6
30 7.4 12.4 16.8 21.0 24.9 28.8 32.5 36.2
35 6.4 10.7 14.5 18.2 21.6 24.9 28.2 31.4
40 5.6 9.4 12.8 16.0 19.0 22.0 24.9 27.7
45 5.0 8.4 11.4 14.3 17.0 19.7 22.3 24.8
50 4.6 7.6 10.3 12.9 15.4 17.8 20.2 22.5
55 4.2 6.9 9.4 11.8 14.1 16.3 18.4 20.5
60 3.8 6.4 8.7 10.8 12.9 15.0 16.9 18.9

value between different items in the population, the technique is not a substitute for
the direct testing of the account or balance for misstatement, but it is an approximation
procedure than can be more objective than alternative methods.

◾ The body of the table presents the upper limits as percentages.
◾ The table assumes a large population (e.g., the sample size is a negligible proportion

of the population).
◾ Different tables are required when other confidence levels are appropriate for the

analysis.

Notes: When the compensating controls are not independent from the control
examined, applying the upper limit calculation and the compensating controls approach
together might take double credit for mitigating the deficiency, as these approaches are
bothmeans to estimate the extent of possible deviation from the observed sample result.
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Reporting Requirements

PUBLIC AND NONPUBLIC entities diverge when it comes to publicly disclosing
the effectiveness of internal control over financial reporting and material
weaknesses. Only public entities are required to publicly report on internal

controls effectiveness and disclose material weaknesses. Nonpublic entities may be
required by regulatory requirements to report on controls over compliance with laws
and regulations or on internal controls as defined in specific regulations.1 In addition,
lenders, venture capitalists, or absentee owners may require such reports. Of course,
such entities may voluntarily report on internal control and can have an auditor issue
an opinion on the entity’s internal control.

The Government Accountability Office (GAO) has indicated that it may require
some form of internal controls reporting for entities under its audit jurisdiction in the
future.

NONPUBLIC ENTITY REPORTING

While not required to report on internal controls unless required by a regulator or a
covenant, private entities and other nonpublic entities can obtain an auditor’s opinion
on the effectiveness of their internal controls over financial reporting (ICFR). That
report would be accompanied by management’s assertion about the effectiveness of

1 For example, for nonfiler banks: Section 112 of the Federal Deposit Insurance Corporation Improvement Act
(FDICIA) (Section 36 of the Federal Deposit Insurance Act, 12.U.S.C. 1831m), and its implementing regula-
tion, 12 CFR Part 363.
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controls, similar to the reporting model for public companies, and would be issued
under a newly revised Statement on Standards for Attestation Engagements (SSAE)
No. 15, An Examination of an Entity’s Internal Control over Financial Reporting that Is
Integrated with an Audit of Its Financial Statements.2 In general, SSAE No. 15 converges
the standards practitioners use for reporting on a nonpublic entity’s internal control
with Public Company Accounting Oversight Board (PCAOB) Auditing Standards (AS)
No. 5, An Audit of Internal Control that Is Integrated with an Audit of Financial Statements.
The SSAE No. 15 report would cover both the design and operating effectiveness
of internal controls. An entity desiring a report on just the design of the system
of internal controls without the testing of those controls would receive that report
under the guidance in AT section 101, Attest Engagements. An illustrative report from
AT No. 501 (in effect at the time of this writing) is provided in the appendix to this
chapter.

Why would an entity voluntarily report on internal controls? While not common,
there can be good reasons to do so. Not-for-profit entities compete with each other
for funds. Given some of the unfortunate stories regarding the use of funds at some
well-known charities, such as the United Way and Red Cross, entities may wish to
raise (or redeem) their profile with potential contributors by providing such a report.
If the public perceives that the report gives them confidence in the organization’s use
of funds, the attestation has value even though the reports may not directly address all
of the issues of how funds are spent by the entity. As more governmental units require
some level of attestation regarding controls, will the absence of such a statement
accompanying the financial statements of other entities be perceived as a negative?

In some cases, experiments in voluntary reporting on internal controls have
resulted in a suspension of the project. Too often, the energy to initiate the voluntary
project is later diminished by further questions regarding the value of the effort—when
the scope and costs are clearer, by the resources available to document and assess and
test the controls, and by the magnitude of control deficiencies identified during the first
phases. A common tactic is to put the assessment on hold until the identified issues
to this point are remediated. Without the public company mandate to report, this
sidetrack often stalls the project indefinitely, despite the value it brought in identifying
serious deficiencies. For example, an entity like a university or a hospital is complex,
comprised of groups of semiautonomous units without dedicated resources devoted
to controls procedures and monitoring. Underestimating the scope and effort to do a
project in such an environment is more the rule than the exception.

Governance of nonpublic entities will receive communications from their auditor
about control deficiencies that are significant deficiencies andmaterial weaknesses that
were identified in the course of the audit. These communications are designed for inter-
nal communication. Regulators, lenders, or other parties may have an interest in such
matters, but the auditor communication is with the entity.

2 SSAE No. 15 is planned to supersede extant American Institute of Certified Public Accountants (AICPA) AT
section 501, Reporting on an Entity’s Internal Control Over Financial Reporting. At the time of this writing this
SSAE may be elevated to a SAS.
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PUBLIC COMPANY ANNUAL AND QUARTERLY
REPORTING REQUIREMENTS

When, as a result ofmanagement’s testing and evaluation process, it determines that no
materialweaknesses in internal control exist as of year-end,managementmay conclude
that internal control is effective. If one ormorematerial weaknesses do exist at year-end,
thenmanagement is precluded from stating that internal control is effective. According
to Securities and Exchange Commission (SEC) Release No. 33-8810: “Management is
not permitted to conclude that ICFR is effective if there are one or more material weak-
nesses in ICFR” (p. 6).

Figure11.1provides anexamplemanagement report.Rather thanexample reports,
the SEC guidelines list the expected contents of the report. (See SEC Releases No. 33-
8238 and 34-47986 as modified August 28, 2008. The original effective date of the
original release was August 2003.) Thus, while companies have some discretion over
the details of their reports, most management reports are similar in wording, as adven-
turesome experimentation is not encouraged by being in a regulated environment. You
may wish to view some recent reports filed with the SEC by various companies to see
variations in presentation and wording; however, the independent auditor will review
this report carefully to ensure that the disclosures are not misleading.

The next-to-last paragraph of the example report states management’s conclusion
about internal control. The SEC has stated that management must state whether inter-
nal control is functioning effectively. Negative assurance, in which management states,

FIGURE 11.1 Example of Management’s Statement on Internal Control over Financial
Reporting
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“Nothing has come to our attention that would lead us to believe that internal control
was not functioning effectively,” is not acceptable.3

For reports issued for periods ending after December 15, 2014, companies will
be expected to identify whether they are using the original 1992 Framework or the
revised (2013) Framework. While transition issues continue to be considered as this
book is being updated, the Chief Accountant of the SEC, Paul Beswick, CPA, has
stated in speeches that the SEC may question reports that continue to use the 1992
Framework for their assessment. Since the revised Framework will have been released
over 18 months before, the expectation is that sufficient time has passed for most
entities to implement the revised Framework.

Management should state its assessment in an unqualified manner, that is, with-
out qualification or exception. For example, management should not state that internal
control is effective “except for” certain material weaknesses.

Similarly, management’s report may not include a “scope restriction,” stating that
it was unable to assess certain aspects of its internal control and that its report is limited
only to those aspects it was able to assess.

For example, suppose that an entity uses an outside service organization to process
certain transactions. Normally, the service organization would provide a Service Orga-
nization Controls (SOC) 1, Type 2 Service Organizations report, which would serve as the
basis for management’s assessment of the relevant controls of the provider. But what if
the service organization did not provide such a report? Going further, suppose it would
not grant management or the auditors access to review their controls. Would it be per-
missible for management simply to state this in its report and conclude only on other
elements of internal control?

No, this type of reporting is not allowed. In this situation, management must deter-
mine whether its inability to assess controls maintained by the service organization is
significant enough to conclude in its report that internal control is not effective. The
SEC’s position has been that companies need to include in their contracts for outside
services a “right to audit” to avoid such scope limitations. According to SEC Release
No. 33-8810: “The Commission’s disclosure requirements state that management’s
annual report on ICFR must include a statement as to whether or not ICFR is effective
anddonot permitmanagement to issue a report on ICFRwitha scope limitation” (p. 41).

There can be very legitimate reasons why scopemay be limited. In an unusual situ-
ation, an important manufacturing and processing facility was closed due to local civil
unrest. The facilitywas locked and patrolled byheavily armed guards because of the fun-
gible nature of the inventory and processed materials. Access could not be obtained by
either companymanagement or the auditors. Nobody volunteered to test the threat that
“the guns are loaded.” In situations like this, the SEC staff have encouraged registrants
to consult with them in advance. Because the failure to file or the failure to adhere to
the reporting requirements is subject to sanctions and fines, it is in the company’s best
interest to consult with the SEC on unusual situations as soon as possible.

3 See footnote 62 to the SEC’s final rule “Management’s Reports on Internal Control over Financial Reporting
and Certification of Disclosure in Exchange Act Periodic Reports (release numbers 33-8238 and 34-47986 as
modified August 28, 2008).
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Management’s Report When a Material Weakness
Exists at Year-End

When a material weakness exists at year-end, management is required to report that
internal control is not effective as of year-end. Figure 11.2 provides an example of man-
agement’s internal control report when a material weakness exists at year-end.

In addition to the fact that one or more material weaknesses were identified, infor-
mation should be disclosed regarding the nature of theweakness. Practice varies regard-
ing the level of detail and commentary surrounding the disclosure, and again, some
research into the practices of other publicly reporting companies with similar issues
and discussions with SEC counsel may be helpful in thinking through what you should
be disclosing. In SEC Release No. 33-8810, the SEC states the purpose of these disclo-
sures: “The goal underlying all disclosure in this area is to provide an investor with
disclosure and analysis that goes beyond describing the mere existence of a material
weakness” (p. 39).

Recently the SEC has expressed concern that the level of detail provided in some
reports regarding the nature of the material weaknesses has been less than expected.
While no specific parameters are specified so far, the SEC may inquire of companies
when disclosures are insufficiently detailed to identify whether the weakness disclosure
is related to a prior material weakness that continues to exist or is a new issue. Clarify-
ing the disclosure will reduce unnecessary inquiries that waste SEC and company time.

[Introductory paragraph. See Exhibit 11.1]

[Optional inherent limitations paragraph. See Exhibit 11.1]

A material weakness in internal control is a significant deficiency or an aggregation of significant
deficiencies that preclude the entity’s internal control from providing reasonable assurance that
material misstatements in the financial statements will be prevented or detected on a timely basis
by employees in the normal course of performing their assigned functions. A significant
deficiency is an internal control deficiency in a significant control or an aggregation of such
deficiencies that could result in a misstatement of the financial statements that is more than
inconsequential.

The management of XYZ has assessed the effectiveness of the company’s internal control over
financial reporting as of December 31, 20XX, and this assessment identified the following
material weakness in the company’s internal control over financial reporting:

[Describe the material weakness]

To make our assessment of internal control over financial reporting, we used the criteria
described in Internal Control—Integrated Framework (date), issued by the Committee of
Sponsoring Organizations of the Treadway Commission. We believe that our assessment of the
company’s internal control over financial reporting met those criteria.

Our independent auditors have issued an attestation report on our assessment of the company’s
internal control over financial reporting. You can find this report on page xx.

FIGURE 11.2 Example of Management’s Report on Internal Control over Financial
Reporting When a Weakness Is Disclosed
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Because material weaknesses identified in one period need to be remediated as soon as
possible, but are expected to be remediatedwithin a year, this situation relates to a poten-
tial SEC enforcement issue.

It is sometimes difficult, for example, for readers and academic researchers to
identify whether a material weakness noted in a prior-year report remains in the
current report or if the prior weakness was remediated and a related weakness in the
same general area (e.g., sales) was identified and is now being reported for the first time.
When researching remediation rates between periods, assumptions need to be made
regarding whether similar-sounding weaknesses are continuations or new issues.
Because researchers are unable to query management on this issue, the assumptions
they make may be faulty and the research conclusions incorrect. Such a situation can
be harmful to the user and harmful to policy makers who may consult research to
assess the effectiveness of existing policy.

As-Of Reporting Implications

The SEC rules require management to report on the effectiveness of internal control as
of a point in time rather than during a given period. This distinction is important for
several reasons, including:

◾ Extent of testing. Reporting on controls at a point in time may require testing of
controls with an emphasis on the period closer to year-end. Unfortunately, for the
auditor to utilize information from the tests of controls in reducing the extent of
other tests, those control conclusions need to be useful throughout the period of
reliance. In populationswith limited activity, testing near year-endmay also involve
sampling fromvery small populations, and thus someof the sample sizes for this spe-
cific purposewill be smaller than if the tests covered the entire reporting period. This
issue is discussed further in Chapter 8, Evidence and Testing.

◾ Correction of deficiencies. Early testing ismore conducive to the identification and cor-
rection of deficiencies. This is because the correction of a deficiency early in the report-
ing period may allowmanagement to redesign and retest the control and conclude
that internal control is functioning effectively at the end of the period. For example,
suppose the company identified a material weakness during the first quarter of its
fiscal year, and it took immediate corrective action. That corrective action would still
require disclosure in the entity’s first-quarter 10-Q and Section 302 certification,
since it would indicate a change in internal control that would have a material
effect on internal control. Going forward, assuming that the corrective actionswere
successful, the company and the auditor may be able to conclude that controls are
effective at subsequent reporting dates. When the auditor is able to conclude the
controls are effective over the reporting period, often less audit work is required and
thus audit efficiencies can result.

It seems clear that without the ability to remediate material weaknesses during the
periodand still report that controls are effective at year-end, the rate of ineffective control
opinions would greatly exceed the “ineffective” rates observed.
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For management to conclude that an identified control deficiency has been reme-
diated successfully, the corrected control must be in place and operating effectively for
a period of time that is sufficient to draw a reliable conclusion about its effectiveness.
It should also be remembered that the independent auditor will likely want to test this
control, given the risk associated with its prior status as a material weakness. That can
also add someadditional lead time to the time constraints. Change doesnot always imply
that the control is now effective. In some cases, changes in controls may fix one aspect
of deficient operation but create unexpected problems in other areas affected by the
control. Testing or other evidence is required to confirm that the change has remediated
the control. Furthermore,when amaterialweakness is the product of the aggregation of
significant deficiencies and other deficiencies, it may take extra time to design a number
of fixes to related deficiencies.

Determiningwhat constitutes a “sufficient period of time”will requiremanagement
and the auditor to exercise judgment. Matters to be considered whenmaking this deter-
mination include:

◾ Nature of the control objective. The nature of the control objective being addressed
should be considered. For example, some control objectives are transaction oriented
and narrowly focused, and have a direct effect on the financial statements. A review
of vendor invoices for payment or a revenue recognition control may be sufficiently
precise and frequent in operation to detect improvements or changes in controls
fairly easily. Other control objectives may be control environment–oriented and
affect the entity broadly, and have only an indirect effect on the financial state-
ments. Management’s tone at the top and the entity’s hiring and training practices
are examples of these types of controls. It may be more difficult to immediately
confirm that the changes have resulted in improvement.

In general, because of their indirect effect on the financial statements and their
ability to influence the effectiveness of other controls, corrections to environment-
oriented controls should be in place and operating effectively for a much longer
period of time than corrections to controls that are more transactions based. That
is, it will take you longer to determine whether a change in management’s attitude
is having its desired effect on internal control performance than it will to determine
whether a new account reconciliation procedure is being performed properly.

◾ Nature of the correction. Somecorrectionsmaybeprogrammed into the entity’s infor-
mation processing system. For example, to correct a control deficiency, the entity
may change its system to correct a flaw in data processing or generate a better
exception report.Assuming that the entityhas effective information technology (IT)
general controls, a computer application should perform the same task consistently
for an indefinite period of time. The change to correct a processing flaw might be
quick and easy to confirm. Thus, this correction may need to be operational only
for a relatively short period of time before you can draw a reliable conclusion about
its effectiveness.

In contrast, a person must investigate and properly resolve the items identified
in an exception report. Unlike a computer application, the performance of an
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individual often varies. For this reason, a correction that involves human per-
formance (rather than a computer system) should be operating effectively for a
relatively longer period of time before a reliable conclusion is reached.

◾ Frequency of the corrected control procedure. Some control procedures are performed
frequently (e.g., the authentication of credit card information for all online cus-
tomers who purchase goods). Other procedures are performed less frequently
(e.g., account reconciliations between the subsidiary and general ledgers). When
control procedures are performed frequently, less time is needed for you to have
enough evidence to draw a reliable conclusion about the remediation. For a credit
card authorization, the control procedure may be performed thousands of times
in just a few days. If an account reconciliation is performed only once a month,
however, the control may need to be in place for more than a month before you
would have evidence to conclude on its effectiveness.

Ultimately, taking steps to correct a control deficiency and then waiting a certain
amount of time is not sufficient for management to conclude that the deficiency no
longer exists. New controls must be tested, and the evidence from these tests must be
sufficient to enable management (and the auditor) to reach a conclusion about their
effectiveness. When program adjustments are made in computerized systems, IT gen-
eral controls over changes in programs include testing the program before accepting it
as functioning. These test results can also be consideredwhenassessing the effectiveness
of the remediation.

REPORTING ON MANAGEMENT’S RESPONSIBILITIES
FOR INTERNAL CONTROL

Although not required, many companies include other management statements
relating to internal control in their annual reports to shareholders. Typically, these
statements are located in close proximity to the company’s financial statements. These
optional statements may or may not be designed to comply with Sarbanes-Oxley (SOX)
reporting requirements. Care should be taken that any additional disclosures are not
confused with the required reporting on internal control. Indeed, if statements are
made that are potentially misleading or incomplete, auditors are advised to specifically
disclaim association with these statements. Wordings of additional commentary
on internal controls effectiveness or other assertions included in the management
discussion and analysis (MD&A) section or elsewhere should be carefully reviewed with
your auditor in advance. The SEC requirements identify the elements of the company
report that must be present but stop short of providing examples of specific reports in
the desire to have companies draft presentations that are most informative to their
shareholders.

In 1994, COSO presented model guidelines on the preparation of internal control
reports to shareholders. These guidelines attempt to achieve a balance between two
competing needs: conformity and flexibility. Management may also wish to report on:
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◾ Plans concerning possible future business changes and related changes in controls.
◾ Statements regarding management’s remediation of controls.
◾ Other matters.

The independent auditor will consider whether any of the other disclosures might
be confusing or misleading regarding the internal control requirements. If so, the audi-
tor may have to note the issue in his or her report if a change is not made. Note point
(d) in this list of potential auditor report modifications from paragraph C1 in PCAOB
AS No. 5.

The auditor should modify his or her report if any of the following conditions
exist:

a. Elements of management’s annual report on internal control are incom-
plete or improperly presented.

b. There is a restriction on the scope of the engagement.
c. The auditor decides to refer to the report of other auditors as the basis, in

part, for the auditor’s own report.
d. There is other information contained in management’s annual report on

internal control over financial reporting.
e. Management’s annual certification pursuant to Section 302 of the

Sarbanes-Oxley Act is misstated.

The auditor requirements regarding “additional” information provided bymanage-
ment regarding internal control are sufficiently clear. If management is unsure about
any additional disclosures it wants to make, it should speak with its SEC counsel and its
auditor in advance. From PCAOB AS No. 5:

C12. Management’s Annual Report on Internal Control Over Financial
Reporting Containing Additional Information. Management’s annual report
on internal control over financial reporting may contain information in
addition to the elements described in paragraph 72 [the required elements]
that are subject to the auditor’s evaluation.

C13. If management’s annual report on internal control over financial
reporting could reasonably be viewed by users of the report as including
such additional information, the auditor should disclaim an opinion on the
information.

C14. If the auditor believes that management’s additional information
contains a material misstatement of fact, he or she should discuss the matter
with management. If, after discussing the matter with management, the audi-
tor concludes that a material misstatement of fact remains, the auditor should
notify management and the audit committee, in writing, of the auditor’s views
concerning the information. AU sec. 317, Illegal Acts by Clients and Section
10A of the Securities Exchange Act of 1934 may also require the auditor to
take additional action.

Note: Ifmanagementmakes the types of disclosures described in paragraph
C12 outside its annual report on internal control over financial reporting and
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includes them elsewhere within its annual report on the company’s financial
statements, the auditor would not need to disclaim an opinion. However, in
that situation, the auditor’s responsibilities are the same as those described in
this paragraph if the auditor believes that the additional information contains
a material misstatement of fact.

Independent Auditor Reports on Internal Control

Auditors of accelerated filers can choose to issue a separate report on the audit of the
financial statements and a report on their assessment of internal controls effectiveness,
or they can issue a combined report (financial audit and internal controls). Such a com-
bined report is illustrated in AS No. 5 and in Figure 11.3. If selected, the combined
auditor report must contain all the required elements of the opinion on the financial
statements and the opinion on internal controls. The complexity of presentation and

FIGURE 11.3 Example of Combined Opinion on Financial Statements and Internal
Controls
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communication in a combined report has made the separate reporting option an over-
whelming favorite. However, the option still exists to issue a combined report, and some
reports are issued this way.

The auditor will date the audit opinion on internal controls as of the same date
he or she uses to date the financial statement audit report. The auditor cannot date
these opinions until all the evidence necessary to issue both the audit reports has been
obtained. The implicationof this is that the auditorwill need to request updated informa-
tion from the company regarding internal controls to cover any additional information
learned in the period between the as-of date (the date of the balance sheet) and the date
in which the auditor dates his or her audit report. Thus the door remains open in this
period to a risk that additional weaknesses will be identified, but because the reporting
date has passed, such deficiencies cannot be remediated, and the auditor would have to
conclude that internal control was ineffective as of the reporting date.

REQUIRED COMPANY AND AUDITOR COMMUNICATIONS

In addition to reporting requirements over internal control, public companies should
be mindful of the required communications between companies and auditors and the
reciprocal communication requirements between the auditors and management and
the audit committee.

The concept embedded in the integrated audit is that the controls audit supports
and enhances the audit of the financial statements. When internal controls of the com-
pany are effective, the auditor can reduce the extent of other tests of the books and
records. If these controls are effective only at the reporting date and not throughout
the year, the auditor cannot rely on the controls for any period and area the controls
were ineffective. Thus, it is very important that the auditor be informed of any impor-
tant findings and issues relating to controls as the work of management progresses so
he or she can consider the implications for the financial statement audit. At aminimum,
significant deficiencies and material weaknesses need to be communicated. If the sever-
ity assessment of the deficiency is not clear or a determination is not made, it is better
to be on the safe side and communicate the deficiency. If a timely communication is not
made, further inefficiencies can occur in the audit process. According to SEC Release
No. 33-8810:

Pursuant to ExchangeAct Rules 13a-14 and 15d-14 [17 CFR240.13a-14 and
240.15d-14],managementdiscloses to theauditors and to theaudit committee
of the board of directors (or persons fulfilling the equivalent function) all mate-
rial weaknesses and significant deficiencies in the design or operation of inter-
nal controls which could adversely affect the issuer’s ability to record, process,
summarize and report financial data. (p. 34)

The auditor will also seek out information from other sources that might provide
important information about the design and performance of internal controls. The
audit committee and the SOX project team should also be in the loop on any such
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information. At a minimum the auditor will inquire about such matters at the end of
the audit, but that may not be timely information and may hold up the required filings
if such late-discovered information affects the sufficiency of evidence gathered in the
audit. According to AS No. 5, paragraph-94:

To obtain additional information about whether changes have occurred that
might affect the effectiveness of the company’s internal control over financial
reporting and, therefore, the auditor’s report, the auditor should inquire about
and examine, for this subsequent period, the following—

◾ Relevant internal audit (or similar functions, such as loan review in a
financial institution) reports issued during the subsequent period,

◾ Independent auditor reports (if other than the auditor’s) of deficiencies in
internal control,

◾ Regulatory agency reports on the company’s internal control over finan-
cial reporting, and

◾ Information about the effectiveness of the company’s internal control over
financial reporting obtained through other engagements.

A key representation of management will be that management has disclosed sig-
nificant control matters to the auditor of which the company was aware. The under-
lined paragraphs of AS No. 5, paragraph 75 are of specific importance with respect to
communications:

In an audit of internal control over financial reporting, the auditor should
obtain written representations frommanagement—

a. Acknowledging management’s responsibility for establishing and main-
taining effective internal control over financial reporting;

b. Stating that management has performed an evaluation and made an
assessment of the effectiveness of the company’s internal control over
financial reporting and specifying the control criteria;

c. Stating that management did not use the auditor’s procedures performed
during the audits of internal control over financial reporting or the finan-
cial statements as part of the basis for management’s assessment of the
effectiveness of internal control over financial reporting;

d. Statingmanagement’s conclusion, as set forth in its assessment, about the
effectiveness of the company’s internal control over financial reporting
based on the control criteria as of a specified date;

e. Stating thatmanagement has disclosed to the auditor all deficiencies in the
design or operation of internal control over financial reporting identified
as part of management’s evaluation, including separately disclosing to the
auditor all such deficiencies that it believes to be significant deficiencies or
material weaknesses in internal control over financial reporting;

f. Describing any fraud resulting in a material misstatement to the com-
pany’s financial statements and any other fraud that does not result in a
material misstatement to the company’s financial statements but involves
senior management or management or other employees who have a
significant role in the company’s internal control over financial reporting;
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g. Stating whether control deficiencies identified and communicated to the
audit committee during previous engagements pursuant to paragraphs 77
and 79 have been resolved, and specifically identifying any that have not;
and stating whether there were, subsequent to the date being reported on,
any changes in internal control over financial reporting or other factors
that might significantly affect internal control over financial reporting,
including any corrective actions taken by management with regard to
significant deficiencies and material weaknesses.

The auditor alsohas reciprocal communication responsibilities tomanagement and
the audit committee regarding their internal control findings. Again, timely commu-
nication is helpful in coordinating the overall efforts to improve internal controls. The
requirements of AS No. 5 are clear:

[paragraph 78] The auditor must communicate, in writing, to management
and the audit committee all material weaknesses identified during the audit.
The written communication should be made prior to the issuance of the audi-
tor’s report on internal control over financial reporting.

[paragraph 80] The auditor also should consider whether there are any
deficiencies, or combinations of deficiencies, that have been identified during
the audit that are significant deficiencies andmust communicate such deficien-
cies, in writing, to the audit committee.

[paragraph 81] The auditor also should communicate to management, in
writing, all deficiencies in internal control over financial reporting (i.e., those
deficiencies in internal control over financial reporting that are of a lesser
magnitude than material weaknesses) identified during the audit and inform
the audit committee when such a communication has been made. When
making this communication, it is not necessary for the auditor to repeat
information about such deficiencies that has been included in previously
issued written communications, whether those communications were made
by the auditor, internal auditors, or others within the organization.

REPORTING THE REMEDIATION OF WEAKNESSES

When weaknesses are identified in the formal annual 10-K report to the shareholders,
the expectation is that the company will remediate the deficiency as soon as possible.
In fact, significant deficiencies are also expected to be corrected as soon as possible, but
earlier than the next annual reporting period. Issues that continue to be unremediated
should be reflected in the required quarterly Section 302 certification and may need to
be disclosed in quarterly 10-Q reports. Questions may be raised when such deficiencies
are not remediated in a timely manner, and there may be implications regarding the
effectiveness of governance or the control environment when issues remain unresolved.

Companies may make disclosures regarding the remediation of deficiencies but
auditors cannot be associated with such statements unless the procedures in PCAOB
AS No. 4, Reporting on Whether a Previously Reported Material Weakness Continues to



Coordinating with the Independent Auditors and Legal Counsel ◾ 315

Exist are followed. There is no requirement for companies to contract for this service.
This statement was created to fill the perceived need for auditor attestation on the
remediation, to support a management assertion to the marketplace that a weakness
has been remediated, but this has not beenwidely applied. Cost is often cited as a reason
not to request auditor reporting on remediations. Such reports have been rare since the
standard was issued.

In the circumstance where the company is contemplating seeking auditor confir-
mation of a remediation assertion on an interim basis before the next annual reporting
period, the provisions and requirements of PCAOB Standard No. 4 should be consulted
and reviewed with the auditor in advance.

COORDINATING WITH THE INDEPENDENT AUDITORS
AND LEGAL COUNSEL

Independent Auditors

Before presenting your management reports to the independent auditor, you should
review the contents of the report(s), including:

◾ Completeness and whether the contents satisfy the SEC reporting requirements.
◾ The presentation of any material that is not required or could be misunderstood.
◾ Report language.
◾ Definition of “significant deficiency” and “material weakness” provided by themost

current auditing standards.
◾ Disclosure of material weaknesses that exist at the reporting date.
◾ The nonreporting of material weaknesses that existed and were reported at an

interim period but have subsequently been remediated.

While it was clearly understood when SOX was implemented, due to time passing
and players changing, companies sometimes still forget that every auditor adjustment
and correction to company-prepared financial statements is evidence of a company con-
trol deficiency of some magnitude. As a result, the extra effort associated with careful
preparation of the financials and disclosures is an effective and efficient activity. This
also includes careful documentation of any assumptions and computations is reaching
estimates or fair values, a common area of documentation and process failures.

Legal Counsel

It is recommended that the entity’s SEC counsel should also be involved in the drafting
process to ensure that the resulting report(s)meet the SEC reporting requirementswith-
out exposing the entity or the individuals signing the reports to unnecessary legal risk.
Counsel will often have updated checklists that can be used to ensure compliance with
various disclosure regulations.
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Illustrative AICPA Report
on Internal Controls

S IMILAR TO THE reports used by public companies, the illustrative report that
follows is for situations where the auditor is opining on the financial statements.
It provides similar assurance and cautions to readers regarding the effectiveness

of the system of internal control over financial reporting and references management’s
assertion on internal control. The illustrative report is for a clean opinion. AT 501 and
Statement on Standards for Attestation Engagements (SSAE) No. 15 provide examples
of disclaimer and adverse opinions. This report is from AT No. 501.1

Independent Auditor’s Report
[Introductory paragraph]
We have examined SAMPLE Company’s internal control over financial reporting

as of December 31, 20XX, based on (e.g., 2013 Internal Control—Integrated Framework
issued by the Committee of Sponsoring Organizations of the Treadway Commission
[COSO]). SAMPLE Company’s management is responsible for maintaining effective
internal control over financial reporting and for its assertion about the effectiveness of
internal control over financial reporting, included in the accompanying [identify man-
agement’s report]. Our responsibility is to express an opinion on SAMPLE Company’s
internal control over financial reporting based on our examination.

[Scope paragraph]
We conducted our examination in accordance with attestation standards estab-

lished by the American Institute of Certified Public Accountants. Those standards
require that we plan and perform the examination to obtain reasonable assurance

1 At the time of this writing the AICPA was about to expose an SAS to replace AT 501. Readers should check
the status of this proposed standard if it is relevant to their engagement.
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about whether effective internal control over financial reporting was maintained in all
material respects. Our examination included obtaining an understanding of internal
control over financial reporting, assessing the risk that a material weakness exists, and
testing and evaluating the design and operating effectiveness of internal control based
on the assessed risk. Our examination also included performing such other procedures
as we considered necessary in the circumstances. We believe that our examination
provides a reasonable basis for our opinion.

[Definition paragraph]
An entity’s internal control over financial reporting is a process effected by those

charged with governance, management, and other personnel, designed to provide
reasonable assurance regarding the preparation of reliable financial statements in
accordance with (e.g., accounting principles generally accepted in the United States of
America). An entity’s internal control over financial reporting includes those policies
and procedures that (1) pertain to themaintenance of records that, in reasonable detail,
accurately and fairly reflect the transactions and dispositions of the assets of the entity;
(2) provide reasonable assurance that transactions are recorded as necessary to permit
preparation of financial statements in accordance with [e.g., accounting principles
generally accepted in the United States of America], and that receipts and expenditures
of the entity are being made only in accordance with authorizations of management
and those charged with governance; and (3) provide reasonable assurance regarding
prevention, or timely detection and correction of unauthorized acquisition, use, or
disposition of the entity’s assets that could have a material effect on the financial
statements.

[Inherent limitations paragraph]
Because of its inherent limitations, internal control over financial reportingmaynot

prevent or detect and correctmisstatements. Also, projections of any evaluation of effec-
tiveness to future periods are subject to the risk that controls may become inadequate
because of changes in conditions, or that the degree of compliance with the policies or
procedures may deteriorate.

[Opinion paragraph]
In our opinion, SAMPLE Company maintained, in all material respects, effective

internal control over financial reporting as of December 31, 20XX, based on [e.g., the
aforementioned COSO Framework].

[Audit of financial statements paragraph]
We also have audited, in accordance with auditing standards generally accepted in

the United States of America, the [identify the financial statements] of SAMPLE Com-
pany and our report dated [date of report, which should be the same as the date of the
report on the examination of internal control], which expressed [e.g., an unqualified
opinion].

[Signature]
[Date]
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Project Management and Tools
Assessment Design

THE REVISION OF the Framework provides an excellent opportunity to assess the
efficiency and effectiveness of any assessment approach used previously. In addi-
tion, first-time Securities and Exchange Commission (SEC) filers and first-time

auditees will also need to perform their initial project. This chapter reviews some of the
basics of project organizational structure and tools selection. As it is likely that a COSO
assessment will be a continuing annual event, it is worthwhile to give up-front consid-
eration to the maintainability of any approach taken. As an auditor, you will encounter
a number of different COSO approaches taken by your clients, so it is particularly impor-
tant youbewell versed in theCOSOconcepts andhave flexible tools to copewith diversity
in approaches.

We now have a decade of experience in learning and applying COSO to financial
reporting. There is no need to assume that everyone is at the starting line and have to
experience all of the “learning opportunities” of your predecessors. This work is ded-
icated to helping you benefit from what others have found works and does not work.
There will be changes to any prior approach, so why not make the best of it and try to
do a more efficient and effective project?

PROJECTMANAGEMENT

For those public companies and auditors who started assessing controls under the
Sarbanes-Oxley (SOX) Act in 2004 and those private companies and their auditors
that have been responding to the mandate in the American Institute of Certified Public
Accountants (AICPA) Risk Assessment Standards from 2007, it is likely that the people
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who initiated that project are not directing that project in the same role today. In fact,
in periodic seminars I do for state certified public accountant (CPA) societies, trade
groups, and entities, there are more startled expressions coming out of that training
than after the 2002 period, when everything was new. In the beginning we were
all learning, and new information was not unexpected. In some ways the complete
learning experience deadened our reactions to new information and the emerging
standards and clarifications of that early period. In some cases we are in the second to
fourth set of team members. Like the proverbial story that gets told around the circle,
the COSO story tends to morph and change as it is told. Fewer individuals are reading
the requirements directly; they are relying on what they have been told or what they
infer from reading prior documentation. The internal control assessment process has
taken on a certainmaturity in some organizations and does not command the level and
quality of resources once devoted to it.

What that leaves open is a risk of complacency and going through the motions to
complete the controls assessment task. We have lessened the losses from public com-
pany frauds due to greater diligence and fraud awareness and have mitigated the trend
of increasing financial statement restatements, which was also a motivation for impos-
ing the controls requirements on business. But fraud and restatements continue, so we
have only been partially successful in performing our requirements. The Dodd-Frank
Act in 2010 permanently suspended the need for independent auditors to report sepa-
rately on client internal controls, so the oversight that proved so valuable to accelerated
filers in their initial implementations will not be there for smaller public companies.

Deterioration in quality and performance is the general rule without a periodic
stimulus to refocus efforts and assess the efficiency and effectiveness of procedures and
processes. The 2013 revision of the COSO Framework can be such a stimulus to ensure
that the effort expended is worthwhile.

STRUCTURING THE PROJECT TEAM

You will want to perform your work as effectively and efficiently as possible. To accom-
plish this, youwill need to create a project teamwith the required skills, knowledge, and
experience to achieve the engagement objectives. The work of each team member will
need to be defined and coordinated with other members.

Establishing Responsibilities and Lines of Reporting

COSO Principle 3 focuses on reporting lines, and appropriate authorities and responsi-
bilities in the pursuit of objectives from an entity control environment perspective. That
issue is relevant to the COSO project too. If a continuing project, is the project organi-
zation still properly aligned, or has time weakened the structure or competence of those
performing the tasks? The penalties for chief executive officers (CEOs) and chief finan-
cial officers (CFOs) who sign false Section 302 and Section 404 certifications have not
diminished.
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The project team should have the responsibility for overseeing and coordinating
all of the activities relating to the evaluation of and reporting on the effectiveness of
the entity’s internal control. As a condition for assuming this responsibility, the team
should have the authority to conduct the evaluation in a way that is appropriate given
the nature, size, and complexity of the organization. That requires sufficient seniority
in the organization to command timely cooperation and instill sufficient seriousness
into the tasks.

For example, oneway a project team for evaluating internal control could fit into an
entity’s overall financial reporting structure is by reporting to the disclosure committee.
Alternatively, the engagement team could report directly to the CEO and CFO, who are
responsible for certifying the periodic effectiveness of the entity’s internal control.

However the lines of reporting are configured, you should be sure that the project
team reports to one of the senior committees or executives at the entity in order to
emphasize that:

◾ The successful completion of the evaluation is important for the entity.
◾ Communications and requests from the engagement team should be given a high

priority.

Project Team Members

The project team should be comprised of individuals with the knowledge, skills, and
authority within the entity to oversee a successful engagement. Collectively, the group
should have a high-level knowledge of the entity’s operations and strategies and obtain
and allocate the necessary resources. The project team usually consists of key operating
personnel, technical information technology (IT) specialists, and one or more testing
and evaluation teams.

Internal auditors (IAs) are often a valuable resource in helping an entity assess the
effectiveness of internal control. In general, internal audit can provide assistance in two
different ways.

1. Use of work product. The work that IAs perform as part of their normal, routine
responsibilities may provide you with:

◾ Documentation about the design of many aspects of internal control.
◾ Evidence to support the effectiveness of thedesign, operations, or bothof specific

controls.
Auditing Standard (AS)No. 5 is considerablymore flexible thanASNo. 2was in

allowing auditors to rely on the work product of IAs when assessed to be objective,
tested, and shown to be competent.

Over time, the work programs and procedures of IAs can be aligned such that
they are accomplishing their internal mission and assisting in the SOX documen-
tation and assessment process as a regular aspect of their responsibilities. In the
long run, many companies are maintaining their annual SOX update responsibil-
ities through internal audit once the initial project team has completed the first
round of documentation and assessment and temporary consultants are phased
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out of the project. In smaller entities, IAs may be unable to devote the time to be
a major resource in the project, and without additional hiring may be relegated to
higher risk or more sensitive assessments and overseeing the work of production
and administrative staff that are sharing project responsibilities.

2. Project team member or supervisor. The internal auditor can be a member of the
project team, working under the direct supervision of the engagement team leader
to perform procedures designed specifically to complywith the SOX internal control
reporting requirements. In some cases, the lead technical resource and day-to-day
leader under the project “owner” may be the head IA or a designee.

Because of the inherent overlap of some of the tasks charged to a typical internal
audit function and the SOX objectives, IAs are a natural fit as teammembers and leaders
in the SOX controls assessment project. With some additional orientation to the COSO
Framework and components like the control environment andmonitoring, and the SOX
requirements, IAs, given their knowledge of the company, can often be “ready to go”
before other people can be trained and oriented in the company to participate in the
project.

As project team members, IAs may provide assistance in any number of areas,
including:

◾ Enhancing the understanding of entity operations, significant risks, and controls.
◾ Knowledge of the people in the organization who will need to cooperate with the

SOX project team.
◾ Providing insight or a preliminaryanalysis on the relative strengths andweaknesses

of each component of internal control.
◾ Providing internal technical expertise in areas such as IT auditing.
◾ Assisting in the design or testing of controls.

Operations and Accounting Personnel

Operating and accounting personnel from the entity’s major business segments or
activities can be a part of the SOX project team. These individuals can contribute their
in-depth understanding of various entity operations, the business risks of various activ-
ities, and existing controls. Having these individuals on the project team will also help
establish important communication channels between the team and entity employees
who will be responsible for providing information to the team or implementing its
recommendations. It will also serve to raise the controls knowledge and awareness of
these employees, perhaps assisting in their training and organization.

Onecaution in this regard is that self-assessmentof controls functions is fully accept-
able for completing the required company SOX tasks, but independent auditorsmay not
be able to rely on self-assessments when the persons performing the assessment might
not be considered objective in their work. Assessing the controls effectiveness of your
own department is viewed with some skepticism, since objectivity may not be main-
tained (akin to gradingyour ownexams in school). Thismaybeone reason that research
has shown that entities often fail to identify deficiencies with their internal procedures
and often underrate their severity when they do find them.
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For maximum efficiency, when internal personnel are utilized on the SOX project
team, consideration should be given to how the project assignments are made so that
the assessments can be relied on to the maximum extent possible by the independent
auditor.

PublicCompanyAccountingOversightBoard (PCAOB)ASNo.5 is abundantly clear
on this point:

[paragraph18] The auditor should assess the competence and objectivity of
the persons whose work the auditor plans to use to determine the extent to
which the auditor may use their work. The higher the degree of competence
and objectivity, the greater use the auditor may make of the work. The auditor
should apply paragraphs .09 through .11 of AU sec. 322 to assess the compe-
tence and objectivity of internal auditors. The auditor should apply the princi-
ples underlying those paragraphs to assess the competence and objectivity of
persons other than internal auditors whose work the auditor plans to use.

Note: For purposes of using the work of others, competence means the
attainment and maintenance of a level of understanding and knowledge that
enables that person to perform ably the tasks assigned to them, and objectivity
means the ability to perform those tasks impartially and with intellectual
honesty. To assess competence, the auditor should evaluate factors about the
person’s qualifications and ability to perform the work the auditor plans to use.
To assess objectivity, the auditor should evaluate whether factors are present
that either inhibit or promote a person’s ability to perform with the necessary
degree of objectivity the work the auditor plans to use.

Note: The auditor should not use the work of persons who have a low
degree of objectivity, regardless of their level of competence. Likewise, the
auditor should not use the work of persons who have a low level of competence
regardless of their degree of objectivity. Personnel whose core function is to
serve as a testing or compliance authority at the company, such as internal
auditors, normally are expected to have greater competence and objectivity in
performing the type of work that will be useful to the auditor.

While worded differently, the AICPA Standards voice similar expectations when
auditors consider the work of others in determining their scope of procedures. Entities
seeking to minimize audit costs will also assemble relevant information supporting the
objectivity and competence questions in advance, as part of the company project.

Technical Specialists

Theproject team is likely toneed certain technical expertise in order tomeet its objectives
successfully. In some industries, it is typical for entities to establish certain quality con-
trol groups; for example, financial institutionswill havea credit reviewcommitteewhose
responsibilities include setting underwriting criteria and ensuring that the entity’s lend-
ing practices conform to those criteria. Individuals with this type of expertise can be
invaluable to project teams seeking to understand an entity’s operations and internal
control structure.
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If fair valuations play an important role in financial reporting (and today they often
do), having a valuation specialist available to the teammay be critical in evaluating the
appraisal and valuation processes and controls over tests of impairment or the valuation
of monetary assets and liabilities and investments that are accounted for at fair value.
Tax accrual has been shown to be an area of struggle for many entities, and specialty
assistance is often needed in order for entities to prepare the tax accrual and expense
allocations. Controls over this process have proven to be vexing. Pre-SOX, the tax accrual
was often performed by tax specialists from the independent auditor’s firm or prepared
in some collaborativeway. Such practices are no longer allowed in public companies due
to toughened independence rules.

IT specialistsmayoftenbe required sincemost entities areheavyusers of IT to enable
key business activities and process significant transactions. The presence of one ormore
of the next conditions may indicate that a high degree of IT expertise is needed on your
engagement:

◾ The entity has significant e-commerce activity.
◾ Data is shared extensively between computer applications.
◾ The entity uses emerging technologies (e.g., cloud computing or cloud storage).

It is anticipated that IT expertise will be required on most projects that involve
complex systems and networks. An IT specialist is essential for helping the project
team:

◾ Identify risks related to these IT systems.
◾ Document and test IT general controls (COSO Principle 11) and application (e.g.,

transaction processing software) controls.
◾ Design, implement, and remediate missing or deficient IT controls, if any.
◾ Monitor the continued effectiveness of IT general and application controls.

The Information Technology Governance Institute (ITGI) and the Information
Systems Audit and Control Association (ISACA) have published IT Control Objectives for
Sarbanes-Oxley (2006), which provides guidance to IT auditorswho assistmanagement
in the testing and evaluation of internal control. This practice aid is discussed further
in Chapter 8, Evidence and Testing. In addressing the planning for these projects, the
authors of the document note:

To meet the demands of Sarbanes-Oxley, most organizations will require a
change in culture. More likely than not, enhancements to IT systems and
processes will be required, most notably in the design, documentation and
evaluation of IT controls. Because the cost of noncompliance can be devastat-
ing to an organization, it is crucial to adopt a proactive approach and take on
the challenge early.1

1 This report can be downloaded at: www.theiia.org/chapters/pubdocs/135/ITGI_Spreadsheet.pdf

http://www.theiia.org/chapters/pubdocs/135/ITGI_Spreadsheet.pdf
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As a first step toward planning the IT component of the project, the document
recommends that:

◾ Management and the project leader should obtain an understanding of the risks
inherent in IT systems and the effect these risks have on the project. These risks
are often very entity-specific, so broad generalizations about the risks are not often
effective.

◾ IT management should obtain an understanding of the financial reporting process
and its supporting systems.

◾ The Chief Information Officer should have advanced knowledge of the types of IT
controls necessary to support reliable financial information processing.

Testing and Evaluation Teams

Depending on the size and complexity of the entity, the project team itself may conduct
the testing and evaluation of internal controls. Alternatively, it may act in more of a
supervisory capacity anddelegate theperformanceof theprocedures to oneormore test-
ing and evaluation teams. If the engagement requires the use of multiple project teams,
steps should be taken to ensure the consistency and quality of the procedures performed.
For example, training on the evaluation process and control documentation tools may
be required.

One practice that has been shown to be efficient to implement is to have the
documentation and testing performed by the same team members. Because of their
familiarity with the controls and functions, the documentation team is “ready to go” on
completion of the documentation and assessment that the design is sufficient to meet
the control objectives. Training the documentation team in testingmethods is generally
more efficient than having dedicated testing teams learn the controls and procedures
associated with each of the controls areas and types of controls they test. The efficiency
can be further enhanced when the project is oriented around logical transaction cycles
(e.g., Sales to Receipts or Purchases to Payments) rather than compartmentalized by
accounts. The separation of design and testing seems to have been an outgrowth of the
early SOX requirements that separately discussed these two phases. Additionally, early
SOX implementers often sought independent auditor assistance in performing some
of the testing procedures required, but independence requirements effectively limited
independent auditor involvement to that of scribes in the documentation process. The
lack of familiarity with COSO may have also contributed to segregating the functions,
as specialist consulting teams were formed to focus on the documentation and design
assessments, while IAs and others focused on testing the controls. With the benefit of
hindsight and experience,more integrated documentation and testing is being planned.

One caution is that sometimes another set of eyes can be helpful in ensuring the
quality of the assessments and procedures.With a combined documentation and testing
team, that second perspective is not there. Effective and close supervision of each phase
of the assessment process can help close the gap between the possible quality risks and
the economic advantage of having independent teams perform the procedures.
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TOOLS ASSESSMENT DESIGN

While no specific tools or format for documentation is specified by COSO, the AICPA, or
PCAOB, we have had enough experience with different approaches in different environ-
ments to make informed suggestions regarding approaches with a good track record of
success. The 2006 COSO guidance for smaller public companies took a step forward in
providing some template examples. The 2013 revised Framework also has provided a
number of template examples.

Unfortunately, a dominant software solution to the COSO documentation and
testing process never clearly emerged in the initial period of COSO implementation. The
market was fragmented between auditors and companies and between large and small
entities. Industry and lines of business differences required entities to perform a fair
amount of customization in their initial implementations. Once auditors and entities set
their initial approach, inertia made changing less attractive. Negative attitudes about
the task on the part of business and the constant efforts to overthrow the requirements
made it hard to make further investments in the face of possible suspension of the
requirements.

Today it seems unlikely the COSO requirements for all entities will be further sus-
pended or watered down, despite periodic business complaints and efforts to disman-
tle the legislation. In addition, the 17 Principles and further commentary, examples,
and approaches to the controls concepts addmore structure to controls assessment and
make it easier to develop tools around that structure. As the revised Framework consists
of moremature guidance, we can also anticipate fewer tweaks, twists, and changes that
can raise havoc with computer programs that are tuned to a specific task. Nevertheless,
it would take bold thinking to reintroduce a software solution when the market did not
respond to prior offerings.

There can be benefits of designing the documentation approach and tools to be
used beyond an efficiency goal. Entities that automate business processes analysis will
need to make advance decisions about how the tool should be configured and deployed.
Making these decisions will require management to consider carefully the processes it
puts in place, the information resources people need to perform their assigned task, and
how controls aremonitored and exceptions handled. All of these considerationswill add
further definition to the project and improve its effectiveness.

There are two basic types of tools you may wish to consider for your SOX project.
The decisions about these need not be finalized at the commencement of the assess-
ment but should be decided on early in the project. One type of tool you may wish to
consider is project management software. This is scheduling software that helps link
the scoping conclusions, calendar dates, and resources available to do the actual project
work. Familiar to consultants andmany projectmanagers, these tools canhelp organize
complex projects and identify impossible completion objectives in advance, allowing for
revisions during the planning phase rather than in real time. The larger andmore com-
plex the entity, the more valuable this type of tool may be. With respect to which tool
to select, it seems that the most important success criterion is that the project members
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using it are familiar with the tool and like it. You might consider looking at Microsoft’s
Project Management tool if you do not have another alternative. Some higher-end soft-
ware solutions tailored to compliance projects may have front-end modules integrated
with the elements of the software that serve as project management software. If you go
in that direction, the issuemay bewhether the included software is sufficient for the task
andwhether some of the known project phases relating to a SOX engagement have been
preloaded into a template for convenience. Stand-alone projectmanagement software is
the most common software of this type in use by smaller companies.

The second type of tool is one you will need to decide on sooner or later. This is the
tool that provides the general format for your COSO Framework documentation of the
controls. The remainder of this section is devoted to that critical decision.

FEATURES OF A GOOD TOOLS SOLUTION

We can learn from the software features present in some early COSO software efforts
some project issues we need to consider in the absence of an identified software solution
to handle all of these for us. Today, the common solutions in entities and audit firms still
revolve around Word and Excel documents, which have the capacity to address some
of the issues identified in this section in the hands of skilled individuals. The power of
inertia and the pain of developing and implementing better solutions have kept firms
on this path. As a reminder, Word and Excel meet the definitions of software, although
they are highly user adaptable. As more advanced functions are built into these basic
user-friendly tools, there is a point where the direct development of special-purpose soft-
ware might be easier and more effective.

Let’s consider some specifications ofwhat an effective solutionmight look like. From
there you candecidewhat features and functions should be built-in andwhich onesmay
need to be compensated for by other procedures in your application. The discussion can
also serve as a benchmark to assess various commercial or in-house developed tools to
support the COSO assessment process.

Security and Access

COSO assessment projects are generally complex and require a team of individuals to
accomplish the task. It is common to find various members working on various pieces
of the project at the same time. A permissions function in programmed software can be
helpful in restricting access and function, as defined by project management. Who will
have access to which elements of the project to evolve and modify the elements to meet
specific entity needs?Howdo you restrict access to just thosemodules and functions that
an individual needs to perform their tasks? If reviewers are used for quality purposes,
can they both review and comment and also change the documentation? Can anyone
with access to the documents just sign off that themodule or section has been reviewed?
When projects are archived for review at some future point, how do you protect them
from accidental or deliberate modification?
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Flexibility and Adaptability

The Framework was designed to apply to all types of entities: public, private, govern-
mental, large and small, and in all industries. This implies that customization must be
the rule and not the exception. While greater structure in the 2013 Framework assists
to define some boundaries, the accounts involved, risks, and controls employed will all
differ. An approach needs to accommodate such a need, and the userwill need to be able
to make modifications to the default structure without extensive special (e.g., program-
ming) skills. Word and Excel perform well on this attribute, as a large number of people
have basic skills in using these tools.

Network Compatible

Experience shows that project teams from larger applications need tools that can shared,
often implying the use of networks. The concept of the COSO project resting in a single
file that is in a single locationor is passed aroundbetween teammembers as awhole is an
impracticalmodel inmany situations. Audit teams in particular are likely to needmulti-
ple access tomodules andpieces of the systems. Some software designs allow formodules
to be assigned and then lockedwhile beingworked on so that data conflicts do not occur
in real time. As the new Framework stresses the interactions between principles and
technology, conflicts may becomemore common. For example, suppose a defect in soft-
ware access and security is identified for the in-house payroll system. The defect affects
the IT assessment but also affects the payroll assessment. With IT identifying the issue
and another project member working on control activities including payroll, there can
be conflicts in reporting the deficiency and its implications. Work in payroll should not
be signed off until the deficiency is assessed as it relates to the payroll application. With
multiple accesses come the issue of data conflict and how to resolve it. When modules
are updated to a master version in a computerized environment, conflicts are identified
and resolved. In the absence of an electronic solution, care needs to be taken so that
data conflicts are not overlooked, leading to conflicting documentation and errors in
assessment.

Easy Interface

Screen design is an art and a science. A poorly designed user interface leads to errors
in performance. Simplicity in presentation, the placement of elements on a screen, and
ensuring the right tools to work with the screen are accessible to the user are all impor-
tant considerations. Whether using a matrix, form, flowchart, or narrative format, the
careless placement of the data fields on the screenwill create inefficiency and likely con-
tribute to errors. Testing screen design before implementation is worth the effort. Often
the developers are not subject matter experts and may not be able to distinguish which
information gathering is likely to take place first or last, and they may not understand
how data flows or may be repeated/copied in the overall system.
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One-Write Capability

As one reviews the COSO examples and sample forms for reporting deficiencies, it
becomes pretty clear that deficiency issues—for example, reported at the transaction
or entity level—may be repeated in several of the summary processes supporting the
final overall assessment. In the absence of a software link that replicates the text as
suggested through the assessment summary screens, a manual cut-and-paste or some
other mechanism should exist to ensure the consistency and accuracy of information
repeatedwithin the system. Other functions that can benefit from a one-write capability
are the assertions to be used on transactional control activities and certain other
components. As common elements, these selected assertions need to be populated
widely in the system to appropriate modules.

Contextual Help Screens

Forms and matrices are wonderful tools to assist with documenting internal controls,
but until users have experience and training in using the tools, questions may arise
linked to how the information will be used by the system, in the assessment process, or
what specific information is being sought to complete the information-gathering task.
Context-sensitive help screens can give specific guidance to reduce data entry errors or
remind users of specific COSO, audit, or SEC guidance on that point. Contextual guid-
ance can also be helpful to remind users of software features that can be used in certain
portions of the form, such as cut-and-paste, delete, and so on.While these features may
often be known when using Word or Excel, if special features have been added to the
common functions (e.g., locking themodule to prevent others from changing datawhile
the module is being worked on by another user), the user can use Help to understand
how to apply them.

Cross Referencing and Linking

An important feature of a “system,” as opposed to a series of documents or spreadsheets,
is the ability to link (hyperlink) portions of the work papers together. As an aid to nav-
igation through the work papers, the insertion of frequent cross references and direct
links aid in, for example, ensuring the risks link to the control activities or to other pro-
cedures that might address the identified risk. Deficiencies can be related to other defi-
ciencies more easily when cross references are used generously. Conclusions or other
documentation can be supported by cross references to evidence or a narrative rather
than forcing a repetition of the same informationwithin the system. Users can also ben-
efit and gain understanding from a system with predefined common linkages that can
be programmed into thework papers. The failure to relate documents can lead to broken
links, such as risks that are not addressed or findings that do not seem to be considered
later in summarizing the conclusions by assertion, account, or component.

Status Indicators and Warnings

When a complex assessment is performed, a common risk when updating information
is that a previously completed work paper will fail to be updated in the current period.
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In the absence of the ability to read performance and reviewer sign-offs and reset them
for the current period after archiving a past project, this becomes a manual tracking
process. When data is changed after a work paper is reviewed, how will you be sure the
work paper gets reviewed again? Warnings are a common feature of software systems.
When numerical data is requested, what happenswhen text is inserted? Can edit checks
beused to identify unusually large or small amounts andwarnusers? Is the projectman-
ager able to ascertain the status of the project by module or unit?

Work Paper Discipline

While not rocket science, the failure to sign and date the performance of a procedure or
update is a common mistake. In the heat of the moment, with distractions and budget
pressures, intended actions may be forgotten. In addition, when specific elements of a
decision are expected by standards, it is helpful for the work paper to prompt for that
information. For example, when sampling, the standards call for the documentation
of risk, tolerable deviation rate, expected deviation rate, and sometimes the general
or actual population size. Do the walk-throughs identify who was spoken to, whether
the respondent seemed knowledgeable and competent, the controls covered by the
walk-through, and the relevant risks and IT components of the controls in the walk-
through? Are these so well ingrained in daily practice that such prompts are unneces-
sary? Not by my observations over the years.

Backups and Recovery

Good IT discipline includes a periodic backup of the data and a recovery plan if the unex-
pected happens. There is nothing unique about this issue as it relates to COSO or SOX,
but the consequences of the loss of data are directly related to the importance of the
COSO project to the entity. In a SOX compliance situation, regulatory penalties could be
assessed if data is not available to support the required assessments bymanagement and
the auditor. In addition, if the entity lost its project data, the auditor of any entity would
not have a basis to assess that work and rely on it to reduce procedures or offset docu-
mentation with client files. Another aspect of data loss is covered in the next list under
“Archiving capability.”

Additional Criteria

In addition, other software or tools should have certain characteristics to enhance their
effectiveness and project efficiency. These features have been proven helpful though the
experiences of entities and auditors addressing COSO compliance.

◾ Migration of forms. A feature of some internal controls documentation software that
has significant value for audit practice is the annual closing of the auditor project
file; retention of the customization of accounts, assertions, and other permanent
project characteristics; and erasure of preparer and reviewer sign-offs and a reset of
the status module to indicate the base new period files to be used in the next year.
This feature is sometimes called a rollover, as the past-period file is transformed into
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the next-period starting file. This action is performed before or in conjunction with
the creation of a permanent read-only archive of the past data file. To minimize the
loss of the data thatmight be helpful and even relevant to the next period, some data
fields are tagged to carry forward certain (e.g., narrative) information. A quality
control feature helpful here is forcing the retained prior-year text or data to be con-
firmed or edited in the next year before the work paper can be signed off by the pre-
parer. This prevents accidental acceptance of the possibly outdated documentation.

◾ Archiving capability. Audit requirements or state law may indicate the required
period for data retention to support financial statements and business transactions.
In brief, the AICPA indicates a minimum retention period of five years. For public
companies, the PCAOB requires and minimum retention period of seven years.
Other regulated entities operating under General Accountability Office (GAO)
(Yellow Book) standards need to identify any other retention rules pertaining to
these audits. State laws can extend the general minimums required, so each audit
and entity needs to consider the appropriate retention period for the entity.

The principle reason for data retention from an audit and financial reporting
perspective is the peer review and inspection requirements of the audit regulators.
The AICPA peer-reviews applicable engagements on a three-year cycle. Audits are
selected from that period, and quality assessments are made. Penalties are assessed
if a CPA or firm fails to meet standards. In some cases the firm can be barred from
audit practice. PCAOB inspections relate only to public company engagements.
Larger CPA firms with many public clients are examined annually. Failure to
correct deficiencies identified can result in public disclosure of the issues and loss
of privilege to audit public companies. The interconnectivity of auditor and entity
COSO requirements and reliance on entity records for the performance of audit
procedures connects the auditor and entity when considering record retention
requirements.

Rules directed to auditors may also have relevance to the entities they audit.
Suppose the entity retains certain journals and supporting records for five years,
but the auditor is required to keep records for seven years. In this case, the auditor
cannot count on the dataused in the audit to be accessible during the period of his or
her required retention. This may cause the auditor to retain additional information
to demonstrate the procedures that were performed, evidence that was examined,
and conclusions that were reached. That retentionmay add cost to the audit.What
is retained and for how long is a discussion that should occur between the entity
and the auditor. The continuously declining cost of electronic data storage usually
mitigates the cost issue for electronic data. However, many data elements still exist
in physical form, and they do carry a cost of either digitization or retention.

An excellent software solution would be to close the COSO project file; gather
all attachments, scans, charts, Word, and Excel documents; and create a CD or
zip file that is in read-only form. This prevents accidental modification of the
completed file by persons opening the file later for review, inspection, or as called
for by a subpoena. Auditing standards limit the modification of an audit file after a
point (e.g., the documentation completion date which should be 45 [e.g., PCAOB]
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to 60 days [e.g., AICPA] after the release of the audit report). Entities may also
benefit from annually closing and archiving the COSO file to identify specifically
the evidence and situation relevant to the audit period. Keeping an “open” and
continuous file may create a risk that a file will not contain the information that is
needed to understand a past circumstance or matter. Entities may wish to discuss
with their in-house counsel the value of annual “snapshots” of project files such as
the COSO project. A good electronic archiving solution permits the file to be read
without the use of special software. It also preserves the ability to navigate through
the project in order to facilitate the review.

Because of the continuing advance of software platforms and computer config-
urations, consideration should also be given to any potential software issues if a file
needs to be opened, say, seven or more years hence. To address this risk, some CPA
firms also archive an image of the standard platform of software distributed to the
audit practice during an audit year.

Be alert for new software announcements for products designed for controls doc-
umentation, as additional entities in both the public and nonpublic marketplace are
seeking tools for controls documentation and assessment, and additional product offer-
ings may follow this demand. If you are considering a vendor product, some important
considerations are:

◾ The vendor’s reputation, experience, and accounting/COSO expertise.
◾ COSO-specific orientation versus a general-purpose shell.
◾ Ability to import and export data or attach documents from other applications like

Word and Excel, Visio, and Adobe PDF files.
◾ Report generation capabilities. One software product used for controls documenta-

tion and assessment does not have the ability to print, which can be a significant
issue to some.

◾ Maintenance and upgrades. Is the vendor committed to maintaining and enhanc-
ing the product?

◾ Service and support. Is there a mechanism available to have software questions
answered or problems solved by the vendor?

VALUE OF A PILOT PROJECT

Whether preparing for an assessment for the first time or modifying an existing
approach for greater compliance and efficiency, you should consider field testing your
proposed approach. To do so before launching all boats with the full project or revision
provides an opportunity to identify glitches and opportunities to enhance the process
as applied to your specific engagement situation. This is one way for the core project
team to gain experience without significant risk or wasting time and resources. The
pilot project team should try to complete a piece of the documentation and assessment
in advance of tackling the more complex subject areas. In first-time assessments, the
group will likely understand better the personal attributes and skills that will be needed
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in order to form a highly effective project team. You can read this book and other
materials until you become blind, but nothing substitutes for a driving lesson behind
the wheel. It helps when your first driving experience is not at rush hour in downtown
Manhattan.

I suggest including these individuals on the pilot project team:

◾ Themost senior accounting officer: the CFO, treasurer, or the like. This personmay
likely be the ultimate “owner” of the bigger project.

◾ The most senior IT person: the chief information officer (CIO), the head of IT.
◾ The person in charge of the department or function selected to be the pilot project.
◾ A staff personwho is likely to be asked to participate in the creation of the documen-

tation, such as an IA or accounting staff.

Too large a pilot group will likely lessen its effectiveness. In smaller entities, two to
three people may be all that are needed or available. However, if the plan is to leverage
some documentation and testing tasks to operations personnel or temporary hires, the
project team should include such a resource in order to assist in identifying the training
needs for the project.

Selecting an area for the pilot project need not be difficult. Pick a “containable”
project, and not one involving multiple processes in multiple locations. If there are six
different ways to sell your product (e.g., cash sales, credit sales, Internet sales, electronic
data interchange [EDI], etc.) and you use different systems for sales in each market or
location, then pass on the revenue cycle for this phase or choose only one of the revenue
streams. Selecting one of the control activities or only one component of internal control
may be a good project base, as these are the elements most associated with “controls”
and are not as highly judgmental in assessment as some of the other components, such
as the control environment and risk assessment components. Payroll is usually a pretty
well organized and centralized function, but sometimes that area ismostly controlled by
the use of a service organization, which is a complication. Cash disbursements are often
pretty well understood, organized, and controlled and can be an effective pilot project.
When different types of cash disbursements are handled differently, depending on the
type of invoice (e.g., routine utility bills, contractor payments, purchases, expense reim-
bursements), you might carve out one or two of these processes for the pilot, unless the
processes share many elements that make themmore alike than different.

Use the pilot project to gain an understanding of COSO and how it needs to be
adapted to your organization. Familiarize yourself with some of the COSO terms so that
the project team is communicating with a common vocabulary. Nothing creates chaos
in a project as quickly as the use of inconsistent terminology between team members
for the same activity or element. Accepting different terms for the same concept will
create a Tower of Babel that will cause the efficiency of your project to suffer. Since
COSO and auditing standards use different terminology, decide up front the terms you
will use (probably the SEC, and auditing standards terms) and stick to them until they
become natural for all participants.

Plan on working through and adapting the assertions (or control objectives) in
the pilot area to your organization. You should also plan to make an assessment of the
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IT general controls and software application controls related to the pilot application.
Some sample control objectives and related assertions are illustrated in Appendix 5A of
this book.

When you have completed your pilot project, you will have findings and observa-
tions. If you have identified potential risks or deficiencies in the process, you may not be
able to classify them immediately as to their severity. That is okay for the pilot project,
as you may need the benefit of further guidance and experience before being able to
conclude.However, you should communicate thenontrivial deficiencies tomanagement
and governance as required. If you conclude that controls need to be strengthened or
remediated, then that action can begin.

Let’s suppose you chose payroll as your pilot project. Youmight have identified that
the payroll clerk has access to changing the personnel data used to prepare the payroll
(e.g., pay rates, as authorized by human resources or management). While no issues
indicated that anythingwasmisstated, and therewere no complaints, the fact is that the
access to changing these records could create a problem in future periods that might be
hard to detect. So the assessment is generally that such issues are an indication of a failure
of the segregationof duties concept, andactionsandprocedures to reduce the risk should
be taken. Sometimes such access is controlled by limiting the clerk to a read-only status
for that data or by a control requiring specific review of rate changes in the master file.

Once the project familiarization process is over, plan to have a group debriefingwith
management to review:

◾ Things that went well.
◾ Learning experiences.
◾ Considerations when expanding the process, such as documenting all five compo-

nents of internal control and their attributes.
◾ The role of IT and any issues identified.
◾ What training, orientation, and review will be necessary to ensure consistency in

the performance of tasks across the entity.
◾ Views on the documentation process used and any documentation tools used in the

pilot.
◾ The composition of the future project team.

Effectively employed, the pilot project can help you relate your scoping conclusions
to estimates of the resources and time that will be needed to complete the assessment
process.

Use the pilot as a compass in setting your course for the project. In the rush to begin
the big project, sometimes the entire perspective of what is being done gets lost in the
process.

I rather favor an exchange between Alice and the Cheshire Cat in Lewis Carroll’s
Alice’s Adventures in Wonderland:

Alice: Would you tell me, please, which way I ought to go from here?
The Cat: That depends a good deal on where you want to get to.
Alice: I don’t much care where.
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The Cat: Then it doesn’t much matter which way you go.
Alice: … so long as I get somewhere.
The Cat: Oh, you’re sure to do that, if only you walk long enough.

So it is important to set your compass first. “Aiming” should precede “firing,” or the
result can be rather disastrous. Companies need to understand the target, or hitting the
target will be the result of luck and not planning.

COORDINATING WITH THE INDEPENDENT AUDITORS

It is in your best interest that you coordinate your project with the entity’s independent
auditors. Coordination is not collaboration and is not cooperation. There are rather
severe consequences associated with failing to meet the independence requirements
of the PCAOB and SEC. To be clear, auditors cannot direct or manage the entity SOX
project. They cannot direct the company in the selection of SOX tools and processes.
They cannot test the controls as a basis for the client’s assertion regarding controls and
then turn around and rely on those tests for their work. In any situation, the question
needs to be asked: Are the auditors being put in a position where they are auditing their
own work? If so, then independence is a potential issue.

Failure to be independent can cause the audit report to be withdrawn and the
appointment of another independent auditor to reaudit the financial statements and
the opinion on internal control. The seriousness and cost implication of this issue is
obvious.

Since any consulting project related to internal control needs to be cleared by the
audit committee inadvance, suchcommitteeshaveoften shownreluctance toallowcon-
tracting for any services that might encroach on the independence mandates. While a
more relaxed regulatory environment now surrounds the audits of internal control, the
concerns about independence are real and should be taken very seriously by companies
and auditors.

The coordination process generally begins at the planning phase of the project and
continues at each subsequent phase. Proper coordination between your team and the
independent auditors will facilitate an effective and efficient audit. A lack of coordina-
tion with the auditors could result in a variety of negative, unforeseen consequences,
including:

◾ Duplication of effort.
◾ Unnecessary reperformance of certain tests.
◾ Performance of additional tests or untimely expansion of the scope of the engage-

ment.
◾ Misunderstandings relating to the definition or reporting of material weaknesses.

As a starting point for understanding the auditors’ expectations related to your
engagement, you should have a working knowledge of the standards the independent
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auditors are required to follow when auditing an entity’s internal control. Various
citations in this edition will help entities and auditors understand their mutual respon-
sibilities; however, SOX team leadership may find it helpful to review AS No. 5 and
any related PCAOB guides2 in their entirety. These publications are available from the
PCAOBWeb site at www.pcaobus.org under the Standards section. You should discuss
with the entity’s independent auditors certain key planning decisions, including:

◾ The overall engagement process and approach.
◾ The scope of your project, including locations or business units to be included.
◾ Preliminary identification of significant controls.
◾ The nature of any internal control deficiencies noted by the auditors during their

most recent audit of the entity’s financial statements.
◾ Tentative conclusions aboutwhatwill constitute a significant deficiency ormaterial

weakness.
◾ The nature and extent of the documentation of controls.
◾ The nature and extent of the documentation of tests of controls.

In addition to identifying any potential issues that can be addressed earlier rather
than later, this also serves to orient the independent auditor to the quality of your process
and assists him or her in assessing the competence with which it is being planned and
performed.

Larger firms have published brochures and booklets that are helpful to their clients
and the public in general in understanding SOX requirements and their views on the
requirements and issues of implementation. While obviously the views of your auditors
are of primary interest, a lot of good information can be obtained from the publications
of other audit firms, so SOX technical materials on their Web sites can be another good
source of guidance and perspective for individuals in project leadership positions.

During the early phases of the project, it may not be possible to synchronize with
the auditors on all significant planning matters, and there is no requirement that you
do so. Nevertheless, the conversations can be helpful to you in obtaining:

◾ A clear understanding of the issue(s) that need resolution.
◾ The additional information required to reach a resolution.
◾ An estimated time frame for the process to be completed and the issue(s) to be

resolved.

One practical issue for smaller public company requirements is that a significant
number of smaller public companies are audited by firms with only one or a few pub-
lic clients. Anecdotally it was noted by the PCAOB in speeches that over 1,000 smaller
public companies are audited by CPA firmswith only one or two public clients. Thus, the
experience of these auditor firms may not include extensive reporting on internal con-
trols. The implication for companies is to take extra care in planning and scoping their

2 http://pcaobus.org/Standards/Pages/Guidance.aspx. SeeAlert No. 11: Considerations for Audits of Internal
Control Over Financial Reporting (October 24, 2013).

http://www.pcaobus.org
http://pcaobus.org/Standards/Pages/Guidance.aspx
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engagements and to understand that a nod from the independent auditor on scoping
and project issues may not be the way things should be.

One particularly disastrous example was the impetuous but preemptive desire of
one entity that was geographically dispersed with a diverse product line to document
controls in 2003, before various public company and auditor guidance was issued and
before the audit firm had developed tools and training on COSO. An informal, early nod
from the audit engagement team led the companydownapath of unnecessary and volu-
minous documentation that later needed to be recast to address controls more directly
and relate them to COSO objectives. While well meaning in the context of what was
known at the time, the gesture of “acceptance” later led to a strained client relationship.
Do your own homework.
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Illustrative Forms and Templates

THE COSO FRAMEWORK, as illustrated in the 1992 Framework document and
the 2006 guidance, illustrated the use of amatrix format for aligning the control
objectives (attributes) with the control procedures, assertions, and assessed

risks associated with the control objective or attribute. The 2013 revision continues to
illustrate matrices as a tool to gather information. In addition, the AICPA Audit Guide
Assessing and Responding to Audit Risk in a Financial Statement Audit (editions 2006 to
2014) contains an extended example of documenting a case study using a matrix
format.

Sometimes a formcanbeamore effective approach todocumentation since the form
can present information in a specific order for more efficient and effective data entry.
However, the display of information for review and analysis that is already collectedmay
warrant a different presentation to assist the reviewer in organizing and integrating
the information for the principle, component, and overall assessments. Thus, there
may be trade-offs between ease of data entry and ease of analysis that could be solved
by formatting reports from a database that display the information most useful for the
analysis task.

The next section is adapted from the matrices from the COSO and AICPA guidance.
This presentation may help readers discern the changes in the guidance over time and
gain insight and clues as to how tomodify existing documentation and data entrymeth-
ods to comply with the 2013 Framework guidance. The remainder of the chapter is
devoted to illustrating some data entry forms /matrices thatmay be helpful in designing
work papers for a COSO assessment.

337
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HISTORICAL PERSPECTIVE

Most templates developed since the imposition of the Sarbanes-Oxley (SOX) require-
ments use matrices for documenting controls including the 2006 to 2014 American
Institute of Certified Public AccountantsAICPAaudit guides,Assessing and Responding to
Audit Risk in a Financial Statement Audit. For illustrative purposes, an example of a control
matrix format is provided from the 1992 and 2006 COSO documents. (See Tables 13.1
and 13.2.) As you will note in the 2013 Framework, the principles and financial
statement assertions become more prominent in the assessment documentation.

Over time, the financial focus of accounting and auditing applications transformed
the O, F, C (operating, financial, compliance) box into a place for recording the relevant
financial reportingassertions, as canbenoted in the format illustrated in the2006COSO
guidance (Table 13.2).

While slightly different in presentation, both formats provide a structure inwhich to
document controls effectiveness that is clearly different from the narrative or flowchart
approaches also used over the years to document business processes. Clearly, the sug-
gested approach is not endorsing a yes/no mentality of a checklist, where the existence
or the absence of a control has some implied implication for the assessment. Rather, the
approaches illustrated take the view of assessing how the controls and procedures in
place address the objectives, risks, and assertions.

When documenting processes and controls, complexities can arise that may com-
plicate the use of longitudinal matrices. For example, how is information on outsourced

TABLE 13.1 1992 COSO Internal Control—Integrated Framework: Evaluation Tools
(pp. 42 and 43)

Risk Assessment and Control Activities Worksheet
Activity:

Risk Analysis

Objectives O, F, C Risk
Factors

Likelihood Actions/
Control
Activities/
Comments

Other
Objectives
Affected

Evaluation
and
Conclusion

Key to the Illustration

◾ Control objectives were to be identified in the left column.
◾ O, F, C referred to whether the control was Operating, Financial, or Compliance in nature. In the

current reporting focus, only the controls with financial implications are of immediate interest.
◾ The risk analysis section was to contain an assessment of what could go wrong as well as the

likelihood of that happening.
◾ Actions/control activities/commentswas set out as a place to document the controls and processes

that achieved the objective and also addressed the identified risks.
◾ Other objectives affected facilitated the documentation of controls with multiple dimensions and

benefits.
◾ Evaluation and conclusion provided a space to summarize conclusions.
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TABLE 13.2 2006 COSO Internal Control over Financial Reporting—Guidance for
Smaller Public Companies (p. 48, Revenues)

Part I

Financial
Statement
Assertion Risk

Process
Level
Control

Preventive/
Detective

Manual/
Automated

Occurrence-only
valid orders
are fulfilled
(continued)

Unacceptable
customers are
added to the
customer list

Changes must be
appointed in writing by
specified executive or
supervisory employee

Preventive Manual

Customer list is
inaccurate or
incomplete

Periodic review of
customer lists for
accuracy and
completeness

Detective Manual

Written chart of accounts
containing a
description of each
account

Preventive Manual

Order
processing
circumvents
established
procedures

The company has
established order
processing policy and
procedure manual and
training routines

Preventive Manual

Part II (p. 15)

Control
activities
principles

Summary of controls
Design effectiveness
(fully met, partially
met, not met)

Summary of
evidence of
control

Operating
effectiveness
regarding
principlesEntity level Process level

Key to the Illustration

Part I

◾ Financial statement assertion. The control objective/attribute and financial statement assertion are
shown combined in the first column.

◾ Risk. “What can go wrong” is considered in the second column.
◾ Process level control. This is where one would document the controls and processes that achieved

the objective and also addressed the identified risks.
◾ Preventative/detective. This aspect of the nature of the control is documented here.
◾ Manual/automated. This aspect of the nature of the control is documented here.

Part II

◾ Entity level. Those controls that operate across the entity are documented here.
◾ Process level. Those controls that relate to the detailed assessments such as for revenues and

expenses appear here.
◾ Design effectiveness. The assessment of design effectiveness is stated here.
◾ Summary evidence of control. Results of tests or walkthroughs are documented here.
◾ Operating effectiveness regarding principles. An assessment of operating effectiveness goes here.
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activities integrated? Should there be a separate column to document walk-throughs or
sample tests? Users could continue to add columns to accommodate documenting sam-
pling plans and results and various permutations and combinations of issues that could
relate to a control, but then the format becomes unwieldy. Some SOX spreadsheet appli-
cations extendwell into “double-letter” column headings when a column is reserved for
each potential point of documentation. In addition, a columnar data entry formneeds to
beable to expandcells towrap text thatmayexceeda fewwords. This canalso complicate
the potential visual advantage of the matrix data entry approach. Furthermore, when
data is not arrayed in rows or columnar form and is arranged in sections of a page, the
visual advantage of the matrix can be lost to distortions in the format due to wrapping
text that expands the cells or the limited display of the text in a fixed-size cell.

2013 FRAMEWORK EXAMPLES

Another approach that achieves a similar data collection objective may be the use of a
form with the same information gathered in a structured format. As noted, this format
may not always be the best presentation of the data form analysis and integration, so a
better solution can be the formatting of reports that display only the relevant data for
the task (e.g., assessment of the deficiencies identified and their implications) with links
back to the full data on each deficiency should that information be helpful to the review.
Data arrayed in a fixed (e.g., columnar) format report may also be more easily sorted
so that different perspectives on deficiencies (e.g., by assertion, by account, by principle,
by component) can be facilitated. To accommodate the suggestions for data entry and
report display or writing here, the project application might be best structured using a
database as a data repository.

Flow of Work Papers

Theflowof documentation should be clear to ensure that all issues identifiedare properly
summarized in reaching conclusions. Disorganized work papers contribute to mistakes
andare difficult to accurately review.The revised Framework illustrates howdeficiencies
identified at the entity or transaction level become summarized in a single document,
classified by component and principle, for consideration during aggregate evaluation.

Sixteen of the 17 Principles associated with the five components (except for control
activities) are likely to require aminimumof one form ormatrix to assess the design and
evaluate evidence regarding each principle. Deficiency issues arising from these assess-
ments would be carried to the deficiency summary, where they would be considered
with other deficiencies. However, in the control activities area, transaction controls over
revenues, expenses, accruals, adjustments, and period-end procedures are likely to call
formany individual forms to support the controls design and testing in order to conclude
on Principle 12. Since information technology general controls (ITGCs) have a potential
pervasive effect, deficiencies in these controls need to be considered with any identified
computer application controls deficiencies that arise because of the ITGC deficiency to
assess their severity and implications on financial reporting controls.



2013 Framework Examples ◾ 341

Some Illustrative Forms and Reports

One benchmark for developing information-gathering and reporting tools is the
Framework examples themselves. In addition to making adjustments to prior illus-
trated formats in the 1992 and 2006 COSO guidance, this chapter illustrates how an
information-gathering form can be used. Rather than re-creating existing narratives
and flowcharts of processes, these forms assume that such documents can be refer-
enced, linked, or electronically attached to the form and thus do not need to be recast.
The illustrated forms here have a place to list and reference these related documents.
This approach allows the COSO project team to focus on the design of controls and
evidence of their effectiveness.

To begin, COSO project work papers should be uniquely identified so they can be
identified to be archived at the close of the annual assessment process. Some entitiesmay
wish to use prefixes to identify the components (5) or principles (17) to aid in navigation
and indexing. An index of all work papers in the project should be maintained. To end
the form, the preparer and reviewer should sign off with the date of completion.

Principle-Based Information-Gathering Forms

Appendix 13A illustrates an information-gathering form that can be adapted to those
principles where a single form (plus attachments) can be used to document the evidence
supporting the effective functioning of the principle. Many of the 17 Principles can be
addressed using this format. When the documentation becomes voluminous, subdivid-
ing the principle may be more efficient, such as with control activities. For example,
when individual accounts or streams of transactions are assessed in connection with
Principles 10 and 12, separate forms for each assessment or related accounts (e.g., the
sales cycle of sales, receivables and cash may be warranted. In some cases, specific con-
trols or the presence of certain documents will be important to demonstrating effective-
ness, and they can still be recognized here. Some sample entries have been made in this
work paper to illustrate how the documentationmight look, but are incomplete regard-
ing full satisfaction of the principle. Noting the points of focus here can help direct the
attention of the project member to appropriate sources of evidence. The examples and
approaches in the COSO supplementary guidance can provide further insight for the
assessment. Note that the form often prompts that any specific fraud or inherent risks
identifiedwith this principle be referenced or identified here. This informs the staff about
these issues as work on the principle proceeds. Experience has shown that staff working
in risk areas have not always been aware of issues identified by others as part of the
planning or risk assessment process. Note that the form also prompts for consideration
of related principles that might be affected by an identified deficiency. A recommended
practice is to consider this early on when a deficiency is identified and not wait until the
summarization process to consider interactions. This is so that timely adjustments can
bemade to the planned work in other areas to respond to issues identified. Awaiting the
end summarization process to consider related areas provides little ability to remediate
the control deficiency, if necessary, or to consider effects on related areas.
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Transaction-Based Forms

Another type of form may actually be more appropriate when addressing the many
transaction-based controls under Principle 12, Deploys through policies and proce-
dures. Receipts, expenditures, period-end consolidations, closings, adjustments, and
disclosure controls may need to be separately addressed by account, transaction cycle,
or some other approach, since controls over the completeness and valuation of these
elements of financial statements differ, and aggregation under a single principle form or
matrix would be too complex. Of course, the design here needs to ensure the complete-
ness of addressing controls over all the relevant accounts, balances and disclosures.

Appendix 13B illustrates a form focused on controls over revenues and their recog-
nition in either the cash (cash sales) or accounts receivable (credit sales) accounts. Here
we are likely encounter a number of specific controls to address the various financial
assertions in this process. In addition, it is likely that software or spreadsheets will be
involved in transaction processes, and that is linked to the controls here. Later we illus-
trate a separate form to identify key information about financial accounting software
programs and spreadsheets. The information gathered in that formmay need only to be
referenced here rather than repeated. Since the assessment of issues with software and
spreadsheets may be addressed as a group and also may be performed by a specialist,
addressing the same issues at the transaction levelmay be inefficient. Note that earlier it
was suggested that IT general and application control considerations be one of the initial
areas to be examined. That is so because risks and issues identified at the software level
(e.g., poor security, outdated versions, untested modifications) have implications for the
accuracyof accounts and transactions they relate to. Theseare the types of controlsmost
appropriate forwalk-throughs. A special walk-through form is illustrated later, and that
form can be linked or referenced back to the form where the control is described and to
other documents that fully describe the process.

When high reliance on a control is planned or required, sampling or other persua-
sive evidence is needed before concluding the controls are effective. A sampling form can
be completed for each sample that documents the thought process and attached or ref-
erenced to the control processwork paper. Since efficiently designedwalk-throughsmay
cover several control processes and many controls, a single walk-through form may be
associated with a number of controls and processes. If testing is not required due to an
audit strategy to not rely on controls and where audit standards only require an assess-
ment of the design of controls (“present”), then there is no need to complete this portion
of the form. Thewalk-through or other evidence should suffice to establish the design of
the control.

Walk-through Form

While the AICPA literature is supportive of walk-throughs to confirm the “presence”
(design) of controls, thePCAOBelevates their importance. Indeed, thewalk-throughcan
beavery informative procedure, particularlywhen the plan is not to extensively test con-
trols. However, all too often the task of the walk-through is not taken as seriously as it
should be.When a juniormember of the team is assigned this task, often he or she is not
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informed of important issues to be aware of. In addition to meeting the documentation
expectations of the walk-through, Appendix 13C has suggested data entry on the form
to identify inherent or fraud risks that might have been identified, say, in Component
2, Risk Assessment, that might be seen/observed/addressed during the walk-through.
In addition, the person performing the task should be alert to the software and spread-
sheets that might be utilized in the tasks examined. Employee feedback on those tools
can confirmor refute other evidence about the effectiveness of the software or other tools
employed.

TRUE STORY

In a case ultimately leading to a fraud and resulting bankruptcy, a junior staffer
was assigned to do a single walk-through of a commercial loan approval process.

Dutifully the person checked off that the loan was less than the appraised value of
the property and that an appraisal was in the loan file.

In the legal case, it was noted that the one commercial loan that was examined
violated a critical policy of the company since it was for 90% of the appraisal
value of the property. Company policy was that the loan could not be for more
than half of the appraised collateral value, and that policy was used to justify
not making a provision for loan losses, even though this was a subprime lender.
Another anomaly was that it was company policy that the appraisal had to be one
the company ordered, and not a broker appraisal, and had to be for the property “as
is,” and not a valuation of the property as it was to be developed. Unfortunately, the
checklist did not note these important points, and while the auditor had evidence
of management override in her hands, she was not aware of it, nor was she aware
of the critical management policies.

As later determined, management ordered that specific loan to be made
despite policy (i.e., management override) in anticipation of the borrowers’ default
and the company taking possession of the collateral, which it valued even more
highly than the inflated appraisal. Had the fraud been discovered early on, the
company might not have slid into bankruptcy due to holding many unsalable
properties as a result of poor management judgment.

The design of effective walk-throughs is not a simple activity. If every control or
accounthasa separatewalk-throughassigned, a lot of staff timeanddocumentationwill
be wasted. If a walk-through covers too many controls and accounts, then it becomes
an unwieldy task that begs for mistakes and oversights to occur. It is important to bal-
ance depth and breadth in matching walk-throughs to controls. Some experimentation
based on entity characteristics and specific areas (e.g., control activities, monitoring) is
worthwhile.

Also,walk-throughs can be overly complex if a lot of the business process is included
with the controls assessment. Flowcharts and narratives can be referenced, linked, or
attached to walk-throughs to provide adequate background, but all too often the staff
gets tangled inprocess descriptions and fails to focuson thepurpose of thewalk-through:
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the controls. To identify gaps in controls, the assertions and the control procedures need
to be clearly identified.

Automated (computer) controls are a special breed. If ITGCs are effective, then auto-
mated controls can be tested and walked through with a single transaction (or two).
Automated controls are often tested by IT specialists through the computer or by other
means, as discussed in Chapter 8 on evidence and testing. Even more importance is
attached to the design of suchwalk-throughs, as they serve both as a confirmation of the
design and as evidence supporting reliance. Asmore entities see the value in automated
controls, they are being used more often.

Information Technology General Controls

Appendix 13D presents a simplified form to gather information on aspects of the
ITGCs. A sophisticated environment would likely warrant a more extensive inquiry
and assessment using a framework such as the one developed by the IT Governance
Institute (www.itgi.org). Today, complex, diversely located entities may not have a
single IT environment, and it may not be possible to cover most of an entity by looking
at only one or even two IT environments. Different regions, countries, and product
lines require an analysis of the software and support functions and how they map to
the accounts and disclosures in the financial statement. While entities recognize that
similar policies, hardware and software platforms, automated controls, and security
features will simplify the assessment process, the fact that these features operate
independently makes it difficult to extrapolate from one location to all the locations.
Considerable time and analysis is required to assess the best strategy for assessing ITGC
effectiveness in complex, multilocation entities. In general, separate evaluations of
ITGCs are often necessary for adequate overall coverage of the ITGC issue across the
entity. Specific deficiencies may need to be localized to the accounts and disclosures
being serviced by the control environment examined.

The IT area is onewhere service organizations are often employed. The introduction
some years ago of cloud computing and data storage added to the complexity of risk
assessments for such outsourcing. While major issues have not yet arisen in the media
regarding these services, some IT managers are wary of the security and access issues
surrounding outsourcing these functions to the “cloud.”

To be effective, Service Organization Control 1 and 2 reports need to be read, and
any exceptions noted therein need to be considered as to how they relate to financial
reporting matters. In addition, such reports need to be timely and often require man-
agement to at least inquire regarding controls in the period between the report date and
the entity’s financial year-end. COSOnow states that the outsourcer needs to bemindful
of the entity’s ethical policies entity. How that proposal will play out in practice will take
some time to see.

Software and Spreadsheets and Standing Data Files

While sometimes assessed in conjunction with ITGCs and sometimes assessed with
the transaction and disclosure controls, somewhere in the process, an inventory and

http://www.itgi.org
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assessment of the software and spreadsheets used in the financial reporting process
needs to be made. Appendix 13E provides a format for documenting and inventorying
the basic software and spreadsheets and standing data files used and some important
information regarding security, testing and automated controls that can be helpful to
the assessment and analysis. When referenced to specific controls and walk-throughs,
the form can help avoid duplicate (or conflicting) documentation. When multiple
IT environments are identified, a version of this form may be associated with each
identified environment.

While today the trend is to utilize commercial software for applications whenever
possible, someentities continue tomaintain legacy software systems. These systemsmay
not be fully documented and tested, so benchmarking tests of the software are recom-
mended to establish a basis for reliance going forward. This is usually a specialist task. If
there is a risk that the software cannot be updated if specific personnel or skills are not
available, that risk should be recognized in the risk assessment component and a plan
to address the risk developed.

Sampling Form

While sometimes included as extended columns on specific controls matrices, addi-
tional columns, if they include all of the relevant documentation points, sometimes
make the matrix unwieldy and difficult to review. A recommended alternative is to
document sampling applications in a standard information-gathering form or matrix
and attach/link/reference that worksheet to the associated control. Appendix 13F
illustrates the points of documentation and helps structure the sample evaluation that
needs to be made when sampling is applied.

Auditors often use judgment to determine sample sizes, but startingwith Statement
on Accounting Standards (SAS) No. 107, Risk and Materiality, the AICPA defined the
status of nonstatistical sampling by indicating the sample size should be comparable to
one from a well-designed statistical sample, even though a statistical calculation is not
required. Thus, for most humans who find it difficult to weigh risk levels, tolerable and
expected rates, and sample sizes in their heads to determine sample sizes, the formulas
and tables in theAICPAAudit GuideAudit Samplingmay be helpful in developing defend-
able sample sizes. In addition, the attribute sampling routines in audit software such as
ACL and IDEA1 can develop sample sizes for a wide range of population sizes, risks, and
tolerable deviation rates. Entities and auditorsmaydevelop specific sample size guidance
tomeet themost commonneeds for testing. The recent challenges to poorly documented
sample sizes by auditors, inspectors, and third parties makes it worthwhile to document
the sampling application fully and the source of the sample size used.

Considerable additional sampling guidance is available in Chapter 8 and its
appendix and also in the AICPA Audit Guide Audit Sampling. The AICPA offers an
eight-hour continuing professional education course on audit sampling, and various

1 By using the hypergeometric (exact) distribution in its calculations, the IDEA software (Audimation, Inc.)
can make exact computations across the entire range of parameters specified.
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vendors offer courses and seminars to enhance your understanding of this important
audit tool and concept.

Deficiency Summary

The COSO guidance illustrates the use of a summarymatrix to accumulate the deficien-
cies identified throughout the project. Such a summary is useful since the assessment
team is expected to consider the deficiencies alone and in combination with other defi-
ciencies when concluding on whether they might be a material weakness and whether
ICFRs are effective. In addition, the newFramework stresses the interrelationship of defi-
ciencies, requiring the assessment team to identify any related principles or controls that
might be affected by a particular deficiency.

Since the judgment should consider deficiencies by principle, by component and
assertion, and possibly any other perspective that might be appropriate, such as by
financial statement account or disclosure or location, it may be helpful if the data when
gathered could be sorted by these characteristics to simplify the assessment. Thus, data
helpful to this purpose should be gathered for each deficiency identified. Appendix 13F
illustrates the data gathering process in advance of the multidimensional assessment
process that needs to take place. When an integrated software application is designed,
a design feature would be to capture the deficiency and related information at the time
the deficiency is identified and carry that data automatically to the summary where it
can be tabulated in various ways.

While the COSO guidance illustrates a matrix approach for this summary, a
columnar approach for the summary may be more practical to display and eventually
resort the data as desired in the assessment process. For example, one might use an
Excel spreadsheet to display the summary deficiency data. The illustrated form in
Appendix 13F can easily be adapted to a columnar summary. Table 13.3 is an example
of the headings of a columnar summary adapted from the form.

Component and Final Assessment

During the final assessment process, COSO indicates that all of the principles and all of
the components need to be satisfied. As part of the summarization process, one sum-
marization should be at the component level. The form in Appendix 13G illustrates the
various data points that might be need to evaluate deficiencies identified for the control

TABLE 13.3 Deficiency Summary in Columnar Form

Defic.
ID Component Principle Description

Control
Point Severity P?2 F?3

Related
Principles

2Present? Auditing standards refer to this as designed and implemented.
3Functioning? Auditing Standards refer to this as operating effectively.
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environment (CE) component. Here all of the deficiencies regarding the five principles of
the CE would be presented. Only one deficiency (the one in the deficiency summary) is
illustrated in Appendix 13G.

If the deficiency summarieswere displayed in columnar formand sorted into specific
components, this separate summary might not be needed, as it would just be one of the
reports or views generated from the deficiencies summary. Indeed, when the number of
deficiencies identified is in the range of 25 to 50 deficiencies or less, the overall effective-
ness assessment can often bemade from the deficiencies summary. Research has shown
this range of numbers of deficiencies to be common for even larger entities. However,
when large numbers of deficiencies are identified (e.g., 200), it may bemore appropriate
to perform a stepwise assessment, rolling up from the financial statement area to the
principle level, then to the component level, and then to the overall assessment.

Appendix 13H displays the summary information that may be useful in making
component and overall decisions.
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Information-Gathering
Form—Principle Focused

THIS APPENDIX PROVIDES suggested formatted work papers for documenting
internal controls assessments and testing. It should be used in conjunction with
Chapter 13 and the guidance and suggestions in prior chapters. Some data

is included in the forms to illustrate the application. Illustrative engagement data is
presented in italics to distinguish it from the form. You are also encouraged to consider
the illustrative matrices provided in the 2013 COSO Framework’s “Illustrative Tools for
Assessing Effectiveness of a System of Internal Controls”1 and develop practice aids that
are most meaningful to you and your application(s).

INFORMATION-GATHERING FORM—PRINCIPLE FOCUSED

Work Paper ID COSO 4- 105

Component Control Environment

Principle
4. Commitment to Attract, Develop, and Retain Competent
Individuals in Alignment with Objectives

Points of Focus

◾ Establishing competence policies and practices
◾ Evaluating competence and addressing deficiencies
◾ Attracting, developing, and retaining competent employees

(and contract workers from outsourcing companies)
◾ Planning for succession

Associated Work Papers COSO 100 COSO 103
Assertions All

1 The complete set of COSO’s 2013 Internal Control – Integrated Framework can be ordered in paperback or
electronic form from the AICPA’s www.cpa2biz.com website.
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List of Attachments to This Work Paper

Ref./Link Attachment Description
HRP Entity policy regarding hiring, retention, and promotion
Focus Focus group meeting minutes and summary

Inherent or Fraud Risks Related to This Principle

X-Ref. Inherent Risk or Fraud Risk

Evidence of Effectiveness X-Ref.

1. Policy is implemented and understood per focus group discussion with
employees.

2. Discharge of poorly performing staff after counseling and further training.
3. .
4. .
5. .

Focus

HR Action 6-2

Associated Software
N/A

Are Related ITGCs
Effective?

N/A Implications if No:

Were deficiencies identified as a result of evidence gathered? Yes/No________ If yes:

Deficiency Description Severity Assessment Related Areas or
Principles Affected

X-Ref. to Deficiency
Summary

Is the evidence gathered sufficient to conclude with the desired level of assurance that
this principle is functioning effectively?

Yes/No If no, discuss implications.

Preparer Date
Reviewer Date
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Information Gathering
Form—Revenue

Work Paper ID COSO 12- 17

Component Control Activities
Principle 12. Deploys through Policies and Procedures

Points of Focus

◾ Establish policies and procedures to support deployment of
management’s directives

◾ Establish responsibility and accountability for executing poli-
cies and procedures

◾ Activities performed in a timely manner
◾ Take corrective action
◾ Use competent personnel
◾ Reassess policies and procedures

Description
Controls in the process over revenue recognition and distribu-
tion to receivables or cash

Statement Captions Revenues
Accounts Receivable
Cash (Receipts from Sales)

Associated Work Papers COSO 327 COSO 329 COSO 330 COSO 331
Assertions Existence, Completeness, Accuracy/Valuation (under GAAP)
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List of Attachments to This Form

Ref./Link Attachment Description

Key Control and Assertion X-Ref. Prev/Det Auto/Manual
1. Buyer is approved customer–E
2.
3.
4.
5…

CA - 65 Prevent Auto

Associated Software
1. Customer Verification Process
2.
3.
4.
5…

IT - 23 Prevent Auto

Are Related ITGCs Effective? Yes Implications if No:

Related Inherent/Fraud Risks Description X-Ref. to RA

Walk-
through or
Other
Evidence Control X-Ref. Comments/Findings

Deficiency
X-Ref.

1. Buyer is approved customer–E
2.
3.
4.
5.

Controls Tests or N/A X-Ref. to Testing Work Paper Conclusion
1. Buyer is approved customer–E
2.
3.
4.
5.

1. Effective
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Were deficiencies identified as a result of evidence gathered?
Yes/No________. If yes:

Deficiency Description Severity Assessment

Related Areas
or Principles
Affected

X-Ref. to
Deficiency
Summary

Is the evidence gathered sufficient to conclude with the desired level of
assurance that this process is functioning effectively?

Yes/No If no, discuss implications.

Preparer Date
Reviewer Date
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Walk-through Documentation
Form

Work Paper ID COSO W-21

List of Attachments to This Work Paper

Ref./Link Attachment Description
FC-P Flowchart of payroll process

Brief Walk-through Description—Scope

Employee payroll

Controls Included in This Walk-through (X-Ref.)

P003 P005 P006 P007

Inherent and Fraud Risks Relevant to This Area

X-Ref. Inherent and Fraud Risks
No specific risks
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Persons Interviewed

Name Date Role/Function Discussed

IT/Software or Spreadsheets Utilized in This Process

Software/Spreadsheets How Used in Process
Evidence/Observations during
Walk-through

Description of Walk-through Procedures and Evidence Examined

Do you have any concerns about the attitudes ability or training of employees in this
process?

Yes/No Comments

Do the controls descriptions in the documentation appear accurate, based on your
walk-through experience?

Yes/No Comments

Comments or Deficiencies Identified as a Result of the Walk-through X-Ref.

Preparer Date
Reviewer Date
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Information Technology General
Controls Assessment Form

Work Paper ID COSO IT-1

List of Attachments to This Work Paper

Ref./Link Attachment Description
Org-IT Org chart for IT department

PART 1. IT CONTROL ENVIRONMENT

Considerations

Organizational structure and reporting relation-
ships are appropriate.

IT has access to senior management and to
governance.

IT personnel responsibilities are defined.
Duties are segregated to reduce the risk of

fraud.
Authority has been appropriately delegated to

achieve the assigned responsibilities.

IT staff and management have adequate knowl-
edge and experience.

IT activities are monitored, tested and periodi-
cally reported to senior management.

IT strategic plans are aligned with the general
business objectives.

Mechanisms are in place to identify and react
to events arising from internal and external
sources.
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IT Environment Name and Location2______________________________________________
IT Environment Applies to the Following Locations/Divisions/Entire Entity

Other IT Locations Separately Evaluated (X-Ref.)

Relevant Financial Reporting Applications at This Location

Application Software or Spreadsheet Current Version in Use

Applicable WAN/LAN Networks re: Financial Applications

Any recent network audits? Results?

Organization Chart of IT Function—X-Ref. or describe persons, title, contact
information

Reference or Linkage Attachment

Comments

Hardware in Service

Hardware Placed in Service Operating System

2 Complete a separate form for every independent IT environment of importance to the entity in financial
reporting.



Part 1. IT Control Environment ◾ 357

Any noted IT environment changes since last evaluation?

Service Organizations and Outsourcing3

Outsourced Functions—describe.

Are SOC 1/SOC 2 reports available for all outsourced functions? Identify the periods
covered (frequency) and last report received.

SOC Report? (Y/N) Latest Report (date) Issues? (describe)

Assess the implications of any deficiencies noted in these reports on ICFRs. Carry defi-
ciencies to the deficiencies summary.

Report Implications Reference in Deficiency Summary

Describe any actions taken by management to inquire or test or update the service
organization reports. How does management ensure that the service organization is
aware of and complies with the entity’s ethical policies?

If service organization reports are not available, how does the entity obtain evidence
of the presence and functioning (design and effectiveness) of controls at these service
organizations?

Service Organization Evidence

3 Complete only if IT general controls or any elements thereof are outsourced.
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Does the evidence support the presence and functioning of organizational general
controls? (Y/N)

Comments

IT Environment Sign-offs

Preparer Date
Reviewer Date

PART 2: ACCESS AND SECURITY GENERAL CONTROLS

Considerations:

Adequate safeguards (including physical, such as temperature, fire, flood, power loss) are in place
to prevent unauthorized access to of destruction of documents, records, and IT assets used in
financial reporting applications.

Intrusion protection from outside the entity (Internet, virtual private networks, intrusion detection,
firewalls).

Use of wireless network—policies and procedures.
Access to accounting functions is properly segregated and assigned to individuals only “as needed

and authorized” to perform their duties.
Programmers are restricted from access to live systems (or actively monitored to detect and super-

vise such activity).

Do the access and security functions appear to be properly designed (present)?

Y/N If No, Explain and Assess Implications

Evidence Examined and Tests Performed to Confirm Present and Functioning

Is access to financial applications and functions therein limited to those whose duties
require access? Identify the evidence/tests supporting this.

Regarding the last system penetration tests performed on related networks:

◾ When and by whom was the test conducted? ___________________________
◾ What were the results and recommendations?__________________________
◾ Actions taken?



Part 2: Access and Security General Controls ◾ 359

Has the issue been settled/resolved? What evidence supports your answer?

Have there been any reported security breaches that could affect any financial-
related applications? What were the financial systems implications of the breach?

Are “acceptable use” policies present and communicated to all system users? Are
policies enforced? Describe the evidence gathered regarding these policies and
effectiveness.

Were any deficiencies identified in this period relating to access and security?

If yes:
Describe the deficiency.

Assess the severity and impact on financial reporting.

Identify affected controls and components and carry to control deficiencies summary.

Controls Reference Impact Deficiency Ref. to Deficiency Summary

Does the evidence support the presence and functioning of security and access general
controls including maintaining appropriate segregation of duties in the IT function?
Y/N.

Comments:

Security and Access Sign-offs

Preparer Date
Reviewer Date
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PART 3: CHANGE CONTROLS AND NEW SYSTEMS
DEVELOPMENT GENERAL CONTROLS

Considerations:

Controls over development or modification
process

Process for emergency changes and approvals
Approval and communication process from

initiation
Hardware and software acquisition
Data security issues
Documenting system changes including where

documentation is stored
Pre- and postimplementation testing and user

training
Developer access to systems during and after

implementation

Back-out plans
Monitoring by management
Segregation of duties (e.g., programming/

testing)
Outsourcing Issues
Policy and procedures re: backups or copying

company data or applications
Who, what, when, where?
Process for engaging outsourced services
Monitoring of outsourced services
Review and update agreements with outsourcer

Were there any system or program changes or new systems implemented in the current
fiscal period? Y/N.

If not, a relevant issue is whether prior deficiencies noted regarding this element might
have also impacted current financial reporting. If so, describe the situation below and
update the documentation on the deficiency. If not, you may skip to the conclusions.

Impact of Prior Financial-Related Systems or Program Issues on Current Financial
Reporting

Changes/New in Current Period (List all.)

Evidence of controls over the changes/new systems? Describe.
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Evidence of and results of testing before implementation?

User feedback and errors discovered after implementation of changes or new systems?
Describe actions taken.

Were any deficiencies identified in this period relating to system changes/new systems
implementation?

If yes, describe the deficiency.

Assess the impact on financial reporting programs or accounts.

Cross-reference to any related controls and components and carry to control deficien-
cies summary.

Controls ID Control Description Deficiency Summary

Does the evidence support the presence and functioning of change/new systems devel-
opment general controls including the proper segregation of duties? Y/N.

Comments:

Systems Changes Sign-offs

Preparer Date
Reviewer Date
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PART 4: OPERATIONS AND MAINTENANCE GENERAL
CONTROLS

Considerations

Operating problems noted—feedback within
and outside the entity

Backup and restore procedures (including peri-
odic testing)

User competency/training regarding financial
functions

Disaster plans and off-site backup storage
Performance metrics or benchmarks applied
Observations/tests of controls
Third-party outsourcing of any functions (SOC

reports obtained and reviewed)

Does the entity effectively maintain its systems with periodic updates and recom-
mended program or system patches? Describe any policy regarding this and evidence
the policy is followed. Assess the potential effectiveness of the policy.

Have therebeen any incidents in thecurrent period attributable to or related to backup
and recovery plans?

If so, describe the incident and the actual and potential implications of the incident on
financial reporting.

Does the entity have a documented backup and disaster recovery policy? Identify or
include/attach the policy in/to the documentation.

Does the entity test its backup/recovery plans? Y/N. Describe.

Does the processing system include any data that is batched and/or processed as a
scheduled job? Y/N.

If yes, how does the entity ensure that batched files are updated in proper order?

Have there been any incidents due to improper sequencing of jobs/updates? Y/N.
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If yes, describe the incident and what happened and any implications to financial
reporting.

Were any deficiencies identified in this period relating to system operations or mainte-
nance? Y/N.

If yes, describe the deficiency.

Assess the severity and impact on financial reporting.

Cross-reference to any related controls and components and carry to control deficien-
cies summary.

Does the evidence support the presence and functioning of operations and mainte-
nance general controls? Y/N.

Operations and Maintenance Sign-offs

Preparer Date
Reviewer Date
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Documentation of Financial
Reporting Software and

Spreadsheets

Work Paper ID COSO SSD1

List of Attachments to This Work Paper

Ref./Link Attachment Description
SSP-C Spreadsheet Policy and Compliance Report

Software

Software
Application

PP&E Software

Current
Version

Version 14.1

Where Is
Software
Resident?

LAN 1

Password
Protection

Software level PW
protection
Access limited to
J. Lohr and D. Jack
per policy

(continued)
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Software (continued)

Entity
Developed or
Commercial?

Commercial

Related
Financial
Accounts

PP&E
Depreciation
Amortization

Walk-throughs
Reliant on
Software

X-Ref. WT-PPE

Automated
Controls in
software

Allowance rates
and useful life
guidelines
updated annually

Tests of
Automated
Controls

See X-Ref. PP-E test

If Entity
Developed:
Tests of legacy
software
functions and
date

N/A

If Commercial
Software:
Entity
modifications
and date

None

Tests of
Modifications
and Date

N/A

Reported
Software
Issues and
Date

None

Identified
Software
Deficiencies

None

Spreadsheets

Spreadsheet Prepaid
Application
Description

Prepaid
Insurance
allocations

(continued)
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Spreadsheets (continued)

Related Accounts
and Controls

Prepaid
Insurance
Expense

Implementation
Date

January 2005

Person(s)
Responsible

J. Deers

Modified in
Current Period?

Yes

Tested? Date? Yes. See X-Ref.
PP-I

Reported Issues?
Describe issue
and implications.

None

Are proper
controls
maintained over
development,
security, and
modification of
this spreadsheet?

See attached
write-up of
spreadsheet
policies and
compliance.

Identified
Spreadsheet
Deficiencies

None

Data Files

Standing Data
Files

Payroll

Application
Description

Payroll rates and
deductions

Related Accounts
and Controls

Payroll

Resident Location Network 1
Security Applied? Separate

password
controls for
modification.
Limited access
for read-only
viewing.

Tested? Date? Passwords
assessed with
other password
tests. No
exceptions.
X-Ref.

(continued)
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Data Files (continued)

Modified
Procedures in
Current Period?

No

Reported Issues?
Describe issue
and implications.

None

Are proper
controls
maintained over
development,
security, and
modification of
this data file?

See attached
write-up of
policies and
compliance.

Identified Data
File Deficiencies

None

Preparer Date
Reviewer Date
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Sampling Form for Tests
of Controls4

Work Paper ID COSO SAM 27

Control Being Sampled (ID) X-Ref.

Control Description

Dual signature authorization on all checks issued over $5,000

Primary Assertion(s) Tested

Occurrence, Valuation

Description of the Population

Checks over $5,000

How Was Population Completeness Ensured?

Population extracted from all checks. Numerical sequence checked for completeness. Searched
for multiple checks issued just below the threshold.

Description of the Test Procedure

Examine voucher package for authorized dual signatures.

4 Form should be associated with each sample of controls.
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Definition of an Exception

Failure to obtain dual signatures and no evidence of postissuance review or authorization.

Method of Sample Selection

Haphazard selection

Reliance (Assurance) Desired from Control5

High (e.g., 90%)

Reliance Placed on Others’ Testing6

N/A

Is this control unusually important?7 Explain if Yes.

No

Sampling Parameters

Confidence (1.0–risk)8 90%

Tolerable Deviation Rate 10%

Expected Deviation Rate 0

Population Size9 5200

Sample Size 22

How was sample size determined?10

2014 AICPA Audit Sampling Guide Table A-1

Sample Results

No deviations

5 Normally this will be high for a controls-based audit. However, for a financial statement audit, the range of
responses could be from no to high reliance.
6 If auditors or management are placing some reliance on testing performed by others, then the assur-
ance/confidence from this test can be reduced (risk increased). Note that management cannot rely on auditor
testing to reduce their testing levels.
7 For example, a control over GAAP compliance of revenues may warrant more than usual levels of testing
and higher confidence levels (e.g., 95%) and lesser tolerable deviation rates (e.g., 2%).
8 Consider desired assurance, work of others relied on, and whether control is critical.
9 For very small populations, use the small population samplingguidance inAICPAAudit Sampling Guide, 2014
ed. This parameter can be approximate for controls.
10 Cite table, formula, or computer program used.
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Assessment of Sample Results11

No deviations. Sample met criteria.

Deficiency Identified? Yes/No_____No
Severity Assessment

N/A

Noted in Deficiency Summary X-Ref.
N/A

Prepared By Date
Reviewed By Date

11 AICPAnotes that identifyingmore exceptions in the sample thanplanned for is a deficiency. See guidance for
options if more exceptions are identified than planned for. Note that all sample deviations should be evaluated
for qualitative issues (e.g., evidence of circumvention of controls, fraud) in making the assessment.
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Summary of Internal Control
Deficiencies

Work Paper ID COSO Sum 1

Deficiency ID Number CED 1.1
Component Affected Control Environment
Principle Affected Principle 1. Commitment to Integrity and Ethical

Values
Deficiency Description Incomplete documented annual employee review of

ethics and integrity policy. Files were 76% complete,
but with no negative comments.

Specific Control Point re Deficiency Control CE—Control Point 1.46
Severity Considerations Compensating controls: No ethics or integrity issues

reported through the entity confidential hotline. No
evidence of employee suits or other dissatisfaction
noted.

Impact on Present Limited
Impact on Functioning Limited
Owner Jack Herringer (HR)
Remediation Plan and Date Complete files to be obtained by 12/20/20xx
Related Principle Deficiencies CED 5.1

Prepared by Date
Reviewed by Date
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Control Environment
Component Evaluation

Summary

Work Paper ID COSO 657

Principle 1 Commitment to Integrity and Ethical Values
Present Y
Functioning Y
Control X-Ref. CE-1.14
Deficiency Description Incomplete documented annual employee review of

ethics and integrity policy. Files were 76% complete,
but with no negative comments.

Specific Control Point of Deficiency Control CE—Control point 1.46
Compensating Controls No ethics or integrity issues reported through the

entity confidential hotline. No evidence of employee
suits or other dissatisfaction noted.

Severity of Deficiency (D, SD, MW) D
Related Principles Principle 5: HR failed to follow up to obtain all

statements.
Assigned Deficiency ID CED: 1.1
Cross Reference Related Area Affected CE: P5.1
Component Effectiveness Effective

Prepared By Date
Reviewed By Date
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Summing Up

THE UPDATING OF the COSO Framework in 2013 provides a challenge to exist-
ing entity COSO assessments to migrate to the new principles and guidance as
soon as possible. With that comes an opportunity to reassess the efficiency and

effectiveness of what was previously done, with an eye toward more effective and effi-
cient projects. Entities new to the controls assessment task will find more guidance and
implementation hints available today than were available in the early years of COSO
assessments. We have learned a great deal in the last decade about internal controls
and internal controls theory.

In the period since the COSO Framework became the standard benchmark for
assessing the effectiveness of internal controls over financial reporting, public compa-
nies have had concerns about the cost–benefits of the exercise. However, the cost to our
capital markets and investors of rising numbers of restatements and dramatic frauds
cries out for some regulation to stop these dangerous trends. Since implementation in
the public company arena, we have seen ameasurable decline in themedian level of loss
attributable to frauds and a decline in the median value of financial reporting frauds
in public companies. In addition, the number of restatements of prior-period financial
statements has leveled off. To what extent the self-assessment performed by smaller
public companies is as effective in preventing financial misstatements and frauds
compared to the dual reporting (i.e., management and the auditors) of accelerated filers
is not reliably measured at this time, but expectations are that the self-assessments and
management certifications do add quality to the financial reporting of these entities.

One blessing may be that while the COSO Framework is not cast in stone, the 2013
revisions provide hope thatwemayhave reached a level ofmaturity in the guidance that
will signal a long period of effectiveness. The Framework has now fully integrated the
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current business trends of outsourcing and information technology into its guidance.
The experimentation with principles in the 2006 guidance has led to a refined set of
principles and their full integration into the Framework. Investments in refining and
improving approaches to compliance with the Framework are likely to have a long life.

As entities adjust their COSO compliance approaches, auditors will need to adapt
their oversight of management’s process and their assessment of internal controls to
the approach taken bymanagement, again a challenge. Change brings added cost, but if
effective adjustments aremade inmany of the existing projects, any investment inmak-
ing a change will likely be recouped early on and longer-term significant savings may
actually result. The insights and guidance in this book are directed to helping entities
and auditors identify and implement more effective approaches.
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Auditing Standard AS No. 5, 21, 31,

38–39, 54, 182, 186, 253, 297,
303, 310–11, 313–14, 320, 322

Auditing Standard AS No. 15, 126–27
auditing standards, 103
cost control, 46
Statement on Standards for Attestation

Engagements (SSAE) No. 15, 303
public disclosures, 197

Q
quarterly 10-Q reports, 314
questionnaire development and

interviews. See also sample
practice aids
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controls, reporting on, 230–31
data analysis and reporting results,

222–23
entity-level controls and management,

232–34
focus groups, 227–28
inquiries for walk-throughs, 232–34
interview follow-up, 231
interview procedures, setting the scope

of, 230–31
interview process, 228–30
interviews, conducting, 224–25
interviews, examples of use, 225–26
interviews, planning and strategy for,

226–27
interviews, tips for effective and

efficient, 228
management inquiries: sample

questions, 234–38
Principle 1: demonstrates commitment

to integrity and ethical values,
234–35

Principle 3: establishes structure,
authority, and responsibility, 235

Principle 6: specifies clear objectives,
236

Principle 7: identifies and analyzes
risk, 236

Principle 8: assesses fraud risk,236–37
Principle 12: deploys controls through

policies and procedures, 237
Principle 16: conducts ongoing and/or

separate evaluations, 237–38
Principle 17: evaluates and

communicates deficiencies,
237–38

survey, testing the, 221–24
survey questions, writing, 223–24
surveys, common problems, 219
surveys, Web-based, 222, 240
surveys of employees, 219–24
when and how often?, 221
whom and howmany to survey?,

219–21

R
random selection procedures, 219
records of complaints, 170
Red Cross, 303
regulators, 168, 170
regulatory agency, 171
regulatory issues, 167
Release of 2012 Terrorist Assets Report,

62
reporting requirements
AICPA report on internal controls,

illustrative, 316–17
as-of reporting implications, 307–9
auditor reports on internal control,

independent, 311–12
auditors and legal counsel,

coordinating independent, 315
communications, company and

auditor, 312–14
financial statements and internal

controls, 312
management’s report on material

weakness at year-end, 306
management’s responsibilities for

internal control, 309–12
nonpublic entity reporting, 302–3
public company annual and quarterly

reporting requirements, 304–5
reporting the remediation of

weaknesses, 314–15
risk assessment
2013 principles, transitioning to,

70–71
antifraud controls for management to

consider, 66–67
assertions, 51–55
assessments of inherent and control

risks, 50–51
auditor responsibility to detect fraud,

65
balance sheet accounts at period-end,

53
basics, 47–48
compliance objectives, 58
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risk assessment (Continued)
compliance risks, 61–62
control environment, 45, 81, 84
cost control, 46–47
financial reporting objectives, external,

58
financial statements, presentation and

disclosure in, 53–54
income statement and current-period

transactions, 52–53
information gathering to support the

risk assessment and consider
change, 68–69

information technology issues and risk
assessment, 54–55

inquiries and corroboration, 70
internal reporting objectives, 58
material weaknesses in, 62
nonfinancial reporting objectives,

external, 58
operations objectives, 57–58
Principle 6: specifies clear objectives,

56–59
Principle 7: identifies and analyzes

risk, 56–59
Principle 8: assess fraud risk, 62–65
Principle 9: identify and assess

significant change, 66–67
Principle 10: selects and develops

control activities to mitigate risks,
59

Principle 11: selects and develops
information technology general
controls, 54

Principle 13: uses relevant
information, 61

Principle 14: communicates internally,
61

Principle 15: communicates
externally, 61

Risk Assessment Principles: 2013 vs.
2006, 70

risk assessment principles in COSO,
46

risk information, external sources of,
60–61

risk information, internal sources of,
61

risk measurement using likelihood and
magnitude, 49

risks, identifying, 59–61
risks and changes, consideration

of, 69
statistics, some, 63–65
ties to other principles and

components, 66
upper management and, 65, 82

Russian aggression in Crimea and the
Ukraine, 62

S
SALY. See same as last year
same as last year (SALY), 24, 67
sample practice aids. See also evidence

and testing; questionnaire
development and interviews

employee survey, sample, 241–42
employee survey of corporate culture

and personnel policies, sample,
240–42

employee survey results, guidance on
the evaluation of, 242–45

letter to employees in advance of
employee survey, sample, 239–40

walk-throughs and transaction
controls sample, 245–47

sample size tutorial. See also evidence and
testing

AU-C No. 530, Audit Sampling, 211
decision rule for results, 213
deviations, cautions about, 216
sample size formula, 212–13
sample sizes, computer-determined,

215–16
sample sizes determined using a table,

213–14
sampling plan, two-stage sequential,

215
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Sarbanes-Oxley (SOX) Act of 2002
about, 5, 18, 24, 55, 123, 176, 179,

250, 309, 318
Section 302, 176, 235, 310
Section 404, 62, 176, 194

SAS No. 99, Auditor’s Consideration
of Fraud in an Audit of
Financial Statements. See also
American Institute of Certified
Public Accountants;
fraud

about, 65–66, 72–76, 238
antifraud processes and controls,

evaluating, 80–82
audit committee or board of directors,

82–84
auditor’s considerations, 72–73
confirmation, 79–80
culture of honesty and high ethics,

creating, 76–86
discipline, 80
employees, hiring and promoting

appropriate, 78–79
fraud risks, identifying and measuring,

80–81
fraud risks, mitigating, 81
fraud triangle, 96–97
Guidance To Help Prevent, Deter, And

Detect Fraud, 72–74
independent auditors, 86
information, other, 86
internal auditors, 85
internal controls, implementing and

monitoring, 81–82
management, 84
oversight process, 82–86
preface, 74
tone at the top, setting the, 76–77
training, 79
workplace environment, creating a

positive, 77–80
scoping inquiries summary
company operations and industry

characteristics, 42–43

deficiency and material weakness,
existence of significant, 44

engagement scope, 43
internal control considerations,

43–44
SEC. See Securities and Exchange

Commission
SEC v. Livent, 279
Securities and Exchange Commission

(SEC)
about, 1–2, 7, 13, 105, 123, 176,

179, 183, 318
Blue Ribbon Commission on audit

committees, 105–7
cost control, 46
internal control, 166
public companies, 14
Release No. 33–8238, 304
Release No. 33–8809, 218
Release No. 33–8810, 30–31, 252,

256, 260, 304–6, 312
Release No. 34–47986, 304
SEC 10-K annual filing, 13
SEC Form 10-K, 36, 42–43

Security Breach and Notification Act, 96
security breaches, 49, 96
segregation of duties, 167
service organization controls (SOC), 34
significant deficiency, 136
social media, 171
software testing, 208
sole proprietorship, 108
standards of conduct, 100
Statement of Auditing Standards.

See also SAS No. 99, Auditor’s
Consideration of Fraud in an Audit of
Financial Statements

Guidance To Help Prevent, Deter, and
Detect Fraud, 72

statistical sampling methods, 220
stratified samples yield, 220
surveys. See questionnaire development

and interviews; sample practice
aids
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Syria
Guidance re Iran Threat Reduction

and Syria Human Rights Act of
2012, 62

Syria Transition Support Act of
2013, 61

systems development life cycle,
139

T
Target Stores, 49
tax shelter, aggressive, 101
temptations, 101
terrorist attacks of 9/11, 140
thirty-fifth of December, 53
training programs, 72, 78
Treasury Department, 67
Turnbull Report (United Kingdom),

2
Type I reports, 34, 176
Type II report, 33–34, 176

U
UnitedWay, 303
upper limit methodology, 278
upper management, 65, 82

V
variable interest entities (VIEs), 36
VIEs. See variable interest entities

W
Wall Street Journal, 171
Web-based surveys, 222, 240
whistleblower policies, 273
WorldCom, 23, 250

Y
Y2K, 137–39

Z
ZZZBest, 27
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